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OUOAKTUYECKWUW NJIAH

CuctemHoe MO pa3paboTKM nNporpamMMHbIX CpPencTB.
NHTtepnpeTtatopbl. Komnunatopbl. MHTerpupoBaHHas cpena paspaboTku.
Otnanka lNC. MakporeHepatopbl. Cuctembl ynpaBneHus 6asamMun OaHHbIX.
CASE-cucTembl.

CuctemHoe MO nepepauv mn 3awmThbl AaHHbIX. [lepegadya OaHHbIX.
NHdopmauroHHble ceTn. BaammMocBa3b OTKPbITbIX CUCTEM. Bupycbl un
aHTmBupycHoe MO. 3awmTta OT HECAHKUMWOHWPOBAHHOIrO AocTyna.
TexHonornyeckass 6€30MacHOCTb.
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NEPEYEHb YMEHUN

Ne YmMenune ANTopuTMBI

/i

1. Hob6aenenue | 1. OTKpPBITH MPOEKT.

(ymanenue) | 2. B wmenio «View» BeIOpaTh MyHKT
MOZYJIS B «Project Manager».
MPOEKT (U3 3. JloOaBreHue UM yaajIeHUE MOIYJIS:
MPOEKTA) B 3.1. dns nobaBinenus Moayiis B okHe «Project
Delphi Manager» HaxxaTb KHONIKY «Add» u me-
pEUTH K yHKTY 4.
3.2. Jdng ynaneHus MOAYJS U3 MPOEKTA CHAYa-
Jla HaJIo BBIOpATh yAasieMblil MOIYIIb, &
3aTeM B okHe «Project Manager» HaxaTh
KHOTIKY «Remove» u mepeliTi K MyHKTY 6.
4. B nmosiBUBIIEMCS JUAIOTOBOM OKHE BBECTH UMS
HOBOTO MOJYJISl UJTH BBIOPATh CYIIECTBYIOIIHIA
MOJTYJIb.
5. Haxatb kHoTKy «OK».
6. 3aBepmuTh paboOTy C OKHOM
«Project Manager».

2. Hanwucanme | 1. CosmaTh 3aroiloBok MaKpOKOMaHOBI W IIpU
acceMOIep- HEOOXOUMOCTH  ONPENENUTh (GopMalbHbIe
HO Makpo- napaMeTphl.

KOMAaHIbl 2. Onwucath TET0 MAKPOKOMAH/IBI.
3. OmnpenennTh KOHEI MAKPOKOMAH/IBI.
4. OmnpenenuTtb B MPOrpaMMe MaKpPOBBI3OB.

3. Breibop un- | 1. OmnpenenuTh TUT BBIYMCIUTEILHOW CUCTEMBI —
Tepdeiica pacrpezesieHHast iJii MHOTOMAIIIMHHAS.
conpspkeHud | 2. OmnpenenuTh, Ha KaKMX PACCTOSHUSX OyayT
OBM 1 ne- HaxonuThca OBM.
pudepuii- 3. OmnpenenuTb, Kakue mnepudepuitHble YCTPOii-
HBIX yCT- cTBa OYAYT UCTIOJIH30BAThLCS.
pPONCTB 4. Bribpath Bux nuTepdelica.
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YMmenne

AJTOpUTMBI

Beibop kana-
7a CBSI3M IS
uHdopManu-
OHHOU ceTH

Hcxons uz o0beMa U BPEMEHH 3arpy3KH Ka-

HaJjia BBIOpATh PeXKUM paOOTHI:

1.1. KoMMyTHpyeMBI#l — IEPENUTH K MyHKTY 2.

1.2. HekoMMyTHUpyeMBbIi — 3aBEPIIUTH BbI-
oop.

OnpenenuTs pexuM nepenavu:

2.1. HenpepbIBHEIH — BBIOMpaETCs KaHa
CBSI3U C KOMMYyTaluel KaHama.

2.2.11pepbIBUCTHINA — MEPEUTH K MMyHKTY 3.

OnpenenuTh NOTPEOHYIO OBICTPOTY Tepena-

9u cOOOIIEHUS.

3.1.C MUHUMAJIBHOM 3aTpaTOll BpEMEHU —
BBIOMpAETCId KaHal ¢ KOMMyTallMed ma-
KETOB.

3.2.3aTpaTel BpPEMEHU HE CTOJb BaXKHBI -
BBIOMpAETCId KaHall ¢ KOMMyTaluel co-
001 eHU .

Beibop ¢dusm-
YeCKHX HOCH-
Telel curhHa-
0B B JIBC

OmnpenenuTh MOTPEOHYIO CKOPOCTH NIEpeaadn

JIAHHBIX:

1.1. MakcuManpHO BBICOKAsI — BBIOMpAETCs
OTNITOBOJIOKOHHBIHN Ka0eb.

1.2. Beicokasi — B 3aBUCHMOCTHU OT CTOUMOCTH
BBIOMpaeTCs MHOTOXMUIBHBIA UM KOAK-
CUAJTIbHBINA Kabelb (COOTBETCTBEHHO, BBI-
COKasi U HEBBICOKAsI CTOUMOCTb ).

1.3. HeBbIcOKkas — BeIOMpaeTCsS BUTas 1Iapa.

OnpenenuTh CTENeHb 3aMUTHl MHHOPMAIUN

B Kabere:

2.1. Beicokass — BbIOMpaeTCsi ONMTOBOJOKOH-
HBIH Ka0elb.

2.2. Cpennsisi — BBIOMPAETCS MHOTOXWITbHBIN
WU KOAKCUATIbHBIN KabeJb.

2.3. Hu3zkas — BeIOMpaercs BUTas napa.

Ha ocHoBe nmyHkToB 1 u 2 gemaeM OKOHYa-

TEJIbHBIA BLIOOD.

CoBpemeHHbIin l'ymMaHuTapHbivi YHuBepcutet
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TEMATUYECKWUA OB30P*
1. CUCTEMHOE NO PA3BPABOTKU NPOrPAMMHbBIX CPEACTB
1.1. UHTepnpeTaTopbl

Ewe B koHUe 70-x — Hayane 80-x SBM Obinu He CTONIb MOLLHbIMU, KakK
ceivac, obnaganu o4eHb MasibiM 0O0bEMOM onepaTuBHOM namaTtu (0o 64
KB, 4TO 0OBACHANOCH €e OO0MbLLIOK CTOMMOCTbIO). ITO BbI3bIBAIO OOJbLUME
CJ/IOXKHOCTU O/19 BbINOJIHEHUS 3a4a4 nNporpamMmmMupoBaHnd. B cTonb manom
obbemMe onepaTtMBHOW MamMaTM pa3mellanacb onepaumoHHas cuctema um
3arpyxanacb nporpammMa-mHTepnpetaTop. s Toro, 4tobbl HE NeperpyxaTb
OnepaTMBHYIO NaMsTb, UCXOOHbIV TEKCT NPOrpaMmMbl HE TPAHCMPOBAJICS B
MaLLUVHHbIN KOf, a A3blK MPOrpaMMMpPOBaHNS COCTOSN Kak Obl N3 ABYX YacTel
— penakTopa (B KOTOPOM Habupancsa n MmoanduumpoBancs UCXOOHbIA TEKCT
nporpamMmmbl) M MHTepnpeTartopa, UCMONHAIOWEro NoOAroTOB/IEHHbIE
nporpamMmbl. UHTepnpeTaTop — nporpaMmmMa nnm cMctemMa, aHanmampytoLias
CTPOKY 13 A3blka NPOrpaMMmnpOBaHnS 1 BbIMOHSAIOLLAS €€, T.€. BbIMOHSIOLLAA
vHTepnpeTauuto. OCOBEHHOCTLIO MHTEPMPETUPYIOLLEN CUCTEMBI SBNSIETCSA
noornepaTtopHblii aHannu3d M NepeBo, Ha MaLMHHbBIA A3bIK KaXaoro u3
onepaTopoOB BbLIMOJIHAEMOW MporpamMmmbl 6€3 CoxpaHeHus B namsaTu
MaLUMHHbIX KOAOB (0OBHEKTHOrO MOAYNSA). A3bIK MPOrpamMMmMpoBaHUS,
LONycKalWwnn BbINOJIHEHME NPOrpaMMbl B PeEXMME MHTepnpeTaynm
BbICKa3blBaHMIN OAHHOIO A3blKa, HAa3blBalOT UHTEPNPETUPYEMbIM SAA3bIKOM.
K vHTepnpeTupyemMbiM g3blkaM MNPOrpaMMupoBaHns OTHOCHATCS, npexae
BCEro, paHHue Bepcum accembdbnepoB u bericuka.

MHTepnpeTtaumsa Ncrnonb3dyeTcs B JIOMTMYECKOM MPOorpaMmmMupoBaHnum u
NPOAYKUMOHHbBIX CuCTeMax. Tak, Hanpumep, pasnmyalT UHTeprnpeTauuio
«0oT ¢akToB» (NPOLEAYPHYIO MHTEPNPETaLMIO NpaBuna Buga «ecnm A, TO
B», npn koTopor gobasneHne B 6a3e 3HaHU dakTa «A» Bbi3biBaeT f00OaB-
neHne B Hee ¢dakTta «B») 1 uHTepnpeTauunio «oT uenu» (MPouedypHYIO
MHTepnpeTaunio npasuia smaa «ecnm A, To B», npn KOTOPO ansg 4OCTUXEHUS
uenn «B» penaeTtcd nonbiTka 4OCTUYb Lenu «A»).

McnonHeHve nporpaMmel HA4MHAETCS MO KOMaHAEe U3 06004KN A3blKa
nporpamMmmpoBaHns (cpedbl nporpammupoBaHmd). C aToro MOMeHTa 1 go
KOHUa paboTbl NporpamMmmbl, HaNpUMep, NPU OCTaHOBKE MO owwnobKe
(cobbITUK, 3akalyalWeEMCs B NoTepe, MOBPEXAEHUN WU UCKAXKEHUN
nHpopmMaLmm; oHa MoxeT OblTb Bbl3BaHa OTKa3oM uin cboem obbekTa, a
TakXKe HernpasuiibHbIMY OENCTBUSMM MOJSIb30BaTENS, AedeKTamMm NporpaMmmel,
HocuTenem nHdopmaummn) nnn no TpedboBaHMio NOTPebuTens, Nob30BaTeNb
yX€e He MeHseT TekcTa nporpammbl, a TONbKO HabfnogaeT 3a X040M
VHTEpPNpEeTaLnn, B Xoae KOTOPO MOXET NPONCXOAUTb 0OMeEH MHopMauum
(pabounii guanor) mexay Yenosekom n 3BM — Hanpumep, npoueaypa BBoAA-
BblIBOOA 1 Ap. (puc. 1.1).

* XnpHbIM WPNGTOM BblAENEHbI HOBbIE MOHATUSA, KOTOPble HEOOXOAMMO YCBOUTL. 3HaHNE
39TUX MOHATUI ByAEeT NPOBEPATLCH NPU TECTUPOBAHUN.

CoBpeMeHHbIVi l'yMaHuTapHblii YHuBepcuTeT
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Texer
Pe qakTop — — Hurepnperatop
T TMpOTpaMMbI T
PeoaKTHPOBAHE pabouuii fuanor
‘ » llonwzoBatcie |4 ‘
Puc. 1.1

OTMeTUM, 4YTO B pexumMe MHTepnpeTaumm onepaTtmMBHas namsaTb
OOMONMHNUTENbHO 3aHMMAaeTCs NUlb AAHHLIMU U3 BbINOJIHAEMOW CTPOKMU.
VIMEHHO MO3TOMY MHTEpnpeTMpyeMble A3blkM B YCNIOBUSX Manoro obbema
ornepaTtMBHOW MamMsaTM MNO3BONAIOT MNONb30BaTento MmoanduumpoBatb U
rnepesaryckatb nporpammMy 6e3 HeoOXoaAMMOCTI ee NOBTOPHOW TPaHCNAUWMK
LIeNIMKOM, a Takxke OCTaHaBNMBaTb NPOrpamMmy B 000 ToUke, aHannM3npoBaTb
UM MmoamduumpoBaTh NtoOble ee NePeEMEHHbIE 1 BO30OHOBATL BbINMOHEHME
B 3TOI Xe To4kKe, T.e. OCYLLUECTBATb NPOLUECC OTNaAKM NporpamMmmel.

Ho nooobHasa rmbkoCTb MMEET CYLLLECTBEHHbI HEA0CTaTOK: MHTepnpe-
TaToOpbl U BbIMOJIHAEMbIE C UX MOMOLLBID NporpamMmbl paboTaloT O4YeHb
Me[JIeHHO (3TO OCOOEHHO BWAHO MPU BbIMNOSHEHUN UMKNIOB), T.K. KaXaas
CTPOKa UHTEPMPETMPYETCA N BbINOJHAETCA N0 MEPE €€ HAXOXAEHUS.

1.2. Komnunsartopbl

MpeomoneTb HeOOCTATKM MHTEPNPETATOPOB B YacTu ObICTPOAENCTBUS
Mo3BONIAIOT KOMMNUNATOpbl. KoMmnunatop — 3T0 cuctemHas nporpamma,
OCYLLECTB/IAIOLAA NepeBo NpuKNagHoi nporpaMmmbl C s13blka BbICOKOIO
YPOBHSA (OpManbHOro A3blka) Ha MalUWHHbLIN 6€3 0QHOBPEMEHHOrO €e
BbIMNOJSIHEHUS. B pesynbtare KOMNUsiLMM nosydyaeTcs OOBbEKTHbIN MOAYIb
nporpamMmbi.

B cocTtaB cucTtem nporpaMMmMpOoBaHMa Takke BXOOMT MCMOJIHAKOLW AN
cuctemMa — COBOKYMHOCTb MoAnporpamMm, npu o6palleHnn K KOTOPbIM
TPaHCNPYIOTCHA HEKOTOPbIE CEPBMCHbIE MPOrpaMMsbl, K KOTOPbIM NporpamMma
obpauiaeTcsa BO Bpems paboTbl, Hanpumep, dainoBble onepauum Unm
onepaumm Co CTPOKaMu.

Mpouecc KoMnuUaALUMn oObIYHO BKIOYaET B cebsa crnenylolme atanbi:

« CuntbiBaHME UCXOOHOW MporpamMmbl U MocnemoBaTesibHbIA —

onepaTop 3a onepaTtopoM — ee aHanus.

« Jlekcu4yeckuim aHanms BXOLHOrMo TekcTa, B Mnpouecce KOToporo
MCcXxoOHas rnporpamMma nepeBoAnTCs Ha CTaHAAPTHbLIN BXOOHOM A3bIK
KoMnunaTopa u npeobpasyetca K Buay, yooobHoMy ansa paboTtbl Ha
aTanax CUHTAKCMYEeCKOro U CeMaHTUYeCcKOoro aHanm3oB. ITO

CoBpeMeHHbIi N'yMaHUTapHblii YHuBepcuTeT
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3aK/l04YaeTCsa B yAaIEHUM U3 MCXOAHOrO TeKCTa NporpaMmmel npobe-

JIOB N KOMMeHTapueB, B cOopke M3 OTOeNbHbIX CUMBOJIOB CTPOK

NAEHTUDUKATOPOB, CNY>XEOHbLIX CNOB U T.[4,.

MocTpoeHne Tabnuy, CMMBOJOB, ONEPATOPOB UM BHELUHUX CCbINOK,

HeoOXOAMMbIX AN NOCNEeAyloLWero aHannaa:

— C MNOMOLLBIO CUHTAKCUYEeCKOro aHasm3aTopa OCYLECTBISETCS
aHann3 CTPYKTYPbl KaXA0ro orneparopa 1 NpPOBEPSIETCS Hanuyue
CUHTAKCMYECKMX OLLIMOOK B HUX;

— aHanua 3aTtpeboBaHHbIX B NporpaMMe CTPYKTYpP AaHHbIX U
NoAroToBKa CBeAEHWNIM, HEOOXOANMbIX AN pacnpeneneHns namstm
nof, nepemMeHHble, MacCuBbl U T.4.;

— aHaM3 NOrMYECKOM CXEMbl UCXOAHOM NporpaMmmbl U rnodanbHbIN
aHanm3 owmnbokK, HanpuMep, NPOBEpPKA ONepaTopoB 3aBEpPLLUEHUS
WM BbIXO4a U3 UMKna.

ViccnepoBaHue Kaxaoro npensioxkeHns BXOAHOro 93blka U reHepaums

B MPOMEXYTOYHON CUMBOJINYECKON BHYTPEHHEN dopme npenso-

XKEHWUI, CEMAHTUYECKU SKBUBANIEHTHbLIX MPEeasIoXeHNIM UCXOOHOWN

nporpamMmbl.

Mpon3BoanTCa KOMMNOHOBKa M ONTMMU3aAUMsa NporpamMmmbl (B TOM

yncne n nHpopmMaumm N3 Moaynen nnvu KOMNUInpyemMblx MOLYIEN,

nepemMeHHble, npouenypbl N GYHKLUUM KOTOPbIX UCAOMb3YTCS B

nporpamme). lNoa komMnuaupyemMmbiM MoAyseM [MOHUMAEeTCH

onncaHve MnNu TeKCT MOAYNS NporpamMmbl, NpeaHasHayeHHoe ANS

KOMMAWAALNM B KQ4EeCTBE CaMOCTOATESNIbHOIrO TEKCTa, N UMEIOLLErO B

CBOEM UCXOOHOM TeKCTe npouenypbl GyHKUMU 1 NOANPOrpaMmbl,

NCMONb3yloLmMecsd B Tesie OCHOBHOWM NpOorpamMmel.

FeHepaums ¢ NPOMEXYTOYHOIo A3blka 0OBLEKTHOro Koga mMoayns u/

WM NporpamMmbl, rOTOBOW K UCMOJIHEHUIO (McnonHaemoro ¢daiina).

OTMeTUM, YTO B UCMOSHAEMOM daiie eCTb TOYKU BbIXOAa — KOMaHAbI
B NporpamMme, 3aBepLualoLlLme ee BbIMOJSIHEHME, a TakKE TOYKU pecTapTta —
MecTa B nMporpamMmme, C KOTOPbIX MPU HEOOXOOMMOCTU MOXET ObiTb
BO30OHOB/IEHO MOBTOPHOE BbLIMOJIHEHWE MPOrpaMMbl UM €e YacTu.

Bpem4d, B TeyeHme KOTOPOro nporpamma, 3anucaHHas Ha s3blke
BbICOKOIO YPOBHS, TPAHCANPYETCH B MALLUWHHbBIV KO, HA3blBalOT BpeMEeHeEM
KOMMUASLUN.

Oco60 CTOUT OCTAHOBUTLCHA Ha TakOM 3Tane KOMMOUAaUUWU, Kak
KOMMOHOBKA M onTumMm3aumns. XopoLnmM CTUIEM MPOrpaMMUPOBaHUS YXE
[0AaBHO CTajlo MCNoJsib30BaHWEe MOAY/NbHOro NpuHLUMNa NOCTPOEHUS
nporpammbl, T.e. moaynen. Vicnonb3oBaHmMe yXe OT/aXEeHHbIX MOAYEN,
BbIMOJIHAIOLWMX onpeneneHHble GYHKLUUU M npouenypbl (Hanpumep,
onepauum ¢ MaTpuuamm, KOMMAEKCHbIMU 4YucaaMmu u T.M.), NO3BONSET
3HaAYNTENBHO COKPATUTb BPEMS HaNnUcaHna nporpammel. Kpome Toro, kaxaas
nporpaMmMa NCMosib3yeT HEKOTOPble CUCTEMHbIE (YHKLMM OnepauoHHOM
CUCTEeMbI, a TakxXe cTaHOapTHble GYHKUMU U npouenypbl 3 6ubnmoTeku
A3blka nNporpamMmmMmupoBaHng. KoMnoHoBka 1 onTMMmnsauus nNpuMeHUTENIbHO
K MOAYNAM 3aKk/lo4aeTCcs: a) BO BCTpamBaHuUmM nx T1en (Mnv 4acTten Ten, ecnu

CoBpeMeHHbIVi l'yMaHuTapHblii YHuBepcuTeT
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M3 MOAYJS UCMOJb3YIOTCS HE BCE npoueaypbl U QYHKLNN) B UICXOAHbLIA TEKCT
MCMNOHAEeMOl nporpamMmbl; 6) paccTaHOBKE aApecoB TOYEK Bbi30OBa (MECTO
B MCMNOJIHAEMOW NporpaMmMe, B KOTOPOW Haxo4UTCH CCblka Ha npouenypsbl
U GyHKUMM MoAyfier wuian noanporpaMm) 1 TOYeK MOBTOPHOro Bxopa
(aopecoB MnM METOK ONepaTopoB, C KOTOPbIX Ha4YMHAETCs NOBTOPHOE
BbIMNOJIHEHNE Npouenypbl, GYHKUUW UM NOoANPOrpaMmbl).

OCHOBHbIMUM HegocTaTkaMu KOMMOUAATOPOB B KOHUe 70-x — Havane
80-x rooe (B cBs3K ¢ MasibiM 06 beMOM onepaTnBHoM NamaTy OBM) SBasnuncs:

1. Bonbwon 06beM OTKOMMUAMPOBAHHOW MPOrpaMmbl, NO3TOMY
KOMMUIATOPbLlI HE B3aMMOLENCTBOBaNMN HEMOCPEACTBEHHO C
0060/104K0I A3blka NPOrpaMMnpoBaHns. To ecTb CHavana Habupancs
MCXOAHbIN TEKCT NpoOrpamMmsbl, a 3aTeM OCyuw,ecTBagasacb ee
KOMMOUASLNS.

2. MNpu obHapyxeHUn B Npouecce KOMMUASLUMN OLNOOK B MCXOOHOW
nporpamMmmMe HeobxoaAMMo 6b110 BOMTM B 000J1I04KY A3biKa MPOrpaMmMm-
pPOBaHM1S (U1 TEKCTOBLIN PEAAKTOP), MCNPaBUTb BbISIBIEHHbIE OLLUNOKMK
(B TOM 4yucne U BO BPEMS BbIMOJHEHUA OTKOMMAUANPOBAHHOM
nporpamMmmbl) M TONbKO 3aTEM OCYLLECTBUTb HOBbIM MpoLEecc
KOMMUAAUUN NPOrpamMmbl.

[MosToMy B TO BpeMs NpoLecc OT/aaKkM NporpamMmMbl OCYLLECTBIISNCS B
pexnMme nHTeprnpeTaumm (ecnum 93blk NPOrpaMMmnMpPoOBaHnA NO3BOJISAN 3T0), a
3aTeM nporpaMmma KoMmnuaumposasnacb U pacrnpocTpaHgnacb B BuUAE
McnonHMmMmoro danna.

BO3MOXHOCTN COBpPEMEHHbIX OBM no3BONAAIOT KOMMUAATOPAM,
BCTPOEHHbIM B Cpeay 3blka MporpaMMmMpoBaHnUS, UCMPaBnasaTb OWNOKM B
nporpaMmMe, BbISIBJIEHHbIE MPU €€ KOMMUASLUK, a Takke OCYLLECTBNATb
MoamduKaumio U OTNaaKy nporpaMmmbl He BbIxoas M3 cpedbl (0005104KM)
A3blka NporpaMmMmpoBaHust. PaspaboTaHHble B MOCNEAHEE BPEMS UHTErpU-
poBaHHble cpenbl paspaboTku (IDE — Integrated Development Environment)
MO3BOJIAIOT BCE 3TO OCYLUECTBUTb, & TakXe NpPeaoCTaBstoT Nosb30BaTesto
PS4 AOMNOSIHUTENbHbLIX BO3MOXHOCTEN.

1.3. UHTerpupoBaHHas cpena pa3padoTku

Moo HTEerpupoBaHHO cpenon paspadboTky NOHUMAETCs cpeaa A3blka
nporpaMmmMmpoBaHuns, BKoYaloLas B cebs B obuiem cnyyae:

* MHOIOOKOHHbI peaakTop, obnagawmin TakuMmm QyHKUUAMU, Kak
KOnmMpoBaHune, NoOnCK, 3aMeHa, BCTaBka un ap.;

* KOMNUAATOP, MO3BONSAOLWMA OTKOMNUANPOBATL NporpamMmmy c
pasnnyHbIMN ONUMAMU KOMMUAALUMNN;

« 0OTNagyuMK nMporpamMmmsbl, BKAOYalOWMA B cebsa psa CEePBUCHBIX
CpeacTs;

* CpeacTBa BbI30BAa CEPBUCHbLIX MpPOrpamMm, He BXOOdWMX B cpeny
A3blka NPOrpaMMuUPOBaHUS;

* cpencTtBa ong nHaMBUAOyabHOWN HACTPOMKM cpenbl 93blka rnporpam-
MUPOBaHUSA MOL KOHKPETHOrO MoJsib30BaTeNs;

CoBpeMeHHbIi N'yMaHUTapHblii YHuBepcuTeT
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+ cpeacTea O/ia Bbi3oBa 00LLe, onepaTUBHOM U KOHTEKCTHOW NOMOLLM
(noaockaskun).

MepBas MHTerpmpoBaHHas cpepa pas3paboTkm Obina paspaboTaHa
dupmon Borland International B 1987 rogy ans s3blka NporpamMmMnpoBaHns
Turbo Pascal 4.0 (Typ6o Nackanb 4.0). B ganbHelwem BCe OCHOBHbIE S3bIKUN
(cncTtembl) NPOrpaMMmMPOBaHMS TakKe BKOYAKOT B CE0S MHTErpUpPOBaHHbIE
cpenbl. Ha puc. 1.2 nsobpaxeH oOLWUA BUO UHTETPUPOBAHHOW Cpeabl
paspaboTkn ona cpedpl Turbo Pascal 7.0, paboTaioliein B onepauyuoHHON
cucteme MS-DOS. Ha pucyHke BMOHbI: OCHOBHOE MEHIO (BBEPXY); CTpOKa
cTaTtyca (BHM3Y); OMafioroBOe OKHO 419 YCTAHOBKM OMuuUi KoMnungropa (Ha
nepenHeM nnaHe); okHa pepakrtopa (Ha 3agHem nnaHe). B okHe pepakTopa
OTKPbITbl BA OKHA — OAHO C TEKCTOM MCXOOHOM NporpamMmsbl (TEKCT B HEM
Ha4YMHaeTCs CO CTPOKM Program) m OKHO C MCXOAHbIM TEKCTOM MOAK/oYae-
MOrO K nporpamMmme mMoayns (TEKCT B HEM HayMHaeTcda co cTpokm Unit ).

[e Tehug To

L
{
{
{
{
{
{

L] - processing
{5H+,E+}

(=x File: TDDEMD -

Conditio al defines
Broken Turboj

Copyright (c

Display and edit all options for [los target appl

Puc. 1.2

B HacTosLee BpemMs BCe OCHOBHbIE A3blKM MPOrpaMMUpPOBaHns paboTaroT
B Cpede MHOro3agayHbix ornepauuioHHbIX cuctem (Hanpumep, Windows-98,
Windows NT) v umeloT ynydweHHble nHtepdericol (IDE). Moatomy Gonee
JeTanbHOE PacCMOTPEHME WHTErPUPOBAHHOW cpenbl pa3paboTky NpoBenem
Ha npumepe IDE cuctem nporpammupoBanus pupmbl Borland International Delphi
3.0 (denbdu 3.0), T.k. IDE gpyrux a3bIkOB MPOrpamMmMuUpoBaHns Mo CBOEN
CTPYKTYPE MOXOXU U OTINYAIOTCS B HE3HAYUTENbHBIX MEeIoyax.

Ha puc. 1.3 npuBeneH obwmin Bug, IDE a3bika Jenbdu 3.0. Ha pucyHke
BUOHbI: OCHOBHOE MEHIO (BBEPXY); MaHesb ObICTPOro goctyna v nanutpa
KOMMOHEHTOB (Mo4 OCHOBHbIM MEHI0); UHCcnekTop oO6bekToB (Object

CoBpeMeHHbIVi l'yMaHuTapHblii YHuBepcuTeT
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1811odaauHL yiaHdeLMHeWA | yiaHHawadao)

# Delphi 3 - Projectl

Filz Edit Search View Project Bun Component Database Tools SWorkgroups Help

[t
Sy

03

@ ﬁ g I b “”

e

Standard I'.ﬁ,dcli[iér']all WMBZ | Sl,lsteml Intarnetl [Diata Accass"l' Data Djn‘t[ol'sl Diecizion Cube'i QH.‘. | 4

Gomn b (A AW E @R e S e E] |

Ohjec) [nepectof

Form1: TForm1

F.‘fopertie& i Ei

nts |

 ActiveControl

ButoSeroll

+Bodeilcons | [biSystember
BorderStyle | beSizeable
Caption Farml

i ClientHeight  |208
ClentWidth | 330

: DIBD True
Cursor il efault
 Enabied True.

HelpFile
H Int .........

+H orzScrollBar [TContralScral
lzon [Mane] =

Uil |

unit Unitl;

interface

uses

Windows, Messages, SysUtils,

type
TForml = elass (TForm)
Buttonl: TButton:
private
{ Private declarations }
public
{ Public declarations }
end;
rar

.lI I

Classes, Graphics, Controls, Forms,

Puc. 1.3



Inspector) (B neBOn 4aCTn pucyHka); OKHO GOpMbI (B NPaBOM YacTu PUCYHKa
— ¢ 3aronosBkom Form1); okHO pepakTopa (B LLEHTPEe Ha 3aHEM MiaHe — C
3aronioBkom Unit1). PaccmoTpum 6onee aetasnbHO Kaxablii U3 KOMMNOHEHTOB
VMHTErpMpoBaHHOM cpeabl paspaboTku Adenbdu 3.0.

il Delphi 3 - Projectl

Ele Edit Search Wiew Pioject Bun Comporent Database Tools Werkgroups Help

Puc. 1.4

OcHoBHOe MeHlo (puc. 1.4) cooepxut B cebe OCHOBHble KOMaHAbl
cpenbl IDE, pepaktopa, kKomnunsatopa v T.4., pa3buTtble no pasgenam. B
MeHIo «File» (Pain) conepxaTtcs Takme KoMmaHgpl, kak «<HoBoe NpunoxeHmne»,
«OTKpbITb», «CoXpaHUTb», «HoBas dopma», «[JobaBnTb B NPOEKT» (MPOEKT
— 3TO NporpamMma, paccMaTtpuBaemMas Kak Lesioe B KOHTEKCTaxX XpaHeHus,
TpaHcnaAuMu, o6beAUHEHUS C APYrUMU NPOrpPaMMHbIMU MOOYASIMU U
3arpyskm B OrnepaTmBHYIO NamMsaTb 45 BbIMOJHEHUS), «YOanUTb N3 NpoeKkTa»,
«[levatatb», «Bbixono» n HekoTopble apyrmne. MeHio «Edit» (Penaktnposats)
Bk/lo4aeT B cebs KOMaHAbl KOMUMPOBaHUSA, yOaNleHUs, BCTaBKN, OTMEHbI
nocnegHero OencTeus B pepakrope unm dopme u 1.n. MeHio «Search»
(monck) cogepXnT KOMaHabl NMOMCKa, Noucka BO BCex dannax npoekra,
3aMeHbl 1 T.N. MeHio «View» ([MpocMOTP) CcoOaepXMT KOMaHabl NPOCMOTPa
(C BOBMOXHOCTBIO OTKPbITUSA) CMMCKa BCEX MOAyNeNr, BXOOALLMX B MPOEKT, B
pexuMe oTnazke N3 3Toro MEHIO MOXHO OTKPbITb OKHA MPOCMOTPA 3HAYEHNM
nepemMeHHbIX, COOepPXNUMoro cteka u 1.rn. MeHto «Project» BkntoyaeT B cebs
KOMaHAbl KOMMUASUMW NPOEKTa, NMPOBEPKU CUHTAKCUYECKMX OLMOOK
(BbIMOJIHAETCHA HAMHOIo ObICTPEe KOMMUASALMK, T.K. NPU 3TOM UCMONHUMBbINA
dann nporpammbl He co3gaeTcsl), nHpopmMaumm o6 OTKOMMNUANPOBAHHOM
NpoOekKTe, HACTPOVKM ONuui npoekTa (Ha puc. 1.5 n3obpaxeHo AManoroBoe
OKHO BbICTaBKM OMNLNI NpoeKTa, OTKPbITOE Ha 3aknaake onunm KoMnunatopa)
M HEKOTOPbIX OPYruX.

MeHio «Run» (BbeInonHWUTE) cogepXnT KoMaHObl BbINOJIHEHUS (3anycka
nporpaMmbl Ha BblINOJIHEHME 0e3 Bbixo4a U3 cpenbl pa3paboTku),
MOLIAroBOro BbIMNOJIHEHUS MpPOrpamMmbl U Oo6aBNeHUs (penakTUpPoBaHUS)
TO4YeK npepbiBaHUSA (MECTO B NporpamMmMe, B KOTOPOM OHa Obina npepsaHa
BHELUHWM CUIHaIOM WJM MO YCOBHOMY COObLITUIO B MPOrpaMMe 1 C KOTOPOU
[OJDKHO ObITb MPOAOMKEHO €€ BbINOJIHEHWE) B PEXUME 0TN1aaku, 4o06aBneHns
NnepemMeHHbIX B OKHO MPOCMOTPa 3HAYeHUlr nepemMeHHbix u T.n. MeHio
«Component» (KOMMOHEHT) Nno3BonseT o6aBnTb MW yOAIUTb KOMMOHEHTbI
13 BMBIMOTEKM A3blKa NPOrpPaMMMPOBaHUS. KOMMOHEHT s13bika MporpamMmm-
pOBaHMsI — 3TO BU3YyallbHbI U HE BU3YyallbHbIli 00BEKT (knacc), obnaaaroLmn
onpefeneHHbIMM CBOMCTBaAMU M MeTodaMu: npouenypaMmm v GyHKUUSIMN,
obpabaTbiBaloLMm COObITUS OT KNaBuaTypbl, MbILIN, UCMOJTHAEMO Nporpam-
Mbl U ONepauMoHHON CUCTeMbl. HanpumMmep, KOMMNOHEHTAMWN ABNAIOTCS

CoBpeMeHHbIVi l'yMaHuTapHblii YHuBepcuTeT
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Project Options |

Directaries/Conditionals I Versiohlnfo | Packages I
Farmz I &pplication Comnpiler I Lirker
~Code generation —Rurtime ermor
I Optimization [~ Bange checking
¥ Aligned record felds W 140 checking
[ Stack fraries [ Dwerflow checking [E)
[ Pertium-sate FDIY
—Syntas options —Del:uu_gging_ _
v Strict war-stings [+ Debug information
[ Complete boolean eval v Local symbalz
v Extended suntax [ Symbal info
[ Typed @ operator W dissertions [C]
v Open EEI.T-EII'I'.IEtETS T
v Huge strings W Shaw hiirts

E Azzignable typed eonstants [J]

v Show warmings

[ Default ak, Carcel Help

Puc. 1.5

paccmMmaTpuBaeMoe HaMM MeHI0, KHOMKK, okHa 1 ap. MeHio «Database» (basa
OaHHbIX) BKAO4YaeT B ceba yTunutbl, Heobxoaumblie npu paboTe C
nporpamMmmMmpoBaHnemM 6a3 gaHHbIx. MeHio «Tools» (MHCTpyMeHTbI) no3BonseT
HACTPOUTb BHELLHWI BUO, UHTErPUPOBAHHOW cpeabl pa3paboTkm, pegakropa,
a Takxke Bbl3BaTb UCMOJIHEHME YTUAUT (A00aBUTb UK yOQIUTb UX U3 MEHIO
«Tools») n nporpamm, He Bxoaswmx B IDE. MeHto «Workgroups» (Paboune
rpynnbl) NO3BONSET CUMHXPOHU3NPOBATbL BEPCUIO PeaakTUpPyeMOr NporpamMmb
npu paboTe Hag Hel rpynnbl NporpamMmMucToB (padoTe B ceTn). MeHto «Help»
(Momolup) coaepxut B cebe noackasku no pasHeiM Bornpocam — no IDE, no
pasgenam Odenbpu n 1.4.

MaHenb GbicTporo goctyna (puc. 1.6) comepXxut B cebe KHOMKWU,
oyonupylouwme 4yacTb KOMaHA M3 OCHOBHOIMO MEHIO, YTO 3HAYUTENbHO
yckopsieT paboTy. OTMETUM, 4YTO KHOMKW Ha naHenu ObICTPOro oocTyna MoryT
ObITb A0GaBNEHbl MKW yOANEeHbl MO XenaHMo Nob30BaTens.

CoBpemeHHbIin l'ymMaHuTapHbivi YHuBepcutet
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Manutpa KOMNoOHEeHTOB (puc. 1.7) cooepXuTt B cebe BCe KOMMOHEHTHI,
OOCTYMHbIE OAHHOMN BepCuUU 493blka NporpamMmMupoBaHMd, a Takxe

OONOJIHNUTEJIbHO YCTaHOBJIEHHbIE MOJIb30OBATEJIEM.

Standard |.é«_dditinha|| Wind2 | System | Intemmet | Data Access | Data Contiols | Decision Cube | GRILY

K ERAR SR 6 S

=l

Puc. 1.7

OxHo dopmbl (puc. 1.8) nokasbiBaeT paspaboTaHHoe B IDE B13yanbHoe

npeacrassieHne Mmoayngd, T1.e. 1O,
yTo OyaeT BMOHO Ha 3KpPaHE BO
BPEMSI BbIMOMHEHMS MPOrpPaMmbl

(ero onucaHve BUOHO B peaak- EKE""“H"“T"P

Tope — moaynb unit UnitCalc Ha Brion

puc. 1.9). OTtmeTnmMm, 4TO Mapa-
MeTpPbI BU3yasnbHOrO NpeacTaBne-

HUS — Takme, Kak pasmep 1 3aro-
NOBOK GOPMbI, LUBET N pasmep

CTBa PasniMyaloTCs) — XPaHATCS B
oTaenbHOM danne, a USMEeHSIT-

wpudTa 1 ap. (ang pasnmyHbIX i | 5 | 3 | .3.1.|
BU3yaslbHbIX KOMMOHEHTOB CBOW-
3 f 7 Z

Ccs B MHCMNekTope obbekTa (puc.
1.10) 0 0

Taknum 06pa3om, COBPEMEH-
Hble MHTErpUpPOBaHHbIE CPenbl
pa3paboTkM MO3BOMAIOT 3HAYM- 4
TENbHO MNOBLICUTb 3P PEKTUB-

HOCTb 1 COKPaTUTb BPEMA HA pPa3-

paboTKy 1 OTNaaKy NPorpaMmMHO-
ro obecne4yeHus.

CoBpeMeHHbIVi l'yMaHuTapHblii YHuBepcuTeT
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Ll

101nodeanHL niaHdelnHewA | niaHHewadao)

E UnitCalc_pas [_ 5]

UnitCale |

unit UTnitCale:;
interface
uses

Windows,
Menus, Buttons,

Meszages, SysUtils, Classes, Graphics,

3rtdCrtrls, ExtCtrls:;

type
TFormZalc class (TForm)

MainMenuCale: THainMenu:
N Exit: THenultem:
PanelCale: TFanel:
EdicInpur: TEdit;

Etnl: TZpeedButton;
EtnZ: TSpeedButton;
Etn3i: TZpeedButton;
BEtnd: TSpeedButton;
EtnClear: TapeedButton:
BtnS: T3peedButton;
BEtne: TSpeedButton;
Etn7: TZpeedButton;

I:H-m? m T ST e

Controls, Forms, Dialogs,

|Insert

Puc. 1.9




Object lhspector
I Farm1: TForm1 L‘

Froperties l Events |

ActiveControl -
AutoSerall True
+Bordedoons | [biSpstemMen
BorderS e bsSizeable
Caption Formi
ClientHeight 208
Clientwidth | 330

Color  |clBtnFace
2 S . T e
Cwsor  oiDefault

T

Formityle  feMomal
Height 1233
HelpContext |0
HelpFile

Puc. 1.10

1.4. OTnapka nporpaMMHbIX CPeACcTB

Bonpoc 0 TOM, BbINOMHAET XM NporpamMmMa BO3JIOXEHHbIE HA Hee
byHKUMKN, FBASETCA OCHOBHbIM. ECnm nporpamMma TOfbKO 4TO COCTaBfIEHA,
TO B OYEHb PEOKMX CIy4asix OHA HE COAEPXUT OLWNOOK (peyb MAET, MOHATHO,
O OOCTaTO4HO OOBLEMHbIX U CMOXHbLIX NporpamMmax). Owmnbkn B Nporpamme
HEeoOX0AMMO HalTu 1 ncnpaenTb. OHM MOryT Bbi3BaTb OLUIMOKY mMporpam-
MHOro usgenus (3annucb 3fieMeHTa NporpamMmbl UM NPOrPaMMHON
OOKYMEHTaLMKN, UCMOMb30BaHME KOTOPOW MPUBOAUT K HEMNPABUIbHOMY
pesynbTaTy; No CTEMNEHW BINSHUS Ha pe3ynbTaT 06paboTky AaHHbIX pasnuyatoT
rpyoble, CylWeCTBEHHbIE U HE3HAYUTENIbHbIE OWMOKM) MM OTKas3
nporpaMmMHOro usaaenusa (CobbiTMS, 3akK/0YaloLWerocs B NpPosiBAEHUN
HepaboToCcnoCcOBHOCTM NPOrpPaMMHOro 1U3aoenus).

Boobuwe npouecc HannucaHns nU NOCrIeayluLero ConpoBOXAEHUS
nporpamMmbl (3KM3HEHHBLIA UMK nporpammHoro obecneyeHus — XL, MO)
COCTOUT M3 CNeayloLwyx 3Tanos.

CoBpeMeHHbIVi l'yMaHuTapHblii YHuBepcuTeT
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AHann3 TpeboBaHmi. ITOT 3Tan UCKIHYNTENbHO BaxeH. B xoae atoro
aTana [onxHbl OblTb peLleHbl crneaytoLlme Bonpocsl:

Y10 momxHa genatb nporpamma?

B yem cocToAT peanbHble Npob6reMbl, pa3peLleHnio KOTOPbIX OHa
JoJKHa cnocobcTBoBaTh?

Y10 npenctaBnaoT coboM BXOAHbIE AaHHbIE?

Kakumun gonxHbl 6bITb BbIXOOHbLIE AAHHbIE?

Kaknmn pecypcamu pacnonaraeTr npoeKTUPOBLLNK?

Onpegenexne cneungukauymi. TpeboBaHWS K NporpamMmMe AOMKHbI ObITb
npeabsBieHbl B BUAE psga cneumdbunkauunii, SBHO onpegensiowmx paboyne
XapakTepucTukn padpabatbiBaemMon nporpamMmmbl (Hanpumep, CKOPOCTb
BbIMOSIHEHUNS, TMOKOCTb NPUMEHEHUS 1 Op.).

lMpoekTupoBaHme. Ha aToM 3Tane co3pgaeTcda obwasa cTpykTypa
nporpamMmbl, KOTOpas OOMMKHA YO0OBNETBOPSATL cneundunkaunam, onpenens-
I0TCS OBLME NPUHLMMNBI YNPaBEHUS U B3aMMOAENCTBUS MEXAY PasfIMyHbIMN
KOMMOHEHTaMu nporpamMmel. inn, opyrummn cnoBamu, CO30aeTcsd anroputm
(GYHKLMOHNPOBAHNSA MPOrpamMmel.

KoaupoBaHue. 3aknio4yaeTcs B NEPEBOAE alroputMa Ha a3blK
MPOrpaMMnpoOBaHUS.

TectupoBaHme. 3akni4yaeTcsa B npoBepke paboTtocnocobHOCTH
nporpamMmbl; NPOBEPKE MPaBUSIbHOCTM MPOrpamMmbl (T.€., 4YTO nMporpaMmma
fenaet B TOYHOCTM TO, A9 YEro oHa npepHas3Ha4vyeHa); NPOBEpKe ee
3bPEKTMBHOCTU U BbIYUCTIUTENBHON CIOXHOCTMW.

CornipoBoxaeHne. ITo aTan akcnnayataumm cuctemMmbl. Kaknum 6bl H1 ObINo
TECTUPOBAHME, HO, K COXANIEHUIO, B OOMbLINX MPOrPaMMHbIX KOMMIEeKCax
YpesBblyaliHO TAXEN0 YCTPpaHUTb abCoNoTHO BCe ownbkn. OCHOBHas 3agaya
3TOro atana — ycTpaHeHue owunbok, BbISBMEHHbLIX MPU 3KCNayaTaumm
nporpamMmmel. Ho Npm aTOM peLlualnTca U Apyrne 3a0a4m — BbIIBNEHUE «Y3KUX»
MECT WAN HeyaayHbIX (HO nMpu 3TOM paboTalolmx NPaBUiIbHO) NMPOEKTHbIX
peLleHnin, a Takke 00ydYeHne Nonb3oBaTeNen NPorpaMmmbl, X KOHCYIbTaUus,
1N CHabXeHne HOBbIMU BEPCUSMU NPOrpaMmel.

To eCcTb, NPONCXOANT NPOLLECC OTNnankm (TectuposaHus). CyLlecTBylOT
nporpaMmmbl gis BbISIBEHUS OWMOOK U ux nokanusaumn. Otigaka — 970
npoLecc McrnpasBieHns NporpaMmmMmbl TakumM 00Opa3om, 4TO NMpU 3TOM
MCNPaBASIOTCS CYLLECTBYIOLLME OLINOKN N HE BHOCATCH HOBble. Ha npakTuke
npouecc ucnpaeneHns ownbok 6e3 okalaHUs Npu 9TOM BIUSHUSA Ha
OCTaJsIbHbIE YaCcTW MPOrpaMmMbl OKa3bIBAETCS AOCTATOYHO C/IOXHOM 3a4a4en.

MoxHO BblAeNUTb cnenyowme Buabl owmnbok:

1. CuHTakcmnyeckme, T.e. HECOOTBETCTBME KOHCTPYKLMIA B NporpaMmme
npasuiam a3blka NPOrpaMMmMpPOBAHUS.

2. MporpamMmmMHble, T.€. 9TO OWMOKN, BO3HUKaOWMe nNpu pa3paboTke
nporpammbl. OHM OenaTtcsa Ha ABa Tvna — owubkn B anropuTtMme,
BO3HMKaOWmMe nNpu pa3paboTke TEXHUYECKOro 3afaHus Uan
NPOeKTUPOBaHMK MPOrpaMmMbl; U OWMOKM, BO3HMKAlOWME MPU
HanNUCaHUM NpPorpaMmbl Ha A3blKe NPOrPaMMMUPOBAHUS.

CuHTakcuyeckme owmnbkmu oBHapyXmMBalOTCS Ha 3Tane KOMMUAaUUK
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nporpamMmbl 1 O0ObIYHO NIerko yctpaHaTcsa. OgHako Npu 9TOM MOJIHOCTLIO
rnoslaratbCA Ha KOMMWASATOP HENb39 — OH JIMLb MPOBEPSET NPaBUIIbHOCTb
KOHCTPYKLIMM N HE BO BCEX CJlydasx, a OTBETCTBEHHOCTb 3a WUCrpaBfieHne
HeceT nporpaMmMucT. Mpu CUHTakcuyYeckon owmnbke CTpoka C owunbKol
BbIAENSETCS, @ B CTPOKE CTaTyca NosiBASEeTCS HOMED OWNOKM U ee KpaTKuii
KoMMeHTapui (puc. 1.11 a, 6). Ha puc. 1.11, a npencrasneH cnyyai, korga
KOMNUAATOP BbIOENU HE CTPOKY C OWMOKOWM, a Cnepyouyio — 3To
0ObACHAETCA TEeM, 4YTO KOHCTpyKuua if <BblpaxeHue> then He coOepXuT
OKOHYaHWS then, NO3TOMY KOMMUAATOP ULLET ero Ha Cneaylowen CTpoke U
He HaxoguT. Puc. 1.11, 6 vnnwCTpUpyeT TpUBUANBbHbLIA CnyyYan —
HEeCOOTBETCTBME TUMOB BblPaXEHUM B IEBOMN U NPABON YACTAX BbIPAXEHUSA —
TUNOB CTPOKa U Lenoe.

procedure TFormCalc.Controllnput:
begin
if TruelInput (Muarder)

EditInput.Text:='!;
EditInput.3etFocus;
end;
K —

B Eror: C:\Mouw gokyrermetdenseutE anskynaropiUnitCalz. pas(226): Mizzing operatar or sermicolon,
Fatal Errar: C:\Mou nokyreHTe’ densputk anekynaropskyCalculatar dpr[9): Could not compile used unit 'UnitCalc. pas’.

226: 10 [Modified | Ingest
a)

procedure TFormCalc.ControllInput;
begin
if Truelnput (Number) then
hegin

EditInput.Text:=11;]
EditInput.3etFocus;
end;

B Errar: CAikan gokyrerTss JenseutkanssynaropsUnitCale. pas(227]: Incompatible types: 'Sting’ and 'Integer’,
Fatal Error: C:\ou gokyrdeHte’ Jenepuhk anekynaropibeCalculator. dpr3): Could not compile used unit ‘UnitCalc. pas’.

227 26 | Modified [Inzent
6)
Puec. 1.11
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MporpaMmmHble OWNBKN ropasao TpyaHee oOHAPYXUTb U NTIOKaNnM30BaTh.
Ownbkn B anroputMe He MOryT ObiTb 0OHapyXeHbl ABM, Tak kak OHa He
«3HaeT» pelaemMon 3agadn. ITo, HanpuMep, Tak Ha3biBaeMble 3aLMKINBaA-
HWS, KOrga nmporpamma He BbIXOOUT U3 LMKIa U Kak Obl 3aBUCaeT — B
aNropuTMe He onpegenieHo ycnosue Bbixoga uM3 umkna. K ownbkam
HanMcaHus OTHOCUTCS, Hanpumep, NPUCBOEHME B pPasHbIX MecTax
nporpamMmbl OOHON N TOW Xe NepPeMEHHON Pa3HbiX 3HAYEHU — 3TO MOXET
NMPUBECTU, B YACTHOCTU, K Onepauumn AeneHns Ha HOJb.

OTnapka nporpamMmbl HAYMHAETCS, Kak NPaBuo, C aHanM3a NPaBUIbHOC-
T nepeBoda anropmTMa Ha 93blK NPOrpaMMUPOBaAHUS U NPABUIBHOCTH
JIOFVIKM NOCTPOEHUS MPOrpamMmbl (3TN AENCTBUS BbINOSHAIOTCH, ECTECTBEHHO,
6e3 3anycka nporpamMmbl Ha BbINoIHEHWE). [ocne ncnpaeneHns BbIIBAEHHbIX
Ha 9TOM 39Tane owmbok npmberarT K TPAaCCUPOBKE — CPEACTBY OTNAOKU
nporpamMmsbl, obecneyrBaolLLEeMy NHONKAUMM KOHKPETHOro Habopa KOMaHA,
1 NPOorpamMMHbiX 06bEKTOB MO Mepe 00paLLeHUs K HUM B XOAE BbINMOSHEHUS
nporpammsbl (UM, NO-APYromMy — K nOLIAroBOMY BbIMOSIHEHNIO NPOrpamMmbl).

[MowaroBoe BbIMOSIHEHNE MOXET BbIMOJIHATLCS HE TOJIbKO C CamMoro
Hayana NporpamMmsbl, HO U C TOYKM MpPepbIBaHMS (OCTaHOBA), YTO NMO3BONSAET
BbIMOJIHUTb YXX€ OT/IAXEHHYIO WUAN MPOBEPEHHYID 4YacTu MpPoOrpamMmmbl 40
ydyacTka nporpammbl, rae HaxoOAUTCS UM HAYMHAET NPOSABAATbLCS
nporpammMHas owwmnbka. MNpu NowaroBoM BhINOSHEHUN MOXHO YBUOETb U
M3MEHUTb 3HAYEHUSA MEPEMEHHbIX, YBUAETb npouecc moamdbunkaymnm
NepeMeHHbIX MOCe BbINOSIHEHNS C HUMWU Kaknx-nnbo aencteunini n 1.4. Ha
puc. 1.12 nokasaHO OKHO MPOCMOTPa 3HA4YEeHU NepemMeHHbIX (cneesa, C
3aronoskoMm Watch List) n okHO pemaktopa ¢ KOOOM MporpamMmbl — B HEM
MOXHO YBUOETb OBE BblOENEHHbIE JIMHUW: BEPXHAS JIMHUS COOTBETCTBYET
TOYKE MPEPbIBAHUS NPOrpaMMbl, @ HUXHSAS — TeKyLeMy BbINOJHAEMOMY
onepaTtopy nporpamMmsbl (wary nporpammbl). Ha puc. 1.13 nokasaHo

& Watch List B UnitCalc.pas
FormCalz. Editnput. Test: ' 4' UnitCale I
FormCalc. Firstlnput: True

rar tmp:extended;
hegin
if TruelInput (tmwp) then

Murnber: 11.1

.

hegin
case CharCperation of
1 Number:=Nwuiber+tmp;
r Nurndber : =Nunber-twp;
3 @ MNumber:=MNuber *tiop;
4 : HNunber:=Hwuer/twp;
end; £f case
EdicInput.Text:=FloatTo3tr (Number) ;

o % e e
[

* EditInput.SetFocus;
end:

+ end:

‘I I ﬂ procedure TFormCalc.Btn3grilick(Sender: Tobhject):
* heqgin

Puc. 1.12
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ananorosoe okHo Evaluate/Modify mogudurkaumm nepeMeHHOn: B BEPXHeN
cTpoke Expression — umsa nepemMeHHONn; B cpeagHenn Result — Tekyuiee
3HayeHne nepemMeHHon; B HkHen New Value — ee HOBOE 3HaveHue.

E valuate/Modify |
Erpression;
lNumI:uer j
Besult
1.1 =
Mew value:

22

L

Exaluate | Modity

Close | Help

Puc. 1.13

OTnagka nporpamMMHbIX CPeAcTB MO3BONSET HEe TONbKO BhISBUTb U
YCTPaHUTb OLWMOKM, HO 1 3HAYUTESIBHO YNPOCTUTL N YAELEBUTbL CONPOBOXAE-
HWEe NMpPorpaMMHOro npoaykTa.

1.5. MakporeHepaTopbl

Mpy nporpaMmmMmnpoBaHnn Ha accembnepe 4acTo GbiIBaeT HEOOXOOMMO
HECKOJIbkO pa3 MOBTOPSATbL B NporpaMmme OAHY U Ty XXe NocnenoBaTefibHOCTb
koMaHp,. Ee MoXHO 0popMUTL Kak NOANPOrpaMMy 1 3aMeHSATb B NporpamMme
COOTBETCTBYIOLLYIO MOCNE[0BaTENbHOCTb KOMaH obpalleHnem K
nognporpamMmMe. HepocTtaTtkom Takoro cnocoba sBnsgeTcs To, 4TO npw
KaxaoM obpalleHMn K noanporpamMme [0JKHA BbINOSHATLCA KOMaHaa
nepexoga Ha noanporpamMmMy 1M BO3BpaTa M3 Hee B OCHOBHYIO MporpamMmy.
Ecnu xe nognporpamMmma 3amMmeHsieT KOpOTKYO NOCnen0oBaTe/lbHOCTb KOMaH[,
Hanpumep, ABe-NATb KOMaHf, a KOM4ecTBO O0OpalLeHNin K HEN BENMKO, TO
3aTpaTtbl BDEMEHW Ha OpPraHM3aLmio Bbl30Ba MOAMNPOrpaMmbl MOryT ObITb
CPpaBHMMbI CO BPEMEHEM ee paboThl.

MoaTtomy 6biNM pa3paboTaHbl Tak Ha3blBAEMble MAKPOA3bIKU —
BKJlOHAOLWIME Hapsay C MHEMOHUYECKMMW 0603HAYEHUAMU MalLUUHHbIX
KOMaH[, OTAeNIbHble MakpoKOMaHAbl — $3blKW MPOrpaMMmMpoBaHua aas
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npeacTaB/ieHnUs MakpoonpeneneHnn, T.e. KOTOpble NPU TPaAHCAALUN
3aMEHSI0TCS rpynnaMy KOMaHg, MaLlUVHHOMO A3blka. OTO COKPALLAEeT 3arnmcb
MCXOOHOM MporpamMmbl 1 ynpoLiaeT NporpaMMmMpOoOBaHneE, T.K. NCKIIOYaK0TCS
3anMcK 4acTo MNOBTOpSIOLWMXCS dparMeHTOB nporpamMmbl. B HacToswiee
BpeMSs BCe A3blki accemMbiepoB AOMNyCKaloT UCMOJIb30BaHME MaKpPOCPEACTB,
T.e. ABNAOTCA Makpoaccembnepamu (makpocmuctemamu). Makpocuctema
— cucTemMa nporpamMMmpoBaHMS Ha A3blke accembnep, BklYalowas
Makpos3blK M MakporeHepaTop

MakpocpencTtea accembnepa no3BonsioT aPPeKTUBHO pPeLNTb
npo6sieMy MHOrOKpaTHOro MCMOJIb30BaHMS B MPOrpaMmMe OOWNHAKOBLIX UK
MoYTM OAMHAKOBbLIX MOCNEO0BATENBHOCTEN KOMaHA,.

MAKPOKOMAHZIA, MAKPOBbI3OB 1 MAKPOPACLUMPEHWE. Makpoko-
MaHpa (MakpoonpepeseHue) — 9T0 COKpalleHHas 3anucb HEKOTOPON
4acTu NPOrpamMmbl B BUAE OOHOM NCEBAOKOMAHAbI, HE BXOOSLLEN B CUCTEMY
KOMaHA komnbtoTepa. MycTb, HaNnpuMep, NporpamMmmMa COAEPXNUT OANHAKOBbIE
noCnenoBaTeNbHOCTM KOMaHA O COXPaHEeHUs COAEPXMMOro perncTpoB
RO, ... , R5 B cTeke n nx nocnenyoLllero BOCCTaHoBNeHMd. Kak nokasaHo
HUXeE, 3TN MOocnenoBaTeNbHOCTU MOTryT OblTb OMpeneneHbl B BUAE
MakpokomMmaHg, SAVE n UNSAVE, COOTBETCTBEHHO:

.MACRO SAVE ; 3aronoBoK MakpoonpeaeneHus
MOV RO, -(SP) ;

MOV R1, -(SP) ;

MOV R2, -(SP) ; Teno

MOV R3, -(SP) ; MakpoonpeaeneHns

MOV R4, -(SP) ;

MOV R5, -(SP) ;

.ENDM ; KoHeu makpoonpeneneHus
.MACRO UNSAVE ; 3arosioBoK MakpoornpeneneHus

MOV (SP)+, R5 ;
MOV (SP)+, R4 ;

MOV (SP)+, R3 ; Teno

MOV (SP)+, R2 ; MakpoonpeaeneHns

MOV (SP)+, R1 ;

MOV (SP)+, RO ;

.ENDM ; KoHeu, makpoonpegeneHus

OnpepneneHve Kaxaom MakpOKOMaHAbl HAa4YMHAETCs OUPEKTUBOM
accembrnepa .MACRO un 3akaHumBaeTcs oupektueoi .ENDM, mnmelowmmMmm
dopmar:

.MACRO name
.ENDM [name]

rge name — MMa MakKpokKOMaHObl.
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C ncnonb3oBaHnem onpegeneHnn makpokomang SAVE n UNSAVE
nporpamma 0OyneT BbIrSAeTb chenylowmm o6pasom:

SAVE ; BbizoB makpokomanabl SAVE
CALL SUBRT1 ; BbizoB nognporpammbl SUBR1
UNSAVE ; BbizoB makpokomaHabl UNSAVE
SAVE ; Bbi3oB MmakpokomMmaHapl SAVE
CALL SUBR2 ; Bbizos nognporpammel SUBR1
UNSAVE ; BbizoB makpokomaHabl UNSAVE

npuyYem BCSKUIA pas, Korga B nosie onepauum BCTPevalnTCs MakpoKOMaHabl
SAVE n UNSAVE, oHV 3aMeHSII0TCA NPy TPAHCAALMY TETOM COOTBETCTBYIOLLEN
MakpOKOMaHApblI.

Micnonb3oBaHne MMeHN MakpoKOMaHapl B MNofie onepaumm Ha3biBaeTca
MaKpOBbIZ3OBOM, a 3aMeHa ero npu TPaHCAsauMM Ha Teno MakpoKOMaHAbl
— MakpopacwmpeHmem. MakpopacwumpeHue - MocrefoBaTesibHOCTb
npennoXxeHu, nopoxapaemMmas MakporeHepatopom npum obpaboTke
MakpOKOMaHAbl Mo, ynpaBieHMEM MaKpoonpeaeneHns 1 BCTaBnsgemMas B
nporpamMmy BMECTO MakKpOKOMaHzpl.

He cnepyeT nytatb MakpOBbI3OB C BbI3OBOM MNOAMNPOrpamMMmebl.
MpuHUMNManbHasa pasHuLa Mexay HAMU COCTOUT B TOM, YTO MakpoBbI30B —
3TO0 nNceBAOKOMaHpa, 3amMeliaeMass BO BPEMSA TPAHCAAUUN TENOM
COOTBETCTBYIOLLEN MAKPOKOMaHAbl, @ BbI3OB MOAMPOrpaMmMbl — MalUMHHAS
KOMaHha, nepepatwouias ynpaBieHMe Ha MNOAMpOrpamMmy BO BpeM4
BbINOSIHEHUS NporpaMmel. B Tabn. 1.1 npuBeaeHo cpaBHEHNE MAKpPOBLI3OBa
M Bbl30Ba NOAMNPOrpamMmbl.

MakpokomMaHaa MOXET ObITb onpefeneHa B MCXOOHOW nporpamMmme
nonb3oBatens nnbo B BMBNMOTEKE MaKpPOKOMaHA, eCsin OHa SBNASeTCS
cnyxebBHON nnn npenctaBnseT MHTEPeC A9 UCMNOJIb30BAHUA B APYrux
nporpamMmmax. B nepeom cnyyae makpokomaHga OoskHa ObiTb onpeneneHa
0O MOMEHTa ee MakpoBbl30Ba, BO BTOPOM HeOOXOAMMO ykasaTb MMS
MakpOKOMaHpl B CrMCKe aprymeHToB aupektusbl .MCALL, HO onaTk e oo
ee MakpoBbI3oBa. AupekTnea accembnepa .MCALL nmeet ¢popmar:

.MCALL name1 [, name2,..., nameN]

roe namel, name2, .... nameN — nMeHa 6MBNINOTEYHBIX MaKPOKOMaHA.
OnucaHHbIV Bbile cnocob onpeneneHns MakpoOKOMaHL MOXET ObiTb
MCMNOb30BaH A/ YMEHbLUEHUS AJIMHbI UCXOAHOrO TeKcTa nporpamm, B
KOTOPbIX MOBTOPSAOTCS abCONIIOTHO UAEHTUYHbIE MOCNEen0BaTENbLHOCTH
komaHa. OgHako 4acTo NporpaMmbl COAEPXAT MOXOXME, HO HE MOJIHOCTLIO
VAEHTUYHbIE NOCNEA0BATENbHOCTU KOMaHA. [1ns cnyyas Cxoxmx nocnenosa-
TENbHOCTENM KOMaHA B OnpeaeneHne MakpokoMaHabl BBOASATCH popMasibHble
napamMmeTpbl, a2 B MakpoBbI3OB — (dakTnyeckne (MaxkponapameTtpsbl). [1pu

CoBpeMeHHbIVi l'yMaHuTapHblii YHuBepcuTeT

24



Tabnuua 1.1

CpaBHeHme MaKpOBbI3OBa M Bbi3OBa MnoAarnporpamMmmbl

XapakTepucTuka MakpoBBI30B Bersos
MTOJITP OTPaM Mbl
Korz{a IIPOMCXOJUT BbI3OB HpI/I TpaHCJIAIUN HpP[ BBITIOJIHCHU N

BceTaBnsercs i Te70 B 005 EKTHYIO IPOTpaMMy Jla Her
KaX/Iblil pa3, KOIJia BCTPEYaeTcs B bI30B
CKOJIBKO KOMUH TeJia MPUCYTCTBYET [To onHOM Ha KaXKABIH o
B 00BEKTHOH ITp oTpamMme MAaKpOBbI30B Ana
Ocraercs 14 B 00BEKTHOM IPOTpaMMe TI0CIe Her T
TPAHCISIMY KOMaH/Ia BbI30Ba
Hy>xHa 11 komMaHza Bo3Bpara Her Tla
B HCXOAHYIO IIp OTpPaMMy

MakpopacLUMPEeHN MaKpOKOMaHAbl Kaxapli dopMarbHbIi napamMeTp B Tene
MaKpPOKOMaHAbl 3aMEHSAETCHA COOTBETCTBYOWMM eMy PakKTUYECKUM
napameTpoM. pu MakpoBbLI3OBE (paKTUYECKMe napamMeTpbl MakpoKOMaHabl
3anuncbIBAlOTCS B NMOJe OrnepaHaoB.

CootBetcTBME Mexay dopmManbHbiMU 1 GAKTUYECKMMI NMapamMeTpamMm
accembnep ycTaHaBnMBaeT MyTEM MPOCMOTPa CJfieBa HanpaBO chnucka
napaMeTpoB MakpoBbi3oBa u ampekTmebl MACRO onpeneneHus makpoko-
MaHAabl. [apameTpbl O0/MKHbI ObiTb OTAENEeHbl APYr OT Apyra CUMBOSAMMU
pasgenutenen (npoben unu «,»). NosiBNeHne B CNMCKe napamMeTpoB OBYX
noapsa naoywmx pasnenutenen 0yoeTt BOCMPUHUMATLCS acceMbnepomM Kak
nycTon napameTp. [pu makpopaclmpeHn BMECTO COOTBETCTBYIOLLLEO EMY
dopmManbHOro napameTpa B 3TOM ciyyae 6yayT BCTaBieHbl NpoBGensbl.
Accembrnep BbINOHAET 3amMeHy GopMasibHbIX MapaMeTpoB Ha (pakTuieckme
B Tese MakpokoMaHabl GopMasnbHO, NPOBEPSS NULLb, YTOObI NONYYNBLLASCS
B pe3ynbTaTe CTpoka Oblna OONYyCTMMOWM KOHCTPYKLIMEN A3blka.

MakpokoMaHAbl U MakpoChl LLUMPOKO MPUMEHSIOTCA U cenyac. ITo
o6ycnoBfeHO, BO-NEPBLIX, TEM, 4TO NPOrpamMmbl B3aMMOLENCTBUA C
annapaTtHbiMn cpeacteammn 9BM TpebyloT BbICOKOro OblCTpOAencTBus,
KOTOpOe [O0CTUraeTcs TOJIbKO MPU UCMNONb30BaHUN HU3KOYPOBHEBOIO
nporpaMmMmnpoBaHns, 1, BO-BTOPbIX, UX LWWMPOKUM MCNOSb30OBAHUEM B
COBpeMeHHbIX NakeTax npuknagHsix nporpamm (Word, Excel, Access, Delphi,
C++ u pgp.) ona obecneyeHns BbIMONIHEHUSA pPsSAa YacTO MOBTOPSIOLLMXCS
nocrnenoBaTenbHOCTEN onepaunii (HacTo OHU ONPenensoTCAd KOHKPETHbIM
nonb3oBaTenemM nporpamMmmel). PacCMOTPUM MCNOMB30BAHME MaKpPOCOB U
MakpokomaHg, Ha npumepe Microsoft Access.

Makpocom HasbiBalOT Habop M3 OAHOW UnNM BGonee mMakpokomaHAd,
BbIMOJIHAIOLLNX OMpPeneieHHble onepaumn, Takme Kak oTKpbiTue GopM mnnm
rneyatb oT4eTOB. Makpochl MOryT ObiTb MONE3HbI 4S9 aBTOMATU3auum 4acTo
BbINOJIHAEMbIX 3a4a4. Hanpumep, npu HaxaTum nonb30BaTENEM KHOMKU
MOXHO 3anyCTuUTb MakpoC, KOTOPbLIA pacnevaraeT OoT4yeT (puc. 1.14).
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I R R * [1EYatk CieTa; MaKpoc

E OKHE MEKQOCOE EEOLATCA HyKHEIR MakpokanaHia |
MAKROROMEHTEI. P OTkpeiTeOTHET  OTKpkITHE OTYETE «CUET
Bl aTol YACTH OkHA YKaskIBRITEA ARTYMEHTE! MEKTIOKOMEHTE!
ARTYMEHTE! MEKPOKOMAHLEL A0 ryMEHTE! Wmaoraeta  Cuet
AAIOT AONDMHKTEAEHYK HPOpALIMD Pe'}mm-'. Te%aTE
0 BLINOAHEHMM MaKROKOMAHLE, .Mm ﬂ:mmﬂpa :
HAMPVIED, kakai 5 bekT Uk AaHHbIE. Yenosue athipa [KondakasalForma]|3akasn]
HyHHD MCONE306ETE,

Puc. 1.14

Makpoc MOXeT OblTb Kak COOCTBEHHO MakpOCOM, COCTOSLUM U3
NoCNefoBaTeibHOCTU MaKPOKOMAaHZ, Tak 1 FPynnor MakpoCcoB. B HEKOTOPbIX
cnyyasx onsa peweHud, OOo/KHA AN B 3anyleHHOM MakpoCe BbINOSHATLCA
onpeaeneHHass MakpokoMaHaa, MOXeT NPUMEHSATLCS YCIIOBHOE BblpaXeHue.

Cnepywowmii makpoc (puc. 1.15) coctont n3 cepunm (nocneposa-
TENbHOCTU) MaKpPOKOMaHA,. 3TV MaKpPOKOMaHAbl BbIMOJHAIOTCS KaxAbll pas
npu 3anycke Makpoca. [lng 3anycka makpoca crnefyet o6paTUTbCs K UMEHMU
mMakpoca <lpocmoTp TOBapoOB>.

# [lpocMoTtp TOBApPOA : MaKpoc

MakpokomaHga | Mpumedadue |
CEA3aH C OTYeTOM
| |Cuman DUKCAUMA IKpEHa B0
OTKpeITEDORMY OTKpBITHE GOpMBI
b CaeurPasmep MNepeme weHKe cnKc
Puc. 1.15

Mpu HanMyYnM 60bLIOIO Y1Ca MaKpPOCOB, 0ObeANHEHNE POLACTBEHHbIX
MakpOoCOB B Tpynmbl MOXET YNPOCTUTb ynpaBieHune 6a30M fgaHHbIX. Ans
NpPoOCMOTpa MMEH MakpPOCOB AN BbIOPaHHONM rpynnbl MakpOCOB AOCTATOYHO
B OKHE Makpoca B MeHi Bua BbiOpaTb KOMaHay ViMeHa MakpoCoB.

Hanpumep, cnepytowas rpynna MakpocoB ¢ nmeHem <KHoOMkm>
(puc. 1.16) cocTouUT N3 TpeX POACTBEHHbLIX MaKpocoB: <COTPYAHUKN>,
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<Toapbl> 1 <OT4eTbI>. B KaXxaomMm Makpoce COOEPXUTCA MakpokOMaHAa
OTkpblTb ®opmy (OpenForm), a B makpoce <ToBapbl>, KpoMe TOro,
makpokomanga Cosur Pasmep (MoveSize).

Mma makpoca | MakpokomaHga | [Mpw

COTRYAHMKM OTkpoiTe@opny  OTEPBI

| Toeapel OTkpeITe®opny  OTKPbI

CasurPasmep Mepem

| OTueTsl OTkpeiTe®opmy  OTKpLI
Puc. 1.16

Nma B ctonbue Mma makpoca onpegensieT kaxnbiii makpoc. Mpu
3anycke makpoca B rpyrrne mMakpoCOB, BbINOJIHAETCA MakpokoMaHaa B
cTonbue MakpokomaHa, a Takke BCe cleayllme MakpokoMaHabl, B
KoTopbIX cTonbew, Nmsa makpoca nyct. Ons 3anycka mMakpoca M3 rpynnbl
MaKpOCOB CleayeT ykasaTb UMS rpymnnbl, a 3aTEM, YEPES TOUKY, MMS Makpoca.
B npegpioyuwiem npumepe gnsg obpauieHnsa Kk makpocy <CoTpyaHuKn> B
rpynne makpocoB <KHOMKW> cneposano UCMNONb30BaTb CUHTAKCUC —
KHonkun.CoTpyaHuKuN.

CyLLEeCTBYIOT Takxke YCNOBHble MakpoKoMaHAbl. Ons BbiBoga ctonbua
YcnoBue cnenyeT B OKHE Makpoca B MeHio Bupg BelOpatb komaHay YCnoBus.
Cnepnytowmin makpoc (puc. 1.17) 3anyckaeT makpokomaHabl CoobuleHue
(MsgBox) n OctaHoButbMakpoc (StopMacro) Tonbko B TeX cryyasax, korga
ycnosue B ctonbue Ycnosme UCTUHHO (korga none <KoaplocTtaBwmka>
nMeeT 3Ha4veHue Null).

# [llpocmorp IL'IHEIIDE: MaxKpoc

IusH([ KopTosapa]) CoofweHue
OcTaHosWTeMakpoc

Puc. 1.17

Mpw 3anycke Makpoca BbINOMHEHNE MAKPOKOMAHA, HAYMHAETCH C nep-
BOW CTPOKM Makpoca M NpoaoskaeTcs A0 KOHLA Makpoca, Uiv, eCiin Makpoc
BXOOMWT B rpynny MakpoCOB, 4O Ha4vana Crneayouero Makpoca. BeinonHeHne
Makpoca MOXET HauMHaTbCs MO KOMaHAEe MOonb30BaTens, Npu BblI30BE U3
OpYyroro Makpoca wuam npoueaypbl 06paboTku cobbiTus, a Takke B OTBET Ha
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cobbiTre B popMe, oTYeTe UM SNeMeHTe yrnpasneHus. Hanpumep, MoxHO
Has3Ha4yMTb MaKpPOC Ha KHOMKY B ¢opMe, B pesyfbTaTe 4ero Makpoc Oyaet
3anyckaTbCs Npu HaxaTuu KHomku. [lonyckaeTcs Takke cosgaHue creuu-
aflbHOM KOMaHAbl MEHIO WJIN KHOMKK MaHen MHCTPYMEHTOB, 3aryckatoLuel
MaKkpoC, onpeaeneHne codeTaHms KnaBuLl, HaxaTne KOTOPbIX 3anyckaeT Mak-
poc, a Takke aBTOMaTUYECKUIA 3anycK Makpoca Npun OTKPbITUM 6asbl AaHHbIX.

1.6. Cuctembl ynpassieHusa 6asamMm gaHHbIX

CoBpeMeHHble MHPOPMALNOHHBIE CUCTEMbI OPraHnU3aLmMOHHOrO0
ynpasfieHns npefHasHayeHbl 0kasbiBaTb MOMOLLb CheumanmcTam, pykoBoau-
TenaMm, NPUHUMAKOWNM peLlleHns, B NOJYyYEHUUM VMU CBOEBPEMEHHOMN,
[OCTOBEPHOM N B HEOOXOAMMOM KonnyecTBe uHpopmaumn. Jocturaertcs
3TO NepexoaoM Ha HOBYIO MHOOPMALMOHHYIO TEXHOJOMMIO.

HoBaga MHPOpPMaLMOHHAA TEXHONIOMNA — 3TO TEXHOJIOMMSA, OCHOBaHHad
Ha:

NMOBCEMECTHOM MpUMEHeHUN IBM n oprrexHuku;

aKTMBHOM Yy4acTuuM rnonb3oBaTenen (HenpodeccuoHanoB B obnactu
BbIYMCIIUTENBHOM TEXHUKU U NMPOrpamMMmMpoBaHnm) B UHPOPMALNOHHOM
npowecce;

BbICOKOM YPOBHE [OPY>XECTBEHHOIO MNOJIb30BATE/IbCKOro UHTEPdENCa;

LWMPOKOM MCMNOJIb30OBAHMM MakeToB npuknagHblx nporpamm (MI1MT)
obuero 1 NpPobneMHOro Ha3Ha4YeHNs;

BO3MOXHOCTW 4191 N0/1Ib30BATENS AOCTyNa K 6a3amM AaHHbIX 1 NporpamMm,
B TOM 4YMCIe U yoaneHHbIM, 6naroaaps 1o0KanbHbIM 1 rnobanbHbiM ceTam OBM;

aHanuse cutyauuin npu BbipaboTke U MPUHATUM yNpaBfiEHYECKNX
peLleHNin C MOMOLLLbIO aBTOMaTU3MPOBaHHbLIX PaboyYnx MECT CneunanncTos;

NPUMEHEHUN CUCTEM WCKYCCTBEHHOIO MHTENNEKTA;

BHELPEHUN SKCNEPTHbIX CUCTEM;

MCMNONb30BAHUN TENEKOMMYHUKaLNK;

CO34aHnUN reonHGOPMaLMOHHBIX CUCTEM U OPYrnX TEXHONOMMNA.

1.6.1. ABTOMaTM3NpoOBaHHble GaHKU AaHHbIX

B HacTosLLEee BpeMs HakomnieH 60MbLUION ONbIT pa3paboTkn aBTOMaTU3n-
POBaHHbIX CUCTEM YyNpaBieHns. ATOT ONbIT FTOBOPUT O TOM, YTO LLEHTPAJSIbHbIM
TEXHUNYECKMM BOMPOCOM pPaspaboTkyu MHOOPMALIMOHHBLIX CUCTEM SBNSETCS
opraHmsauund, XxpaHeHue U KOMMJIEKCHOE MCNOJIb30BaHME OaHHbIX. B
KOHEYHOM cYyeTe 3TO MNPMBENIO K CO30aHMI0 Pa3BUTbIX CPEACTB yrnpasieHnd
JaHHbIMW, KOTOPbIE ABASIOTCS OCHOBOM Mt060N MHPOPMALMOHHON CUCTEMBI,
NMOCTPOEHHOWN Ha 6Ga3e MCNONb30BaHUS CPEACTB BbIHMCINTENBHON TEXHUKMU.

Mon aBTOMAaTM3MPOBaHHLIM GaHKOM AaHHbIX NMOHUMAETCS OpraHusa-
LIMOHHO-TEXHNYECKas cucTemMa, NpeacTaBnsioasd COBOKYNMHOCTbL 6a3 AaHHbIX
NnoJsib30BaTeNel, TEXHUYECKUX U NPOrpPaMMHbIX CPeaCTB GOPMUPOBAHUSA U
BeOeHUa aTux 6a3 n KoNNekTuBa cneumanncTos, obecneymBatoLwmnx
GYHKUNOHMPOBAHNE CUCTEMBbI.
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B camom o6uwem Buae OCHOBHble OYHKUMU BGaHKa OAHHbIX MOXHO
chopMynmpoBaTtb cneaylowmm obpa3omM: agekBaTHoe MHPOPMaUVOHHOE
oToOpaxeHue npegMeTHON obnacTu (COBOKYMHOCTM OMMCaHUA O0ObEKTOB
peanbHOro Mmpa nU CBA3EN MeXAy HUMMU, aKTyasnbHbIX NS LAHHON
NPUKNaaHon neaTenbHOCTN), obecnedyeHne xpaHeHnsl, 0OHOBNEHWNS 1 Bblaayn
HeobXxoaMMbIX AaHHbIX Nob3oBaTensaM. CoCTaBHbIMM YacTaMm Ntoboro 6aHka
DaHHbIX gBngaTca 6a3a gaHHbIX (Bl), cnctema ynpasneHnsa 6a3on OaHHbIX
(CYBA), agMmuHucTpaTop 6asbl OAaHHbIX, NPUKAAAHOE MPOorpamMmMHoe
obecneyeHune (puc. 1.18).

IIpuknagnbie
M porpaMmabl

ba3bl JaHHBIX

AaMHHMCTpATOP
0a3 MaHHbIX

Puc. 1.18

DYHKLUMOHNPOBAHNE CUCTEMbI yrpaBieHns 6a30oi JaHHbIX OCHOBAHO
Ha BBEOEHUN OBYX YPOBHEN opraHusaumm 6asbl OaHHbIX — JIOFMYECKoro u
dunsmyeckoro. Ty ABa ypoBHA COOTBETCTBYIOT ABYM acrnekTam opraHmMsaumm
OaHHbIX: PU3NYECKOMY C TOYKM 3PEHUSA XPaHEHUA OAHHbIX B NaMaTu U
JIOTMY4ECKOMY C TOYKM 3PEHUS UCMONb30BAHUSA AaHHbIX B MPUKNAOHbIX
NPUNOXEHUSIX.

OnucaHne Norn4ecknx opraHnsaumini 6a3 gaHHbIX onpenenaeT B3rna,
nosib3oBaTesNiei Ha OPraHn3aLMio JaHHbIX B CUCTEME, KOTOPble 0ToOpaxatoT
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COCTOSIHME HEKOTOpPOW npeameTHoln obnactn. HeobxoomMo OTMETUTb, YTO
B obwem cnyyae CTPYKTypbl PU3NYECKON M NOrnM4yeckon opraHmsauum
OaHHbIX MOryT He coBnagatb. @opmManbHOE OnucaHme NOorm4yeckomn
opraHu3aumn JaHHbIX MHOrAA Ha3biBAKOT MOAENBIO AAHHbIX UM CXEMOW.

[oBops 0 dM3nyeckon opraHusaumm, HeoO6XoaAMMO OTMETUTb, YTO
CYLWEeCTBYET MHOIo pas3finyHbiXx CrnocoboB OpraHMm3aunm OaHHbIX B
3anoMunHalWwen cpene, C NOMOLLbID KOTOPbIX MOXHO 00ecneynTb
COOTBETCTBME HEKOTOPOM MOOenu.

Hanbonee obuiee npencTtaBsieHMe 0 0a3e OaHHbIX 3akjo4yaeTcs B
cnenywoulem: 6asa gaHHbIX (data base) — 3TO COBOKYMHOCTb XPaHUMbIX BO
BHellHeN namaTtn 3BM 6onbluoro obbema JaHHbIX; 6a3a JaHHbIX ABASETCH
«MHTErpPUPOBAaHHOM», T.e. NpeacTaBnsaeT cobo KOMMNIEKC B3aMMOCBA3aHHbIX
OaHHbIX, NpeaHa3HavYeHHbIn ong obecnedyeHns MHPOPMALMOHHBIX HYX.,
pasnnyHbIX NONb30OBaTesNen, Kaxablii U3 KOTOPbIX MMEEeT OTHOLUeHue K
OTAeNbHbIM, BO3MOXHO, COBMECTHO MCMOJIb3yeMbIM HacTsaM AaHHbIX; padoTa
C 6230 JaHHbIX MOXET OCYLLECTBAATLCS MO0 B NAKETHOM pexmnme, nmbo ¢
yaoaneHHbIX TEPMUHANOB B PexXume peanbHOro BpemMeHu. basa gaHHbIX
nonxHa OblTb HEMPOTUBOpPEYMBaA, MUHMMaNbHO M30bITOYHA U LLENOCTHA.
CTpykTypa cuctembl 6a3 gaHHbIX NpeacTaBneHa Ha puc. 1.19.

OOBeKTHI
PeansHblit MUp CBoiicTBa Jlornyeckoe oToOpakeHue Dusnueckoe 0Tob pakeHue
(MpeaMeTHas cpena, (arpubyTeI) npoGIeMHOIt cpebl o HHI/IMOT06pa)I(eHl/Ie B 3HAKO-
npobemHas cpesa) 06BEKTOB oTobpakeHne B 3HAKOBOIi BOII CUCTEME, O PHEHTHpO-

CHCTEMe, O PHEHTHP OBAHH O BAHHOI Ha TEXHHYECKUE
OTHOLIEHHS Ha YejoBeKa ycTpoiicTBa
00BEKTOB
Puc. 1.19

Takum o06pasom, 6a3a gaHHbIX — 3TO COBOKYMHOCTb XPaHUMBbIX B MaMSATH
OBM wn cneumanbHbiM 06pa3oM OpraHM30BaHHbLIX B3aMMOCBSA3aHHbIX
JaHHbIX, oToOpaXaloWwKmx COCTosHME npeaMeTHoM obnactu. baza paHHbIX
Takxe npepgHasHadyeHa gna obecneyeHUs MHPOPMALUOHHBIX HYX[,
onpefeneHHbIX Nonb3oBaTenen.

Co3paHve egmHon 6asbl AaHHbIX O NMPEeAMETHON 00NacTn CMOXHO U B
HacTosILLIEE BPEMS MPAKTUYECKN HEPEANU3YyeEMO, XOTS Obl N3-3a HEQOCTATOY-
HOoro obbema namsaT coBpeMeHHbix OBM. Ha npakTtvke 60bWNHCTBO 6a3
LaHHbIX NPOEKTUPYyeTCs ONA OrPaHNYEHHOr0 YmMcna npuaoxeHnin. Ha ogHom
OBM, Kak npaBuWiio, CO30aETCA HECKOJIbKO pasfnnyHbix 6a3 gaHHbix. Co
BPEMEHEM HEKOTOpble 6a3dbl AaHHbIX, NpegHa3HaYeHHbIE A5 BbIMNOHEHUS
POACTBEHHbIX DYHKLNIA, MOTYT 00beOUHUTBLCS, ecniv 3T0 ByaeT cnocobCTBO-
BaTb MOBbILLIEHMIO MPON3BOANTENBHOCTM BCErO BbIYMCIINTENBHOIO KOMIMJIEKCA.

Cos3paHune 6a3 paHHbIX obecneymBaeT MHTErpauuio OaHHbIX U
BO3MOXHOCTb LIEHTPASIM30BAHHOIO YNpPaBieHUs OAHHbIMU.
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1.6.2. OOBbEKTbl U OTHOLUEHUA OOBLEKTOB

Jliobas nHdpopmMmaumoHHas cuctema goJsixkHa otobpaxaTtb Te WU UHble
CTOPOHbI OKPYXAIOLLEro Hac peasbHOro Mmpa Wn, Kak MHOrga roBop4r,
npobneMHOn unn npeameTHon obnactn. Mbl BOCNPUHMMAEM OKpPYXKatoLLLNMA
MUP COCTOSAWMUM U3 OOBLEKTOB, KOTOPbIE YENIOBEK, MO COBOKYMHOCTMU
onpegeneHHbIX OOCTAaTOYHO YCTOMYMBBLIX CBOMCTB, rpynnupyeT B Habopsbl
(knaccbl) 0OBEKTOB, KOTOPLIM OH NpUcBanBaeT UMs. Hanpumep, B peanbHOM
MUpPE eCTb KOHKpeTHble cobaku, HO HeT cobakm «Boobuie». MMoHATUE
«coBaku» onucbiBaeT LEesbll KNacC B KAKOM-TO CMbIC/E€ OLHOPOAHbIX
peanbHbIX 0OBHEKTOB.

MpobnemHas cpefga U3MEHSETCS CO BPEMEHEM, YTO BblipaXaeTcs B
M3MEHEHUN CBOWCTB OOBLEKTOB, BO3HMKHOBEHUM HOBbIX U UCYE3HOBEHUN
CTapbiX 00LEKTOB. AT U3MEHEHUs MPOUCXOOSAT B pedysibTaTe COObITUIA.
BpemeHHaa nocnenoBaTenbHOCTb COObITMIN 06pa3yeT npoLecc.

Bcsakasi nHpopmaumoHHas cuctemMa UMeEET OESI0 HE C CaMUMU 0Obek-
TaMu, Kak peasibHbIMW CYLLHOCTSIMU, @ C UX 3HAKOBbIMU OTOBPaXEHUAMUN-
noeHtTndunkaropamm. MnasHaa GyHKUUS 3HaKa-naeHTUdMKaTopa — OTANYUTb
00OBbEKT B rpynne 0a4HOPOAHbIX 00beKTOB. MioeHTndunkaTop obbekTa, BOOOLLE
roBOpsi, MOXeT He HeCTU HMKakol MHOopMauMM O CBOMCTBax 0bbekTa Uu,
4YTO TO Xe camoe, 00 ero NPUHAANEXHOCTU K TOMY WX MHOMY KJlaccy.

Hanpumep, 11591 — «TabenbHbIA HOMEpP ClyXalero» — sBASeTCcs
YNCNIOBbIM NOEHTUOUKATOPOM. IDTOT UAEHTUDUKATOP HE ONucChbiBaeT
CBOICTBA, VX NPUXOANTCS 3a4aBaTb OOMOSIHUTENBLHO.

Bonee nonHo 06BLEKT OnMMUcChbIBaeTCHA 3anncbio 06 oObekTe, KoTopas
0BbIYHO COCTOUT M3 naeHTUdUKkatopa obbekTa-3HakKa, NO3BONSAIOLLENO
OT/INYUTb OAWH OOBEKT OT APYroro cpeau OAHOPOAHbIX 0OBLEKTOB, U
MOeHTOUKATOPOB (3HAaYeHN) CBOMCTB (aTpmbyToB). Hanpumep, 3anmck o
CNyXalleM HEKOTOPOW OpraHn3aumm MMeeT TabenbHbIi HOMEP ClyXalllero
B Ka4eCTBe UAEHTUdMKaTopa U Takme 31EMEHTbl JAaHHbIX, Kak OOSHKHOCTb,
3apaboTHas nnaTa, NbroThl U T.4., pacCCMaTpuBaeMble Kak UAEHTUPUKaTOPbI
(3Ha4yeHKs1) CBOWCTB cnyXallero.

CnepnyeT NnoayvepkHyThb, YTO NOHATUE 0OBbEKTA M CBOMNCTBA OTHOCUTESbHBI.
Ecnu peyb npert o cnyxallem, TO €CTECTBEHHO MOHMMATb OO/KHOCTb Kak
CBOWCTBO chyxaulero. Ho ecnu peyb maeT O AOMKHOCTWU, Hanpumep, B
CMbICIE OOMKHOCTHbBIX MHCTPYKLUMIA, TO yXe cama A0JPKHOCTb BbICTYNaeT B
KayecTBe 00bekTa, KOTOPbLI MOXEeT MMeTb CBOWCTBa. B yacTtHocTu, B
onpeneneHHOM KOHTekcTe TabeslbHbli HOMEpP CchayXawero MoxeT
paccmaTpuBaTbCs Kak CBOMCTBO OO/MKHOCTM.

MoatoMy Npu MHOOPMALMOHHOM OTOOpPaxXeHUN NMPeaMETHbIX Cpen,
(puc. 1.20) MOXHO (a MHOr4a U HyXHO) roBopuUTb He 00 obObekTax U ux
CBOIiCTBax, a 00 OTHOLWEHMSX OObEKTOB, NGO B 3TOM Ciydyae BCe UOEHTUDN-
KaTopbl B 3aMMCn MOXHO paccMaTprBaTb CUMMETPUYHO, @ HE B OpUEHTALUN
Ha OOMH cneunanbHO BblAENEeHHbI 06bekT. Kak yBnaum nosgHee, 3To
COOTBETCTBYET Tak Ha3blBAEMOV PENFALUVOHHON Touyke 3peHus Ha 6asy
OAHHbIX.
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OO01mas TOTHIECKAS CTPYKTYpa
(MOETh) JAaHHBIX
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Bocnpusarue QusnyecKas CIPYKTypa SHaKOBOE
peanbHOTO MHPa TaHHBIX opopMIICHHE JAHHBIX

Puc. 1.20

Mpn nHdopmauoHHOM 0TOBPaXKEHMM peasnibHOro M1pa BeCbMa BaXHO,
B KaKMX KOMMYECTBEHHbIX NMPOMOPLNAX MOryT OCYLLECTBAATLCSA OTHOLUEHUS
00beKTOB. HYeTKOE MOHMMAaHME TOro, K KakO KaTeropyi OTHOCUTCS OTHOLLIEHWE
00BbEKTOB, MO3BOJMISET cAeNnaTh 3aK/O4YEHME O BO3SMOXHOM XapakTepe CBs3u
MeXAy COOTBETCTBYLWMUMM AaHHbIMU. DuKcaumsa 3TONW CTOPOHbLI NMpu
MHOOPMALIMOHHOM OTOOpPaxXeHnn nMpegMeTHor obnactn onpenenser oaHy
M3 CTOPOH MOAENN AaHHbIX. BaxkHO NOAYEPKHYTh, YTO XapakTep OTHOLUEHWN
OLHUX U TeX ke 0ObEKTOB He eCTb HEYTO 3acThiBlUee. OH MOXET USMEHUTLCS,
M TOr4a N3MeHUTCS XxapakTep CBA3EN MeXAy d/IeMEHTaMU AaHHbIX, KOTOPbIN
MOXET OKa3aTb CYLLECTBEHHOE BAUSIHME Ha CTPYKTypy OaHka AaHHbIX, Kak
NIOrnYeckylo, Tak u Gpuanyeckyio. YCNOXHEHNE XapakTepa CBA3el Mexay
OaHHbIMK OenaeT 6ofee CAOXHbIMU NPOrpaMmMbel Ux 06paboTKu.

1.6.3. [daHHble

MHpopmauma 06 0ObekTe UM OTHOLLEHUSIX OOBbEKTOB, BblPaXXeHHas B
3HakoBoOW popmMe, 06pasyeT JaHHble. DTU JAHHbIE MOTYT ObITb BOCMPUHATHI
4YesI0BEKOM WU KakMM-NIMO0 TEXHUYECKNUM YCTPOMCTBOM M COOTBETCTBYIOLLM
06pa3oM MHTEPNPETUPOBAHbI.

XapakTepHOMN O0COBEHHOCTbLIO OaHHbIX ABASETCS TO, YTO UX MOXHO
nepeBoauTb U3 OOQHOW 3HAKOBOW CUCTEMbI B ApPYryto (NepekoaupoBka) 6e3
notepu Hdopmaummn, TO CyLLLECTBEHHOE CBOMNCTBO 3HAKOBOIO OTOOpaxeHus
NO3BONISIET OMUCHLIBATb PeasibHyl0 MPeaMEeTHYI0 CUTYaLuto B PasfinyHbIX
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CUCTEMax 3HAKOB, OPMEHTUPOBAHHLIX HA BOCNpuHMMatoLwero. MNMpu nocTtpoe-
HUM BGaHKOB [AHHbIX CTano yXe TPaaMUMOHHLIM FOBOPUTb O JIOFMYECKOM
oTOGpaxeHnn, OPUEHTUPOBAHHOM Ha 4YenoBeka, U 0 GU3NYECKOM
oTobOpaxeHnn, OPUEHTMPOBAHHOM Ha YCTPOICTBA AONTOBPEMEHHOWN NAMSTHU.

Ha puc. 1.20 Bocnpon3BeneHbl OCHOBHbIE MOHATUS, CBA3aHHbLIE C
oTobOpaxeHnemM HEKOTOPOM npeaMeTHoM obnactn B 6aHke JaHHbIX.

Cnenyet oTMeTUTb, 4YTO 3HakM camum No cebe He 0Opa3ylT AaHHbIX,
Hecywmx MHdopMaumio o npegMeTHolr obnactu. B npocTteiwem cnyvae
3HaKWN [OOMXHbI OblITb CTPYKTYPHO OMOpPMIIEHBLI B BUAE DUKCUPOBAHHOW
nocnenoBaTelbHOCTMU-3aNMCKN, a Kaxaoe none 3anucu (B KOTopoe
noMew,aeTcsd 3HakK) AO/DKHO MMETb MHTEpPnpeTaunto C TOYKN 3PEeHunsd
npegMeTHolr obnactu, Ans KOTopor co3paeTca GaHK OaHHbIX. Hanpumep,
ecnu 3Hakm obpa3sylTca M3 OykB pycckoro andasuta nNo npasuiam
0b6pa3oBaHNs CIIOB PYCCKOro A3blka, Oyay4n B3ATbl camu 1Mo cede, OHU HecyT
TOJIbKO MHMOPMaUMio 0 NpasBuiax 00pas3oBaHNa 3HAKOB — CUHTAKCUYECKYHO
nHdopmaumio. N B 3TOM CMbICIE MX MOXHO pPacCMaTpMBaTb Kak JaHHbIE.

C TOoukM 3peHusa otobpaxeHns nNpeaMeTHOM obnacTu Ang Hac
npencTaBnsgeT MHTEPEC CeMaHTuyeckas MHopmauus, a UMEHHO, Kak
onpeaeneHHble 3Haku CBA3aHbl C 00bekTaMu NpeaMeTHOr 061acTu U ux
oTHoLleHuaMn. Camblii npocTenwnii cnocod peann3oBaTb 3Ty CBA3b — 3TO
npuaaTtbe OnNpenesieHHoe copepXxaHune (CMbIcn) nos 3anucu. Hanpumep,
€Cn1 NoJjle MHTEPNPETUPYETCH KaK «O0/KHOCTb CyXallero», To nobble
3Haku, NOMeLlEeHHble B 3TO NnoJsie, OyayT MOHUMATbCA KakK KOHKPETHble
naoeHTUdUKaToOpbl Pa3INyHbIX OO/MKHOCTEN, U B 3TOM CMbICNE Mbl UX
paccMaTpuBaeM kak gaHHble O NpeaMeTHOM obnacTtu.

Llenecoobpa3Ho KpaTko paccMOTpeTb nparmMaTuyeckuii acrnekT
3HaKoBOro otobpaxeHus. Ecnn onpeaeneHsl CTPYKTYpbl 3anncein 060 Bcex
obbekTax NpeaMeTHON 061acTN 1 NX OTHOLLEHUSIX, TO ByAEM rOBOPUTb, YTO
3aJaHa MoAenb OaHHbIX NpeaMeTHoM obnacTtu.

Ecnn npegmeTtHasa obnacTtb OoOLIMPHA, Hanpumep, NPOVU3BOACTBEHHAs
DeATenbHOCTb NPennpuaTus, To U ee MOAesb OaHHbIX OyaeT A0CTaTo4vyHO
BeNvka. Ha npeanpmatm npakTUyecky HeT YenoBeka, KOTOPbI NpeacTaBnseT
NPON3BOACTBEHHYIO OEATENBHOCTL BO BCEN €€ AeTanm3aumn, a 3TO 3HAUUT,
4YTO MOAENb JAHHbIX B LLEIOM HUKOMY U3 YNpaBAsioLLLEro cocTaBa npennpu-
ATnSA He HyxHa. Cama aTa npobnema (NocTpoeHne obLLelt Moaenm) BO3HMKNA
TONbKO B CBA3M C pa3paboTKolr M akcnayaTaumern aBToOMaTn3npoBaHHbIX
MHOOPMALIMOHHBLIX CUCTEM. [ns Kaxnoro KOHKPEeTHOro oTAena Wi 3BeHa
ynpasfeHus NpOn3BOACTBEHHON OEATENbHOCTU XapakTepHa CcBos cdepa
MHPOPMALIMOHHBIX MHTEPECOB, KOTOPasi TOXE MOXET OblTb OnMcaHa CBOEN
MOAENbIO AAHHbIX.

Mo oTHOWeEHUO K o0Wen Moaenu AaHHbIX PAaCCMOTPUM ee Kak
noamMonens. B obuwem cnyyae noaMoaenb OaHHbIX — 3TO He MpPoCToe
MexaHn4yeckoe ycedyeHune mogenu. lNMogmMmonenb AaHHbIX KOHKPETHOro
Nnofib30BaHMs MOXeT ObiTb CBA3aHa CO BCeli MOAENblo OaHHbIX BecbMa
CNTOXHbIMU CTPYKTYPHbIMUK NMpeobpas3oBaHusamu. MNMoHaTue nogamMonenu
XapakTepU3yeT NparMaTMyecKmnini acnekT 3HaKOBOro OTOBpaxKeHMs:.
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1.6.4. Mopenb v nogmMmopaenb AaHHbIX

BaHk paHHbIX xpaHUT nHbopmaumnio 06 obbekTax peasibHOro Mupa u
OTHOLUEHUSX MeXAY 3TUMU 0ObeKTaMU YEPES AaHHbIE U CBA3U MEXAY 3TUMU
OaHHbIMK, MNpexae 4em roBopuTb O PasMeLLEeHNN OaHHbIX U CBSA3E Mexay
HVMMM Ha YCTPOICTBax NMamsTn, Heob6XxoaMMO NpPeacTaBUTb B3aMMOCBS3b
OAHHbIX Ha JIOrM4eckoM YpOBHEe, CO34aB CBOe0Opa3Hyio MOAEsb OaHHbIX.

OTa MopAenb AaHHbIX Ao/kHa ObiTb YeTKO ornpeneneHa, Ans 4ero B
cucteme ynpasneHus 6asamu HeobXoaAMMO NPencTaBUTb CPeAcTBa (SA3biK)
ons ee onucaHns. OCHOBHOE Ha3HaYeHWe MoAes v AaHHbIX COCTOUT B TOM,
4yTOObI AAaTb BO3MOXHOCTb MPEACTaBUTb B LIESIOM MHGDOPMaLMOHHYIO KApTUHY
06e3 oTBneKaLwmMx aetanen, cBa3aHHbIX ¢ 0COOeHHOCTAMM XpaHeHus. OHa
SIBNSIETCS MHCTPYMEHTOM, C MOMOLLIbIO KOTOPOro pa3pabaTtbiBaeTcs cTpaTerns
nony4yeHus NobbiX AaHHbLIX, XPaHSALWMXCA B GaHke.

TepMUHOM noamMoAe b ONPenensoT ONMCaHne OaHHbIX, UCMONb3yeMOe
npv NpuUkKIagHoM NporpaMmmMmpoBaHum. Ha ocHoBe eanHOM MOAENN MOXHO
COCTaBMTb MHOXECTBO PasfinyHbIX Nogmoaeneil. TeopeTnyeckn oHNn MoryT
CUNBHO OTNMYaTbLCS OT 00Lel Moaenn AaHHbIX. MPUHUMNMaNLHO 30eCh TO,
4YTO MOXHO yKa3aTb aJir0PUTM, C MOMOLLbIO KOTOPOro AaHHbIE CO CTPYKTYPOW
noamMoaenu nosnydatoTcs U3 6asbl JaHHbIX, MOCTPOEHHOM B COOTBETCTBUN C
MOJENbIO.

PaccmoTpum umepapxuyeckyro, CETEBYIO U PESUNOHHYIO MOAENN
JaHHbIX. MOXHO cuMTaTh, HTO B HEKOTOPOM CMbICJIE 3Ta NOCen0BaTeIbHOCTb
oTpaxaeT Nporpecc B NOHMMaHUM npodnem ob6paboTkn AaHHbIX. OgHaKo
Ha4yHeM pacCMOTPEHME UX BCe-TakM C CEeTeBOM MOAenun, Tak Kak OHa
Hanbonee HarnsaHoO OTpaxaeT OTHOLLEeHMS 06bekToB NpobaemMHon ob6nacTu.

CETEBAYA MOAEJ1Ib JAHHbIX. OTHOLWEHNS 0O6bEeKTOB peanbHOro Mupa
BCcerga mMoryTt ObiTb NMPEACTaBieHbl B BUAE HEKOTOPOW ceTu. OTO npen-
CTaBfieHNne pPUCYeT AOBOJIbHO HArNgaHY KapTUHY peanbHOW OENCTBUTENb-
HOCTU U, KPOME TOro, NPeTeHOyeT Ha TO, YTO MOXET OblTb €CTECTBEHHbLIM
obpa3omM OTpaxeHO B AOJITOBPEMEHHON NMamMsaATU BbIYUCINTENbHON
(vHdOopMaumoHHoOM) cuctemsl. MNMprmMep ceTeBO MOAENU OaHHbLIX NPUBEOEH
Ha puc. 1.21, n3 KOTOPOro BUAHO, YTO €CAn OT anemMeHTa B ecTb ccbinka Ha
3NeMeHT A, TO BO3MOXEH BbIOOp anemeHTa A.

Kaxabili y3en ceTr COOTBETCTBYET S/IEMEHTY JaHHbIX, OTOOpaxaloLemy
rpynny Oo4HOPOAHbLIX OOBLEKTOB peasbHOro mMupa. Torga B peanbHOr ceTu
WK, Kak roBopsaT, 3K3eMrjispe ceTu B KaxAoM y3ne OyaeT HaxoAUTbCs
MAEHTMOUKATOP COOTBETCTBYIOLLLErO 00BbEKTA, HAaNpumep, wmudbp aetanu.

Ha camom pene npencrtaBngTb M pucoBaTb CETb HA TakOM YypPOBHe
feTtanMsauum 4OCTaTO4YHO TPyAHO. Mo3ToMy B BEPLUMHAX CETU OObLIMHO CTOAT
LLesible 3anncu, COCTOSLLME U3 COBOKYMHOCTU aeHTndmkaTtopos. Hanpumep,
B BEPLUMHE CeTu, nMmerwen nma getanb, GakTUH4eCKn CTOUT 3annchb
(cermeHT), cocTodwasa n3 nonen wndp getann, HaMMeHoBaHWe aetanu v
Macca getann. Ha KkakoM OCHOBaHUM OObEAUHATbL Pa3/IMYHbIE 3NEMEHTHI
OaHHbIX B 3anucu (CerMeHTbl) — 3TO NpeameT ocoboro pasrosopa.
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C

Puc. 1.21

MEPAPXMYECKAA MOJEJIb OAHHbIX. Bonee ynobHo npeacTaBneHve
OAHHbIX OOCTUraeTcs 3a CHET yBennyeHus MHOOPMALMOHHOM TOYHOCTU Ha
YPOBHE MOAENM AaHHbIX. LLlarom Ha nyTn K yBean4yeHuto nHdopmMaumMoHHOM
M30bITOYHOCTU SAABNSETCS MEpPexon OT CEeTEBOro K Mepapxmyeckomy
npencTaBneHnio aaHHbix. CeTb MOXHO MpeacTaBuTb B BUOE COBOKYMHOCTU
hepeBbeB. [1519 3TOro B Mepapxnyecknx CTPyKTypax TpebyeTcs NoBTOPUTL U
HEecKoJIbko Npeobpa3oBaTb HEKOTOPbLIE BEPLUNHbLI CETU.

Ecnu Ha ypoBHe ceTu, He BAaBasiCb B NogpobHOCTU PU3NYECKOTO
XPaHeHNs OaHHbIX, 6a3a AaHHbIX NpencTaBNsgeTcs B BUAOE CIIOXHOWN
0OBbEMHON MayTUHbI, TO HA YPOBHE Mepapxmyeckon moaenn 6asbl AaHHbIX
npencTaBnsioTCs B BUAE COBOKYMHOCTU OTAENbHbBIX OPEBOBUAHbBIX CTPYKTYP,
B KOPHSAX KOTOPbIX CTOAT MAEHTUDUKATOPbl OOBLEKTOB, @ Ha MOCNenyLmx
sipycax packpblBalOTCS CBOMCTBA 9TUX 0OBLEKTOB (M3 puc. 1.22 BUAHO, 4TO
Oonga pgoctyna K anemMeHty A12, HyxHO cHavana HanTtu B B[ y3en A, 3atem
CcnycTuTbCs K y3ny A1 1 TONbKO NOCNE 3TOr0 NOAYYUTb OOCTYM K 9NIEMEHTY
A12).

Takum obGpa3omM, NO KpalHen mMepe Ha YyPOBHE JIOrMYecKoro
npencTaBneHNs, HEKOTOPbIE OTHOLUEHUS U CBA3M peasbHOro mMupa
VMUTUPYIOTCSH C MHDOPMALIMOHHON N3ObITOYHOCTbLIO.

OTO elle He 3Ha4YuT, 4TO MHPOopPMaLMOHHaAsA M3ObLITOYHOCTL OydeT
peanbHo, T.e. OyoeT UMeTb MECTO 1 Ha YPOBHE (PU3NYECKOro oTobpaxeHus
Ha OONTOBPEMEHHYIO MamMsaTb. Takoe BuaeHne Mmupa 6onee yooOHO C TOYKM
3peHns 06paboTKM OaHHbIX.

CnepoBaTenibHO, CETEBbIE MOAENN OAHHLIX MOMYT ObITb PA3/I0XKEHbI Ha
nepapxuyeckune cTpyktypbl. OgHako cnegyet OTMETUTb, YTO MOAEb OAHHbIX,
npeacTaBfeHHas Kak COBOKYMHOCTb HECKOJIbKUX OepeBbeB, He obnagaet
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All Al2 A2l A22

Puc. 1.22

HarNsaHOCTbIO, Tak Kak HE CO3[4aeTCs BrevaT/ieHns HEKOTOPOI B3aMMOCBSI-
3aHHOW CUCTEMBI OaHHbIX. Boobuie roBopsi, 0AHOBPEMEHHO C MUCMOJIb30Ba-
HMemM pgepeBbeB O/ OnMncaHnga Mopgesin JaHHbIX HEeMJ1I0OX0 npeancTaBliaATb
cebe Moaesnb JaHHbIX B BUAE CETU, C TEM YTOObI 9CHO MOHUMATb, KaK C HEer
B3aMMOLEVICTBYIOT nepapxmyeckmne CTPYKTYpbl.

CeTeBas mMofenb, €CNM OHa He O4YeHb rpomMo3nka, NMo3BOaseT
rpagpuyeckm npeacTaBnUTb B3aUMOOeNCTBME 0OBEKTOB, OTOOPaXEHHbIX B 6a3e
OaHHbIX. DTO Bcerga nosie3Ho, gaxe ecnu 3aTteM A onucaHus
MCMOJb3YIOTCA UHbIE CTPYKTYPbI.

PENAUMOHHAA MOAEJIb JAHHbBIX. Hanbonee abcTpakTHOM MOAENbIO
SIBNSIETCH PENFALMOHHAs MOAENb AaHHbIX. ABCTpakTHa OHa B TOM CMBbICTIE,
4YTO B 3HAYUTESIBHOW CTENEHN OPUEHTUPOBAHA Ha MHTEPECHI NOSb30BaTENS
(nporpaMmmMmmncTa) U COBEPLUEHHO He HeceT B cebe 4epT peanbHOro
oToBpaxeHus Ha GU3NYECKYIO NaMATb. DTa MOAENb NCTOPUYECKM BO3HMKIA
no3xe OPYrux, U ee nosiBeHue onpaBAbiBaeTCAd TeM, YTO NO Mepe
YCNOXHEHNA UHPOPMALMOHHBIX CUCTEM U MPOrpecca B yCTPOMCTBax
JONrOBPEMEHHONM MaMaTU NoanepxaHve matemMaTnyeckoro obecneveHus,
HecyLlero B cebe 4epTbl «CyeTbl MpeacTaBieHns», 00Xo0ANTCSA OYEHb AOPOro.

PenaumoHHasa mogens nonyyvaeTcs nyTem ganbHenwen dopmManmsaumm
nepapxmyieckonm momenu. B aton momenu Bce CBA3U Mexay obbekTamum
3a4aloTcs NyTeM sIBHOM GuKcaumm naeHTndnkaTopoB 06bLEKTOB B 3anmcsX.

Ha nepBbii B3rnag, pensumMoHHash Mogeflb MoXeT OblTb NpencTaBiieHa
B BMAE OAHOPOAHbIX Tabnuy (OTHOLWEHWN), KOTOPblEe HAaNOMWHAIOT
CTaHAapTHble nocnenoBaTefbHble dannbl. OaHAaKo 3TO OY4EHb YNPOLLEHHAs
Touka 3peHud. [eno B TOM, 4TO nocnegoBaTtesibHbin dann npeagnonaraeT
onpeneneHHy ynopsao4eHHOCTb 1 00paboTky B COOTBETCTBUU C ITON
yNnopsiAOYEeHHOCTbIO, WX, UHbIMW ClOBaMu, nNpennosaraeTtcd BXo4 CO
CTOPOHbI OOQHOrO nons (knaw4ya copTuposBkn). Ha puc. 1.23 npeactasneH
npMMep Takol mopenu: cneea Ttabnuua «ToBapbl», cnpaBa CBA3aHHas C
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Hel no nont «ToBap» Tabnuua «OTnyck ToBapa», Tak Ha3biBaeMoe
OTHOWeHne 0 gnH-KO-MHOIrmmMm. (OTMeTI/IM, 4YTO CYLLEeCTBYIOT TakKXXe OTHOLUeHUNA
«OONH-K-OOHOMY>» U <<MHOFVIe-KO-MHOI'I/IM>>).

Tosap | Ea.uam. | Llena en. | Tonap Jata | Kon-so, en.
Caxap KT 5000 Caxap 10.01.97(100
MakapoHsl | Kr 7000 Caxap 12.01.97]200
Kyphi Kr 10000 Caxap 14.01.97] 50
daHTa 6yt.1 n {6000 Maxapourt | 10.01.97 {1000

Maxkapous | 11.01.97(500

danra 10.01.97 2000

danTa 12.01.97] 3000
Puc. 1.23

CyliecTBeHHOE OTANYME PENFLNOHHONW MOOENN OT OObIKHOBEHHOIO
nocnenoBaTefibHOro garina 3ako4YaeTcs B TOM, 4TO BCe CTONOLbI B Tabnuue
C TOYKM 3peHns BXxoJa MpeanonaralTcsd 3KBUBANEHTHbIMU. VIMEHHO 3TO
CBOWCTBO OenaeT 3Ty MOAENlb BECbMa MOLUHOM M OenaeT HEBO3MOXHbIM
oTobpaxeHne ee Ha NamsATb B BUOE NOCNenoBaTe/lbHOro MaccuBa AaHHbIX.

NHdopmMaumoHHas 1M3bbITOYHOCTb, MO KparHelr Mepe Ha JIorm4yeckom
ypOBHEe, MakcumarsnbHas. OgHako NOBTOPMM €eLLe pa3s: 3TO He npeanonaraer
peanbHON MHPOPMALMOHHON M3OBLITOYHOCTM MPU OTOOPaKEHUN AAHHbLIX Ha
dun3nyeckyto NnamsThb.

Ha ¢unsmnyeckom ypoBHE, Hanpumep, MOXeT ObiTb abCONTHO
Hen3OblTOYHAs CeTb UM CeTb C NepeKkpPecTHbIMU CBA3MU. 3adada CUCTEMbI
ynpasneHus 6a30i JaHHbIX 3akodaeTcs B TOM, YTOObl NepeBecTun 3anpoc,
CHOPMYNMPOBAHHbBIN B TEPMMHAX PENSLLMOHHON MOogenu, B NocnenoBaTe N b-
HOCTb KOMaHZ, OCYLLECTBASIOLLMX MOUCK MO CETU. Taknm o6pas3om, pensum-
OHHas MoAeNb npeanonaraetT OYeHb BbICOKYID CTEMEeHb «UHTENNEeKTY-
aNIbHOCTU» CUCTEM ynpaBfieHns 0a30i OaHHbIX.

1.6.5. PyHkunoHuposaHme CYB/

CYB/L obecne4ymBaeT paboTy NpuknagHbix NnporpamMm ¢ 6a3oi OaHHbIX.
OgHnM 13 BaXxHenWwmnx HasHadyeHun CYB/[ aBnaetca obecnedvyeHue
HEe3aBUCUMOCTU AaHHbIX. [1og 3TUM TEPMMHOM MOHMMAaETCH HE3aBUCUMOCTb
OAHHbIX U UCMONb3YIOLWMX UX NPUKNAAHbIX NMPorpamMm Apyr OT Apyra B TOM
CMbIC/I€, YTO U3MEHEHME OLHUX HE MNPUBOAUT K U3MEHEHUID OPYruX.
Heob6xoaumo Takke oTMETUTb Takme Bo3MoxHocTn CYB/, kak obecrneyeHune
3alLUNTbl U CEKPETHOCTU OAaHHbIX, BOCCTaHOBEHME 6a3 AaHHbIX Nocrne cOoeB,
BedeHue ydyeta paboTtbl ¢ 6azamMu gaHHbIX. OgHAKO 9TO ABAAETCA HEMOJHbIM
nepeyHemM TOro, 4to AosikHa ocyuwecTteBnatb CYB/[ ona obecnevyeHus
nHTepdelica nonb3oBaTenei ¢ 6asamm AaHHbIX U XN3HECNOCOOBHOCTN BCEro
aBTOMATU3NPOBAHHOIo GaHka OaHHbIX.
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CucTtema ynpaBneHus OaHHbIMU MmeeT Habop CpeacTB, KOTOpbIE
obecneunBaloT onpepesieHHble cnocobbl AocTyna K gaHHbIM. Hanbonee
0o0LLMMM onepaumsMn, KOTopble BbIMONHATCSA cpeacteamu CYB/, aBnsoTcs
onepauuu novcka, ucnpasneHus, A0O6ABNEHUS U yOaANEHUS OaHHbIX.
Heob6xooMMO OTMETUTBL, 4YTO Ofepauus noucka SIBASeTCS rNaBHOW cpenun
yKasaHHbIX.

CteneHb peanu3aumu nNpuHUMNa HE3ABUCUMOCTU OAHHbIX onpeaensaet
rmbkoCTb CUCTEMbI yrnpaBrieHUs 6azaMu AaHHbIX. Y4eT ocobBeHHocTel
006paboTKKM AaHHbIX B KaKON-N1MO0 NpeamMeTHOM 061acT NO3BOSISET CNPOEKTU-
poBaTb cneunann3npoBaHHblie CYB[, OpueHTUPOBaAHHbIE HA NPUMEHEHNE B
ACY npeaonpuatnini ¢ ANCKPETHbIM XapakTepoM Npou3BOACTBA.

CyLLecTBYIOT 1 YHUBEPCA/IbHbIE CUCTEMbI YIPaBieHns 6asamm JaHHbIMU,
MCMOJIb3yeMbIe 419 Pa3/INYHbIX NPUIOXEHUIA. [pn HaCTPOMKe YHMBEPCASIbHbIX
CYB/L, bnsi KOHKPETHbIX MPUIIOXKEHNI OHW AOMXHLI 06/1aaTb COOTBETCTBYIO-
wumMmn cpepcteamu. Mpouecc HacTporikm CYB[, Ha KOHKpPeTHylo obnacTb
NPUMEHEeHUs Ha3blBaeTCs reHepauuen cuctembl. K yHUBepcanbHbIM
cucTeMam ynpaeneHus 6as3amMu OaHHbIX OTHOCHATCS, HanNnpUMepP, CUCTEMbI
dBase, Paradox, Microsoft Access, Oracle.

PaboTa cuctembl ynpasneHus 6asaMmm AaHHbIX CBSI3aHa C UCMOJIb30Ba-
HMEM TPEX YPOBHEN ONMUCAHU OaHHbIX: OnMcaHmne Gpu3nyeckom opraHmnsaumm
[aHHbIX, onucaHmne O6LLEN NTOrMYECKOM CTPYKTYPbI AaHHbIX, CEPUM ONUCaHWNIA
noomMoAenen OaHHbIX NPUKNALHON MPOrpamMmbl.

Mpencrasum nocnenoBaTelbHOCTb AENCTBUN, KOTOPbIE JOMXKHA BbIMOS-
HUTb CUCTEMA ynpaBfieHns 6a30M AaHHbIX, B nNpouecce GOopMMPOBAHUS
3anMcu COOTBETCTBYIOLLEN NOAMOAENN OaHHbIX MPUKNAAHOM MPOrpamMmbl.
Hanbonee BaxHble AeNCTBUSA NpuBeaeHbl Ha puc. 1.24.

1. MpuknagHas nporpamma (IMM) popmMmupyeT 3anNpoc Ha YTEHNE 3aNUCHK.
Ecnn obGpalieHne OCyl,eCcTBASETCS K KOHKPETHOW 3anucu, To
dopmMumpyeTcsa 3HavyeHune knoyva 3anmcu. Ecam 3anucu obpabathbi-
BalOTCS NOCneaoBaTesibHO, TO KJto4en He TpebyeTcs.

2. Cuctema ynpaeneHusa 6a30i OaHHbIX HA OCHOBaHUW OMMUcaHwus
nooMonenn AaHHbIX ON9 OAaHHOW MPUKNALHOW NporpamMmbl
nccnenyeTt BOMNPOC O NMPaBOMOYHOCTU OOpalleHus K OaHHbIM 13
nporpammel.

3. Ha ocHoBe 00Lei mogenu gaHHbix CYB/, npuBaAsbiBaeT noaMoaesb
OaHHbIX K MOAENUN U ONpPeAenseT, Kakue 9EeMeEeHTbl OaHHbIX
HeobXxoaUMbI.

4. Ha ocHoBe onucaHus GU3NY4eCKon opraHusaumu OaHHbIX onpege-
ngeTcd, Kakve eusnyeckme 3anucu cnepyet cymtaTb B CUCTEMHbIE
Oydepsbl, 4TOObI chopMmUpoBaTb 3aTeM Tpebyemble JaHHbIE.

5. OnepauunoHHOM CcMCTEME BbIOAETCH 3ajaHne Ha YTeHne TpebyeMbix
dU3NYECKNX OaHHbIX.

6. PabGoTaloT nporpamMmbl, peannadyolme MeToabl OOCTyna onepaum-
OHHO CUCTEMBbI.

7. VI3 BHELHMX 3arnOMMNHAIOLWKVX YCTPOMNCTB 3anpoLUeHHble Gpuanyeckmne
3anMcu NepeMeLLalnTcsa B CUCTEMHbIE Bydepbl.
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Puc. 1.24

8. CYB/[ Ha ocHoBe onucaHusa obuwe Moaenu AaHHbIX, a Takxe
onvcaHus nogmMoaenei nporpaMmmbl GOPMUPYET JIOMMYECKYHO 3aMmnchb
B COOTBETCTBMU C nogmMoaensto. MNpu aTomM peannadyetcs Heobxoam-
MOe Npeobpa3oBaHVe OaHHbIX, BbI3BAHHOE pa3HbIM OMpeaeneHneM
OaHHbIX B MOAENN N NoaMOAENN.

9. JaHHble 13 cucTeMHbix b0ydpepoB CYB[ nepepatiotca B pabouyto

obnactb NPUKIaAHOW MPOrpamMmbl.

10. Cuctema ynpaBneHus 6a3oi gaHHbIX GOPMUPYET M nepenaeTt
npUKIagHoOM nporpaMmmMe Kof, Bo3Bparta uanm nHoopmMaumio 0 CBOen
paboTe B npouecce o0CNyXuBaHUS ee 3anpoca.

11. MNpuknagHasa nporpamma npmucTynaeT K GyHKUMOHaNbHOM 0OpaboTke
nepenaHHbiXx e gaHHbiXx. NMpUMEepHO aHanormyHble NMPoLEeCChHl
NMPOUCXOAAT MPU NOMbITKE NPUKIAAHON NPOrpaMmMbl 3anncaThb AaHHble
B 6a3y gaHHbIX. B npuHumnne CYB/[, nonmkHa ocylecTBAsaTb oOpaTHbie
npeobpa3oBaHns MO OTHOLUEHWUIO K YTEHUIO AAHHbIX B COOTBETCTBUM
C NOAMOAENbIO, MOAENbIO, GU3NYECKON OpraHn3auven.

OpHako Ha npakTuKe Ha NoaMoAeny Ons 3anmcu OaHHbIX HaoXeHOo
3HAYMTENbHO BOJbLUE OrpaHUYEHnIA, YEM Ha NOAMOAENN, NPpeAHa3HAYEHHbIE
0N YTEHUS OaHHbIX.

Cnepnyet nmetb B Buay, 4to CYB/], Beoet ooHOBPEMEHHYD 06paboTky
HECKOJIbKMX MPUKIAOHbIX MPOrpamMm, KOTOPble MOrYT MUMETb YHUKaJSlbHbIe
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nogMoaenu paHHbix. OTcioga MOHATHO, YTO B3auMMOOENCTBUE C CUCTEM-
HbiMK Bydepamn O0SIKHO o0becneynTb OOHOBPEMEHHYIO PaboTy C pasnuy-
HbIMW OAaHHbIMWU. OT TOrO, HACKOJIbKO HYaCTO MEHSIEeTCS COAepXaHne CUCTEM-
HbiX OydepoB, B 3HAYUTENLHOW CTEMNEHM 3aBMCUT 00LLee OblcTpoaelcTBmE
CUCTEMBDI.

CneuyianucT no obuen opraHnsaumm 6aHka OaHHbIX UMEeT Aeno Co
BCEMU NOAMOAENSAMU OaHHbIX, ucnonabdyembimu B [, obwen moaensto
OaHHbIX, 00LLEen KoHpUrypaumen cuctemMbl ynpasrieHus 6a3amMy OaHHbIX U
OonepaumoHHON CUCTEMBbI.

Cneunanuct no ¢dm3anyeckon opraHmsaumm 6GaHKka LaHHbIX B
[0NTOBPEeMEHHOM NnamMaTn 3a60TnTcs 06 3PEKTUBHOM OpraHmM3aLmm AaHHbIX
B MaMsaTV HA OCHOBE W3Y4EHUS pPeasibHOM CTaTUCTUKWM 3arnpocoB. Bce ero
OENCTBMS NO oNTuMmn3auum dmandeckom oprannsaumm B He fomKHbI BAMATb
Ha 0oOLLYyl0 NOrnyeckyito Moaesb AaHHbIX — B 9TOM 3aKJ/4aeTCs MPUHLMN
dun3nydeckon HeszaBucumMocTn. Kpome TOro, OH peliaet BCe BOMPOCHI,
CBSI3aHHble C B3aMMOLEWNCTBMEM CUCTEMbI ynpasieHus 6as3amMun JaHHbIX W
onepaumoHHON CUCTEMBbI.

B HacTosuee BpeMs 60/bLUIMHCTBO COBPEMEHHbLIX CUCTEM YrMpPaBIeHUs
6a3amu faHHbIX Hapsay C 00CNYy>XMBaHMEM NPUKITAAHBIX MPOrpaMM B pexmnmMe
nakeTa OCYLLUECTBASIOT elle 06paboTky 3anpocoB C TEPMUHAIIOB.

OPrAHU3ALUNA MONCKA OAHHbIX. 3anucu normndeckoro damnna
MAEHTUDUUMPYIOTCH C MOMOLLBIO YHUKANIbHOM rpynnbl CUMBOJIOB — KJ/IHOYa.
OOGbIYHO KIOYOM SABMSIETCS MOJME UKW COBOKYMHOCTL NoJsien GUKCMPOBAHHOM
OvHbl. B o6uwem cnyyae B kKayecTBe KJo4a MOXET BbICTyNaThb Sit0boe none
3anucn. Kaxaomy 3Ha4yeHuio KJto4a MOXET COOTBETCTBOBATb O4Ha WUau
HECKONbKO 3anucenn danna. Knwoy, KkaxnomMy 3HaYeHUI0 KOTOPOro
COOTBETCTBYET OHa 1 TOJbKO OAHa 3annch dainna, Ha3blIBaeTCHd NEPBUYHDBIM,
WX OCHOBHBIM, KJIO4YOM. JTornyeckue 3anucu darina MoryT UMeTb HECKOJIbKO
MEPBUYHbIX KIOYEN.

Kaxpon 3anucu npmn ee xpaHeHUW B NamMsaTV COOTBETCTBYET BMOJIHE
onpepeneHHoe MecTo, 3agaBaemMoe agpecom. Cnocob, 3apaoLuLmii
COOTBETCTBME MEXAY OCHOBHbLIM KJ/IIOYOM 3anncu v ee agpecamu namsaTu,
Ha3blBaeTcs criocobom aapecaumy. OCHOBHYIO NpobnemMy npu agpecaumn
darina MoXHO chOopMyIMpoBaTb CleayloLmMm 06pas3oM: Kak No OCHOBHOMY
KN4y onpenenntb MECTOMONIOXEHUE 3anuCu C gaHHbIM KJIOYOM?
CyliecTByeT MHOro pasnmyHbix cnocoboB agpecaumn dannoB, KOTOpble
MO>XHO OTHECTW K Cleaylwmm TpemM OCHOBHbLIM rpynnam: cnocoOsbl
rnocnenoBatesibHOW, MHOEKCHOM N NPAMON agpecaunmn. MIcnonb3yoTcd Takxke
pasnuyHble KOMOMHaUMK 3TUX OCHOBHbLIX CMNOCOOOB agpecauuu.

Cnocobbl rnocsiefoBaTesbHONM aapecaun XapakTepusyloTca TeM, YTO
NIOrnyeckre 3anmcu 3aHUMaloT HENpPepbIBHbIA y4aCTOK MamMsaTh M NOpsaoK
MX PaCMOJZIOXEHUSA OnpenendeTcd He 3Ha4YeHMeM kJo4a, a HOMEepPOoM
cllefoBaHUsA 9TOro KJj4Ya B 3aJaHHOM MNOCNenoBaTesIbHOCTU KIoYen
JIOrM4EeCKOM 3anncu, T.e. He CyLLLeCTBYeT OAHO3HaYHOro COOTBETCTBUSA MEXAY
3HaA4YeHVEeM OAHOro KJya U agpecosB NamaTu.
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Mpn uHAekcHovi agpecalmy COOTBETCTBME MEXAY OCHOBHbLIM KJTHOHYOM
3anncu 1 ee afpecom B NamsaTh 3aaeTcs C MOMOLLbIO Tabnunupl v nepap-
Xuu Tabnuu, T.e. nHaekca. CnocoObl NpsiMo aapecaumnn XxapakTepusyoTcs
HanM4YneM HEKOTOPOIro anropnTMa npeobpas3oBaHms 3HAYEHMS Kio4a 3anmcu
HEernocpenCcTBEHHO B aApec ee PacrofioXeHUs BO BHELLUHEN namsaTu.

B 3aBucumocTm oT cnocobos agpecaumn daiina MoryT MCNosib30BaThCS
pasnuyHble cnocobbl okanmMaaummn (NomMcka) 3annucu ¢ 3agaHHbIM 3HaHUEM
kno4va. lNMpu nocnenoBaTeNlbHOM agpecaumn NOUCK 3annucm MOXeT
OCYLLECTBAATLCHA TOJIbKO MYyTEM MPOCMOTPa (CKaHUpoBaHuUs) danna c
MPOBEPKOWN KIIOHEN 3anuncul.

CyLecTByeT MHOIO pasfinyHbIX CNOCOO0B Moncka 3annucen, HanpumMep
ON0OYHBIM U gUXoToMUYecknin nouck. Hanbonee npocTbiM cnocobom
SABNSIETCSA MocnefoBaTesibHOE CKaHMPOBAHME C NMPOBEPKON Kilo4Ya Kaxaown
3anucu.

Mpn ncnonb3oBaHUK CNOCOOOB MHAEKCHOW agpecaumn nouck 3anuncu
OCyllecTBNgeTCd NyTeEM NpenBapuTeNbHOro npocmoTpa uHaekca. B
pes3ynbTate novMcka B MHOEKCE cokpawaeTcd 060beM MpocMaTpuMBaeMol
namsTn, 3aHMMaeMOin HeENOCPEeACTBEHHO 3anucaMn danna. Cam MHAEKC U
€ro NPOCMOTP MOryT OblTb OPraHM30BaHbl Pas3nnyHbiMU cnocobamu. Momnck
3anucen ¢arnnos, NCNOJMb3YIOLLMX NPSMYIO aApecauuto, OCYLLEeCTBIISETCS B
COOTBETCTBMM C BbIOPaHHbLIM anropuTMoM Npeobpa3oBaHns 3HaYEHNS KJtoya
3anvcm B ee agpec.

AOMNHNCTPATOP BA3bl JAHHbBIX. AomuHucTpaTopa 6asbl JaHHbIX
MOXHO paccMaTpuBaTb Kak HEOOXOAUMbBIA CTPYKTYPHbIA 3NEeMeHT
aBTOMaTU3NPOBAHHOIO GaHka AaHHbIX, T.e. OaHK AaHHbIX BKIOYaeT B cebs
HE TONbKO AaHHble, NporpaMmmMbl U 0O0OpyOOBaHME, HO elle U NepcoHar.
AnMuHUCTpaTopy 6a3bl AaHHbIX OTBOAUTCS BaXHasi POJSib — OTBETCTBEHHOCTb
3a obLlee ynpaBneHne cuctemon 6a3 AaHHbIX.

B ob6a3aHHOCTU aamuHucTpaTopa b/ BxoouT cnepyoLllee:

OnpeneneHne MHGOPMALUOHHOIO coAepxaHus 6a3bl gaHHbIX.
AomMuHucTpaTop 0a3sbl JaHHbIX C Y4ETOM 3arnpoCcoB Mosib3oBaTenen Kk 6ase
MPUHMMAaET pelleHne O TOM, Kakas MHdpopMauus OOSKHA coaepXaTbCs B
0as3e paHHbIX, T.e. onpenensetT MHPOPMAaALNOHHOE codepxaHue Oasbl
OAHHbIX 1 3a0aeT nx OOLLYI0 JIOrMYeCcKyld OpraHm3almio, Tak Ha3blBaeMYHO
MO[eNb OaHHbIX.

OnpeneneHne CTPYKTYpPbl NaMsTv U CTpaTeryn AocTyrna. ADMUHUCTPATOP
0a3bl JOMKEH peLlunTb, KakuMm oOpa3oM AaHHble NpeacTaBnsioTca B Oase
OaHHbIX, T.e. pa3paboTaTb GUIMNYECKYID OpraHM3aLUmio OaHHbIX.

Bsaumognericteue ¢ rosb3oBaresieM. ADMUHUCTPATOP 6a3bl AaHHbIX —
3TO NMUO (UKW rpynna nuy), KOTopoe MMeEeT rnobanbHoe npeacraBiieHne
00 opraHusauuu AaHHbIX B CUCTEME U HeceT OTBEeTCTBEHHOCTb 3a uX
COXpaHHOCTb. lMonb3oBaTenu Npu y4yacTum agMmHuUcTpaTopa MMeT
BO3MOXHOCTb KOPPEKTHO OnpeaennTb COOCTBEHHbIN «B3rngan» Ha 6asy
OAaHHbIX, YTO BblpaxaeTcs B 3adaHnM NOAMOAENN OAHHbIX.
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OnpepneneHve crTpartermm oTka3a v BoccTaHoBJ/eHus. PaboTa
aBTOMaTM3NPOBAHHO CUCTEMbI, MCMOSb3YIoLLEl 6aHK AaHHbIX, CYLLLECTBEHHO
3aBUCUT OT €ro ycrewHoro GyHKUMOHMPOBaHNA. B cnyyae noBpexzaeHus
no kakom-nnmbo npuynHe BCcel 6a3bl AAHHbLIX UIN €€ HEeKOTOPOW YacTu
HeobXxoaMMO NpPenyCMOTPETb BO3MOXHOCTb BOCCTAHOBIEHUS AAHHbIX C
MUHUMaNbHOMN 330ePXKON U BANSHMEM Ha COXPaHUBLUYIOCS 4acTb 6asbl
OaHHbIX. AOMUHUCTPATOP OOJ/KEH ONPenennTb U peann3oBaTb COOTBETCT-
BYIOLLYIO CTpaTernto BOCCTaHOBNEHUS.

MoaepHusaums n a¢pPekTMBHOCTb paboTbl 6a3bl AaHHbIX. ADMUHUCTPA-
Top 6a3bl AaHHbIX OTBETCTBEH 3a Takyld OpraHM3auuio CUCTEMBbI, KOTOpas
obecneynt MakcumanbHylo 3QHEKTUBHOCTb €€ PYHKLIMOHNPOBAHUS, a Takke
3a BbIMOJIHEHNE BCEX MOAEPHM3aLMN Badbl AaHHbIX, HAaMpaBieHHbIX Ha 6onee
NMoJIHOE yaoBNeTBOpeHue TpeboBaHUl Nonb3oBaTenen.

Ons BbINONMHEHUS CBOUX (PYHKUUA agMUHUCTPaATOop 6asbl AaHHbIX
ncnonb3yet Habop BcnomMoraTtesibHbiX NMporpamMm. 3T Nporpammebl
COCTaBSIOT CYLLECTBEHHYIO YaCTb CUCTEMbI yNpasneHms 6asamun gaHHbix. K
HMM OTHOCATCSH, Hanpumep, NporpamMmbl BeOEHUS CUCTEMHOrO XypHana,
XPaHSLLLEro CBeAeHMs O KaxaoM obpalleHnn B 6a3y AaHHbIX, MPOrpamMmbl
BOCCTaHOBNeHNUa 6a3bl AaHHbIX M MPOrpaMmbl aHanu3a CTaTUCTUKWK
MCMNOJIb30BaHUSA OaHHbIX.

Ha npaktnke agmuHmnctpatop Bl — 370 4awie BCEro He OguH YEN0BEK,
a rpynna auu, Tak Kak pellaembiii Kpyr BOMPOCOB CJIMLWIKOM LWMPOK A4
KoMneTeHUuuUn onHoro 4yenoseka. OHM HECyYyT OTBETCTBEHHOCTb 3a
bYHKUMOHMPOBAHME MHTErpnpoBaHHoOM B/Jl, nmeloT NoOAHOMO4YMS MO
KoppekTnpoBke B/l, 0TBeYaloT Kak 3a Le/IOCTHOCTb AaHHbIX, Tak 1 3a 3aLnTy
MX OT HECaHKUVOHMPOBAHHOIMO A0CTYyNa U HALEXHOCTb CUCTEMbl B LLEJIOM.

MoBblweHne TpeboBaHWii K ONepaTUBHOCTY MHPOPMaLMOHHOIo obMeHa
M ynpaBieHus, a cllefoBaTesfibHO, K CPOYHOCTU 00paboTkm MHbOopMaLmn
NPMBENO K CO34aHNI0 MHOMOYPOBHEBBLIX CUCTEM OPraHM3aLMoOHHOro yrnpas-
neHns o6bekTaMu, KakKuMn SBRSOTCS, Hanpumep, 6aHKOBCKNE, HaNOroBble,
cHabXeH4yeckmne, CTaTUCTUYECKNE U ApYyrre Cnyxobl. Nx nHdopMaLMoHHOE
obecneyeHve NoaaepXnBalOT CeTU aBTOMATU3MPOBaHHbIX BAHKOB [AHHbIX,
KOTOPbIE CTPOATCS C Y4E€TOM OPraHn3auMoHHO-OYHKLMOHAIbHOW CTPYKTYPbI
COOTBETCTBYIOLLENO0 MHOMOYPOBHEBOIO 3KOHOMMYECKOrO 00bekTa, MalluH-
HOro BeAeHNs MHPOPMALIMOHHbBIX MACCUBOB. ATy NPOOEMY B HOBbIX MHDOP-
MaUMOHHbIX TEXHOJNOMMSX peLlatoT pacnpeneneHHble cuctemMbl 06paboTkun
OaHHbIX C MCMNOJIb30BAHMEM KaHaNOB CBA3U OJia oOMeHa MHdopmauunein
Mexnay 6asamMm aHHbIX Pas3fiInyHbIX YPOBHEN. 3a CYeT YCIOXHEHUSN
NnporpamMMHbIX CPeACTB ynpaBneHns 6azamMu aHHbIX MOBbLILLAKTCH CKOPOCTU,
obecneymBaloTcs 3aLmMTa U 4OCTOBEPHOCTL MHGOPMALMK NPU BbINOJHEHUN
9KOHOMWYECKMX PACYETOB M BbIPAabOTKE YNpPaBiEHYECKNX PELLEHNIA.

CoBpeMeHHbIVi l'yMaHuTapHblii YHuBepcuTeT

42



1.7. CASE-cuctemsl
1.7.1. NoHatue CASE-cuctem

TeHOeHUMN Pa3BUTUS COBPEMEHHBLIX MHOOPMALMOHHBLIX TEXHOMOMMM
MPUBOAAT K MOCTOSSHHOMY BO3pPaCTaHMIO CJIOXHOCTU MHPOPMaLNOHHbIX
cuctem (MC), co3pmaBaeMbix B pa3nnyHbiXx 061aCTAX 3KOHOMUKMU.
CoBpemMeHHble KpyrnHble npoekTbl C xapakTepuayloTcs, Kak npaBurio,
cnenyrLwmMmm 0coBeHHOCTAMM:

CNOXHOCTb OMnMUcaHus (O00CTaTo4yHO OO0sbLIOE KONMUYECTBO (PYHKLMNA,
MPOLLECCOB, 3NEMEHTOB OaHHbIX WU C/IOXHbIE B3aUMOCBSA3U MEXOY HUMKN),
Tpebyowasa TwaTeNbHOro MOAENNPOBAaHNS U aHann3a AaHHbIX U NPOLLECCOB;

HanMyne COBOKYMHOCTU TECHO B3aMMOOEWNCTBYIOLLNX KOMMOHEHTOB
(mogcuctem), MMeLWMX CBOU NOKalbHble 3a4a4n U Lenn QYHKLUUOHU-
poBaHus (HanpumMep, TPaaMLMOHHbIX MPUOXEHNI, CBA3aHHbIX C 00paboTKomn
TPaH3aKUNI 1 peLLEHNEM PErNTaMeHTHbIX 3a4a4, U NPUIOXKEHUI aHanuTnyec-
KO 006paboTky (NoaaepXKn NPUHATUA PeLleHUn), UCNOoNb3YIoLWKnX
HepernaMmeHTMpPOBaHHbIE 3aNpPOoChl K AaHHbIM O0NbLLIOro 06bema);

OTCYTCTBME NPSIMbIX aHASIOrOB, OrPaHNYMBaAIOLLLEE BO3MOXHOCTb MCMOJ1b-
30BaHNS KaKNX-TMOO0 TUMOBLIX NPOEKTHbIX PELUEHU U NMPUKNaaHbIX CUCTEM;

HeoOX0AMMOCTb MHTErpaLmm CyLLLECTBYIOLWNX U BHOBb pa3pabaTbiBae-
MbIX NPUNIOXEHNN;

bYHKUMOHMPOBAHNE B HEOAHOPOAHOM Cpeae Ha HECKOJbKMX annapar-
HbIX NnaTdopmax;

Pa300LLEHHOCTb M Pa3HOPOAHOCTb OTAENbHbLIX rPynn pa3paboTyrKoB
MO YPOBHIO KBANUDUKALIMN U CNOXUBLLUMMCS TPAANLMSGM UCMONb30BaHUS TEX
WM MHbIX MHCTPYMEHTaNbHbIX CPEACTB;

CYLLECTBEHHAs BPEMEHHAs MPOTAXEHHOCTb MpoekTa, 00yCnoBNEeHHas,
C OLHON CTOPOHbI, OrPaHNYEHHbIMN BO3MOXHOCTAMU KOANEKTUBA pas3pa-
60TYMKOB N MaclwTabamu opraHn3aunmn-3akasyrka 1 pasfimyHoi CTENEHbIO
rOTOBHOCTW OTAENIbHbIX €e noapasaeneHnin K BHegpeHuo VC.

Lna ycnewHoi peanusaumm npoekta o6bekT npoektupoBaHus (MC)
DOJDKEH ObITb MPeXAe BCEro afekBaTHO ONucaH, O0JKHbI OblTb MOCTPOEHLI
MoOfHblE N HENPOTUBOPEYUBbie DYHKLMNOHANIbHbIE U MHPOPMALMOHHbIE
mogenn NC. HakonfneHHbIn K HAaCTOALWEMY BPEMEHU OMbIT MPOEKTUPOBAHNS
MC nokasbiBaeT, 4YTO 3TO JIOTMYECKN CNOXHAs, TPyOoeMKas U OanTenbHas
no BpemMeHn paboTa, TpebyloLlas BbICOKOM KBanUdUKaLMK yHaCTBYOLWMX B
Hel cneumanuctoB. OgHako OO HEAABHEro BpeMeHU npoekTupoBaHue UC
BbIMOJIHAIOCb B OCHOBHOM Ha WHTYUTMBHOM YPOBHE C MPUMEHEHUEM
HedOopMann30BaHHbIX METO0B, OCHOBAHHbLIX HA UCKYCCTBE, NPakTUYEeCKOM
OMnbIlTe, 3KCMEPTHbIX OUEHKAX M OOPOroCTOAWMX SKCANEPUMEHTAbHbIX
npoBepkax kadyectBa pyHKUMOHMpoBaHua MC. Kpome TOro, B npouecce
co3pgaHna n dyHkumoHuposaHua MC nHdpopmaumoHHble NOTPeBHOCTHU
nonb3oBaTtesieii MOryT U3MEHATbCS WKW YTOYHATLCS, YTO ewe Oonee
YCIIOXHSIET pa3paboTKy M COMNPOBOXAEHME TaKUX CUCTEM.

CoBpeMeHHbIi N'yMaHUTapHblii YHuBepcuTeT

43



B 70-x n 80-x rogax npu paspadoTtke NC oocTaTovyHO LLUMPOKO npume-
HAnacb CTPYKTYpHas MeETOAON0rvs, nNpenoCTaBsiollas B pacnopsxeHune
pa3paboTynKoB cTporme popmManmaoBaHHble MeToabl onucaHms C n npuHn-
MaeMbIX TEXHNYECKMX pelleHnin. OHa oCHOBaHa Ha HarngaHowm rpadnyeckon
TeXHUKE: Oas OnucaHus pasnmyHoro poga moaeneinnt MIC ncnonb3yloTcs
CXeMbl U amarpaMmmbl. HarnggaHoOCTb M CTPOroCTb CPEACTB CTPYKTYPHOrO
aHanusa nos3Bossna paspaboTyvkam 1 0yayLuimMM Nonb30BaTENSIM CUCTEMBI
C camMoro Havana HedopmasibHO y4acTBOBaTb B €e co3faHum, obcyxaaTb U
3aKpennsaTb NOHMMAaHME OCHOBHbIX TEXHUYECKMX peLlleHni. OgHako LWwmpokoe
npUMEHeHne 3TOM METOAONOMMN N CrefoBaHne ee pekoMeHJaumsam npu
pa3paboTke KOHKpPeTHbIX MC BCTpevanocb AOCTAaTOYHO PeaKo, MOCKOJbKY
npu HeaBTOMaTU3NPOBAHHOW (pPy4HON) pa3paboTke 9TO MpakTUYECKU
HEBO3MOXHO. [1eNCTBUTENbHO, BPYYHYIO OYEHb TPYOHO pa3paboTaTtb u
rpaduyeckn NpeacTaBuUTb CTporne GopmasbHble crneuydukalmm CUCTEMbI,
NPOBEPUTb NUX HA MNOJIHOTY U HEMPOTUBOPEUYNBOCTb, U TEM BONEE UBMEHUTD.
Ecnu BCce Xxe ygaeTtcsa co3aaTb CTPOryld CUCTEMY MPOEKTHbIX JOKYMEHTOB,
TO ee nepepaboTka Npu MNOSBIEHUN CEPbE3HbIX M3MEHEHUN MPaAKTUYECKN
HeocyuiecTBMMa. PyyHasa paspaboTka oObIYHO Mopoxaana cnenytoume
npobnemsl:

HeadekBaTHas cneundukaums TpeboBaHWA;

HecrnocobHOCTb OOHapYXXMBaTb OLUMOKN B MPOEKTHbLIX PELLEHMSX;

HN3KOE Ka4eCTBO JOKYMEHTALMM, CHUXKAIOLLEE IKCMITyaTaUMOHHbIE Ka4eCTBa;

3aTSXHOM UMK U HEYAOBNETBOPUTESbHbIE Pe3ysibTaTbl TECTUPOBAHNS.

C npyroi cTopoHbl, pazpaboTtunkn NC mnctopuyecku Bcerga CTosnun
nocnegHnMn B paay TeX, KTO MCMOJIb30BasT KOMMbIOTEPHbLIE TEXHONOMMU s
MOBLILLEHNS Ka4yeCcTBa, HAAEXHOCTU M MNPOU3BOAUTENIBHOCTU B CBOEWN
cobcTBeHHOW paboTe (deHomeH “canoxHuka 6e3 canor”).

MepeuncneHHble pakTopbl CNOCOOCTBOBANM MOSBAEHNIO NPOrPaMMHO-
TEXHOJIOMMYeCcKMX CPeacTB cneumanbHoro knacca — CASE-cpeacts, peannay-
towmx CASE-TexHonorvio co3panua u conpoBoxaeHus VC. Tepmun CASE
(Computer Aided Software Engineering — paspa6oTka N0 ¢ NOMOLLbIO KOMIMbIO-
Tepa) Mcrnonb3yeTcs B HACTOsLlEe BPEMSA B BECbMa LUMPOKOM CMBbICTIE.
lNMepBoHayanbHoe 3HavyeHue TepmumHa CASE, orpaHuyeHHOe BOmpocammu
aBTOMaTU3auum pa3paboTKy TONLKO ML NPOrpamMMHOro obecrnevyeHus
(NO), B HacTodawee BpeMsa Npuobdpesio HOBbIA CMbIC/, OXBaTblBAIOLL MM
npouecc pa3paboTkm crnoxHbix NC B uenom. Tenepb noa TepMmnuHomMm CASE-
cpeacTBa MOHMMAIOTCS MporpaMMHble CPeAcTBa, NOAAEPXMBAlOLLME MPO-
Lecchl cospaHusa n conposoxaeHus NC, Bknoyas aHanus n GopMympoBKy
TpeboBaHuli, NpoekTupoBaHue npuknagHoro MO (npunoxeHuin) n 6a3
JaHHbIX, reHepaumio koga, TeECTUpPOBaHWe, JOKYMEHTMPOBaHMe, obecneye-
HUEe KavyecTBa, KOHPUrypauMoHHOe yrnpaB/ieHne 1 ynpaBfieHne NpPoeKkToM, a
Takke apyrue npouecchbl. CASE-cpeancTtBa BMecTe ¢ cucTeMHbIM MO un
TEXHUYECKUMU cpeacTBamMm oOpasyloT NosHyo cpeny paspabdoTtku MC.

MoasneHuto CASE-texHonoruu n CASE-cpencTs npepliecTsoBanv
nccnenoBaHus B 061acT METOA010M MK NporpaMmMmnpoBaHus. NMporpaMmmmnpo-
BaHvMe 0Opesio 4epTbl CUCTEMHOIO NOAXo4a C pa3paboTKon U BHEOPEHNEM
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13bIKOB BbICOKOINO YPOBHS, METOAOB CTPYKTYPHOro M MOAYJIbHOTO
NPoOrpaMMMpPOBaHUs, S3bIKOB MPOEKTUPOBAHUS U CPEACTB UX MOOAEPXKM,
dopmManbHbIX 1 HedOPMasbHbIX A3bIKOB ONMUCAHUIA CUCTEMHBIX TpeboBaHMi
n cneuyndukaunn n 1.4. Kpome T0oro, noasneHuio CASE-TexHonormu
crnocobcTBOBaANM U Takme GakTopbl, Kak:

noarotToBka aHaJMTUKOB M MPOrpaMMMUCTOB, BOCMPUMMYUBBLIX K
KOHLENUMAM MOAY/IbHOIO U CTPYKTYPHOrO MporpamMmMmpoBaHng;

WIMPOKOE BHEApPEHUEe U MOCTOSAHHbIA POCT MPOU3BOAUTENILHOCTU
KOMMbIOTEPOB, MNO3BOJINBLUME UCMNOJIb30BaTh 3@EKTUBHbLIE Fpaduyeckmne
CpeacTBa 1 aBTOMaTU3MPOBaTb BOMBLLUMHCTBO 3TAMNOB MPOEKTUPOBAHMS;

BHEAPEHNE CETEBOW TEXHONOrMWM, NpeaocTaBMBLUEN BO3MOXHOCTb
00beAVHEHUS YCUNNIA OTOENBbHBLIX UCMOMHUTENEN B €OUHbIM npoLecc
NMPOEKTUPOBAHUA MYTEM WUCMNONb30BAHUSA pasgengemor 6asbl JaHHbIX,
coaepxallein Heobxoaumyto nHGopMaLmio O NPoeKTe.

CASE-TexHonorus npeactaBnseT coboi MeTo0M0rMo NpoekTMpoBaHns
NC, a Takxe Habop MHCTPYMEHTaNbHbLIX CPEACTB, MO3BOJISIOLLMX B HArNSAHOM
dopme MogenupoBaTtb NpeaMeTHyo 06nacTb, aHanM3npoBaTb 3Ty MOAESb
Ha Bcex 3aTanax pas3paboTku u conposoxaeHus NC un paspabaTbiBaTb
MPUIOXEHNS B COOTBETCTBUU C MHPOPMALUOHHLIMU NOTPEBHOCTAMMN
nonb3oBatenen. bonbwrHCTBO cyuwecTByowmx CASE-cpeacTs OCHOBaHO Ha
METOL0MOMMAX CTPYKTYPHOrO (B OCHOBHOM) UM 0OBEKTHO-OPUEHTMPOBAHHOIO
aHanu3sa m NpoeKTUPOBaHUA, UCMONb3yKLWNX cneundunkaumm B Buae
avarpaMmm nam TEKCTOB A1 ONMMCaHMS BHELLHNX TpeboBaHuii, CBA3en Mexay
MOOENSIMU CUCTEMbI, ANHAMUKN MOBEOEHUS CUCTEMbI U apXUTEKTYPDI
MPOrpaMMHbIX CPEACTB.

CornacHo 0630py nepenoBbix TexHonoru (Survey of Advanced
Technology), coctaBneHHoMy dupmon Systems Development Inc. B 1996 r.
no pesynbTataM aHkeTupoBaHus 6onee 1000 amepukaHckux pupm, CASE-
TEXHONOINSA B HacTosiLlee BpeMs nonana B paspsn Hanbonee ctabuibHbIX
MHOOPMaALNOHHbIX TEXHONOMMN (€€ ncnonb3oBasna NOJIOBMHA BCEX
OMpPOLLUEHHbIX NONb30oBaTenen bosiee 4Yem B TPETU CBOUX MPOEKTOB, U3 HUX
85% 3aBepwmnuch ycnewHo). OgHako, HeCMOTPS Ha BCe MOTeHUMasbHble
BO3MOXHOCTU CASE-cpencTB, CyWecTBYEeT MHOXECTBO MPUMEPOB UX
Hey[a4yHOro BHeApeHus, B pesynbTate KoTopbix CASE-cpenctsa CTaHOBATCH
“nonoynbiM” MO (shelfware).

YcnewHoe BHeppeHne CASE-cpenctB gonkHO obecneynTb Takue
BbIFrOAbl, Kak:

* BbICOKMI YPOBEHb TEXHOJIOrMY4ECKOWN NOoOLEePXKW NpouecCcoB

pa3paboTku 1 conpoBoxaeHus MO;

* MOJIOXUTENIbHOE BO3AENCTBME HA HEKOTOPbLIE WX BCE U3 NEPedunc-
NIeHHbIX GaKTOPOB: NPOMU3BOAMNTENBHOCTb, KAYeCTBO MPOAYKLUN,
cobnogeHne cTtaHgapToB, OOKYMEHTUPOBAHMUE;

* MpUeMneMblii ypoBeHb oTaauum ot nHeectuumnii B CASE-cpepacTsa.

Takum obpaszom, CASE-cpeacTBa No3BoOSOT yBENNYNTL 3DPPEKTUBHOCTb
paspaboTku MO, HO BMecTe ¢ TeM TPeObyloT HOBOIro Nnoaxoaa K Ux paspaboTke
1 COMPOBOXOEHUIO HA MPOTSXKEHUN BCErO XU3HEHHOro LMKNa.
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1.7.2. Moaenu xusHeHHoro uukna MNO

Cranpapt ISO/IEC 12207 He npepnaraeT KOHKPETHYIO MOAENb XU3HEH-
Horo umkna (KL n meTtoabl paspaboTtku MO (noa moaensto XL, noHnmaeTcs
CTPYKTYypa, onpefensiowas nocnenoBaTeslbHOCTb BbIMNOJHEHUS U B3aUMO-
CBS3M NPOLLECCOB, AENCTBUA U 3a4a4, BbIMOJHAEMbIX HAa NPOTXKEHUM XKLL).
Mogenb XL, 3aBucut ot cneundunkm NC n cneumdmrkn ycnoBui, B KOTOPbIX
nocnenHsasa cosgaetca n GYHKUMOHMPYET. Ero pernamMeHTbl BAGIOTCA
obwmmm ons nobbix Mogenen XL, MeTooonoruin u TexHosIornii pa3pabdoTKu.
Cranpapt ISO/IEC 12207 onuceiBaeT CTpykTypy npoueccos XL, MO, HO He
KOHKpEeTU3npyeT B AeTansx, Kak peann3oBatb WAN BbINONHUTbL AENCTBUS U
3a4a4u, BKJIIOYEHHbIE B 3TN MPOLECCHI.

K HacToswemMy BpeMeHu Haubonbllee pacrnpoCcTpaHeHUe MNoayyHmnIn
cnegylouwme OBe OCHOBHble mogenn XL

+ kackagHasa mogenb (1970-1985 rr.);
+ cnupanbHaa mogenb (1986-1990 rr.).

B n3HavanbHO cywecTBoBaBLUMX OAHOPOAHLIX VIC Kaxaoe npunoxeHue
npeacTaBnano cobon eanHoe uenoe. nsa pa3paboTkm Takoro Tmuna npuno-
XEHUN NPUMEHSNICS KackagHbil crnoco6. Ero OCHOBHOWM xapakTepUCTUKON
aBnsieTcs pasbueHne Bcel pa3paboTky Ha aTanbl, MPUYEM Nepexom, ¢ OAHOro
aTana Ha cleayLmMin NPONCXoaUT TOJIbKO MOCE TOro, Kak 6yaeT NoSIHOCTLIO
3aBeplueHa paboTta Ha Tekywiem (puc. 1.25). Kaxabiii aTan 3aBepluaeTcs
BbIMYCKOM MOJIHOrO KOMMJ1EKTa AOKYMEHTALMN, OCTATOYHON 419 TOro, 4TOObI
paspaboTka morna ObiTb MPOAO/IKEHA APYro KOMaHAoW pa3paboTynKOoB.

L HATTHZ |T

MpoexTHpo EaHKe T
| Peamsma ma |T
| Brenye e |T

| Co Ipo B e HHe |

Puc. 1.25

[MTonoxuntenbHble CTOPOHbLI MPUMEHEHNS KackagHOro noagxonaa
3aK/1104alnTCA B Cleaylowem:

* Ha Kaxxgom atane GopMMpPyeTcs 3aKOHYEHHbI HAOOP NPOEKTHOW A0-

KyMEHTaunn, 0TBeYaoLWmin KPUTEPUAM NOSHOTbI M COrTaCOBAHHOCTN;
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* BbIMOJIHAEMbIE B JIOTMYHOW MOCNenoBaTeNbHOCTU 3Tanbl paboT
NO3BOJNIAIOT MJaHUPOBaTb CPOKW 3aBeplueHuUs Bcex paboT u
COOTBETCTBYIOLLME 3aTPATHI.

KackagHbli noaxon, XopoLwo 3apekomMeHgoBan cebs npu NOoCTPOEHUN

NC, onsa KOTopbIX B CaMOM Hadasne pa3padoTkm MOXHO A0CTAaTOYHO TOYHO U
nosiHO cpopMynmMpoBaTb BCe TpeboBaHUSA, ¢ TeM 4TOOblI NpeaocTaBuUTb
pa3paboTymkam cBoOOOy peanm3oBaTb X Kak MOXHO Ny4dlle C TEXHUYECKOM
TOYKM 3peHud. B aTy kateropuio nonagaloT CIOXHbIE PACUYETHbIE CUCTEMBI,
CUCTEMbI pPeanbHOro BpeMeHn 1 apyrne nogobHele 3agayn. OgHako B nNpo-
LLecCce MCNob30BaHUS 3TOro Noaxoaa obHapyXuicsa psa ero HegocTaTKoB,
Bbl3BaHHbIX MPEXAe BCEero Tem, YTO peanbHblii npouecc codganua M0
HUKOrga rnoJIHOCTLIO He yKnaablBasiCs B TaKylo XECTKy cxeMy. B npouecce
co3gaHusa MO NOCTOSHHO BO3HMKana NoTpebHOCTb B BO3BpaTe K
npeabiaywmmMm atanamMm n yToOYHEeHUU UK NepecMoTpe paHee MPUHNATBIX
peweHuin. B peadynbTtate peanbHbii npouecc co3gaHuda MO npuHuman
cnepyowmin Bug, (puc. 1.26):

[IpoerTHpoEasoe

OITpOEOHTeHEE

Puc. 1.26

OCHOBHbIM HEOCTATKOM KaCKaAHOro noaxona SIBASETCH CYLLEeCTBEH-
HOe 3anasfpiBaHue C Nony4YeHnem pesynbtaToB. CornacoBaHmne pesynbTaTos
C nonb3oBaTtensaMu NPOU3BOAUTCS TOJSIbKO B TOYKax, MAaHMUPyeMbIX NOcCe
3aBepLUeHNs Kaxgoro atana padot, TpeboaHuns K MC “3amopoxxeHbl” B BUae
TEXHUYECKOrO 3afaHus Ha BCce BpeMs ee co3paHus. Takum obpasom,
nosnb30BaTen MOryT BHECTU CBOM 3aMevaHu1s TOSbKO Nocie Toro, kak paboTa
Han cucTemol OyaeT MONMHOCTbIO 3aBeplleHa. B cnyyae HeTOYHOro
N3N0XeHNs TPEOOBAHUI AW UX USMEHEHUS! B TEHEHNE OJINTENbHOIO Nepu-
ofa cospanus N0, nonb3oBaTenn NoJy4aloT CUCTEMY, HE YAOBIETBOPSIOLLYHO
MX NoTpebHocTaM. Moaenu (kak GyHKLMOHANbHbIE, TaK U MHPOPMALMOHHBIE)
aBTOMaTuU3npyemMoro obbekTa MOryT yctapeTb OAHOBPEMEHHO C UX
YTBEPXAEHUNEM.
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Ona npeononeHns nepedncneHHbix npobnem Obina npeanoxeHa
cnupanebHasa mogens XL, (puc. 1.27), nenaiowias ynop Ha HavyasbHble 3Tanbl
KL: aHanu3 n npoekTMpoBaHue. Ha aTux atanax peanndyemMoCTb TEXHUYECKMNX
peweHnn npoBepseTcs nyTemM co3naHumsa npoToTunoB. Kaxabii BUTOK
cnvpanu COOTBETCTBYET co3aaHuio dparmeHta mnm sepcum MO, Ha Hem
YTOYHSIIOTCS LENN N XapakTePUCTUKN NPOEKTa, ONPEenenseTcs ero Ka4ecTBo
M NAaHUPYOTCa paboTbl cnenylowero BMTka cnvpann. Takum obpasom
yrnybnaiTcs 1 nocnenoBaTeslbHO KOHKPETU3UPYIOTCS AeTann npoekta 1 B
pesynbTate BblbMpaeTcss 060CHOBaHHbLIA BapuaHT, KOTOPLIA 40BOANTCSA A0
peanusauun.

Omnpenenenne
TpeOoBaHMA

Puc. 1.27

PazpaboTka utepaumamMmm oTpaxaeT OObEKTUBHO CYLLECTBYIOLLNNA
cnupanbHbIA UMK cOo3daHMsa cuctembl. HenonHoe 3aBeplueHne paboT Ha
Kaxk[lOM 3Tarne Nno3BOSSeT NepexoanTb Ha crenylowmii aTan, He AOXNOA[Ch
MOSIHOro 3aBepLUeHNs paboTbl Ha Tekywem. Npu ntepaTtMBHoM cnocobe
pa3paboTkn HegoCTaloLLyO PaboTy MOXHO OyAET BbINOSHUTb HAa ClieayoLLen
utepauumn. FnaBHasa xe 3agaya — kak MOXHO ObICTpee nokasaTb Nosib30Ba-
TensaMm cucTembl PpaboTOCMOCOOHbIA MPOAYKT, TEM CaMblM aKTUBU3NPYS
NMPOLLECC YTOYHEHUS U OOMONHEeHUs TpeboBaHWA.

OcHoBHasg npobnema cnupanbHOro uukna — onpeneneHne MoMeHTa
nepexoga Ha cnepywlowmin atan. [Ang ee pewweHUs HeobXoaAMMO BBECTU
BPEMEHHbIE OFPaHUYEHUS Ha KaxAbli U3 3TANOB XM3HEHHOrO LMKa.
Mepexon OCyLIEeCTBASETCS B COOTBETCTBUM C MJIAHOM, AaXe ec/in He BCS
3annaHnpoBaHHaga paboTa 3akoHyeHa. [MnaH cocTaBnsgeTCss Ha OCHOBeE
CTATUCTUYECKNX OaHHbIX, MOJIYYEHHbIX B NPeablayLLnX NpoekTax, U IMYHOro
onbiTa paspaboTUHMKOB.
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1.7.3. CASE-cpepacTBa.
O6Gwasa xapakTepucTuka u knaccudukauums

CoBpemeHHble CASE-cpencTBa oxBaTbiBalOT 0OWMPHYIO 06nacTb
noaaepXkm MHOMOUYNCIEHHbIX TEXHONOMNI npoekTupoBaHnsa NC: oT NpocTbiX
CpPeAcTB aHanusa 1M OOKYMEHTUPOBAHMS 00 MNoJHOMacLlITabHbIX CPencTs
aBTOMaTU3aLMK, MOKPLIBAIOLLMX BECH XN3HEHHbI Lmkn 0.

Hanbonee Ttpypoemknmm atanamm paspabotkm NC aenaioTcs atanb
aHanus3a n npoekTmpoBaHusa, B npouecce Kotopbix CASE-cpencrtsa
obecneymBaloT Ka4eCTBO MPUHUMAEMBbBIX TEXHUYECKUX PELUEHUN W
NMoAroToBKY MPOEKTHOM AoKymeHTaumn. MNpu aToM OONbLUYIO POSb UrpatoT
MeToObl BU3yaslbHOro npeactaBfeHns nHopmaumn. 3To npeanonaraet
MOCTPOEHNE CTPYKTYPHbIX WAW MHbIX OMarpamMm B peasbHOM MaclTtabe
BPEMEHM, UCMOJIb30BaHNE MHOrooOpasHoOW LBETOBOM MasnMTPbl, CKBO3HYIO
MPOBEPKY CMHTaKCM4Yecknx npasui. 'padunyeckme cpenctsa MooenMpoBaHUs
npeaMeTHOM 061acTn NO3BONAIOT pa3paboTynkam B HarNsAHOM BUAE N3yYaTb
cyuwiectsytouyto MIC, nepectpanBaTb ee B COOTBETCTBUN C MOCTABIEHHbIMU
LenaMn U MMEKLLMMNCSA OrPaHNYEHNSMU.

B paspan CASE-cpencTts nonagatoT Kak OTHOCUTENbHO AelleBble
CUCTEMbI 0719 NEPCOHAsbHbIX KOMMbIOTEPOB C BECbMa OrPaHUYEHHbIMU
BO3MOXHOCTAMM, Tak U SOPOrocToduUIMe CUCTEMbI A8 HEOOHOPOOHbIX
BbIYNCIINTESNIbHBIX MAATGOPM U OMnepaumoHHbIX cpefn. Tak, COBPEMEHHbIN
PbIHOK NMPOrpaMMHbIX CpeacTB HacuyuTbiBaeT okosio 300 pasnmyHbix CASE-
cpencTB, Hanbonee MOUWHbIE M3 KOTOPbLIX TakK WM MHAYe MCMNOMb3YITCS
NMpakTM4eckn BCEMU BeayLLUMMU 3anagHbiMu dupmamMu.

O6bl4HO kK CASE-cpeacTtBaM OTHOCAT NtoO0e NporpaMMHOe CPeacTBo,
ABTOMATU3UPYIOLLEE Ty WM UHYKD COBOKYMHOCTb MPOLLECCOB >XM3HEHHOIO
umkna MO mn obnagatwowee crnenyLWmMMM OCHOBHBIMU XapakTepHbIMU
0COBEHHOCTAMMU:

MOLLUHbIEe rpadunyeckne cpeacTsa aoas onucaHus U JOKYMEeHTUPOBaHUS
NC, obecneumBaowme yoobHbli nHtepdenc ¢ pa3paboTymkom u
pasBuBalOLLME €ro TBOPYECKNE BOSMOXHOCTU;

MHTerpaums otaenbHbIX KoMmnoHeHToB CASE-cpencTs, obecneunsatoLlas
ynpaensemMocTb npoueccomMm paspabotku NC;

MCMOJSIb30BaHMe crneuyanbHbiM 06pa3oM OpraHM30BaHHOMO XpaHuUIuLLa
MPOEKTHbIX MEeTadaHHbIX (Peno3mnTopus).

MuTerpnposaHHoe CASE-cpenctBo (Mnm KOMNnekc cpencTs,
nooaepxusarowmx nosnHbii XKL, N0O) cogepXxuTt cnenyowme KOMMNOHEHTbI:

peno3uTtopuini, aengwowmnca ocHoson CASE-cpenctesa. OH OosxeH
obecneunBaTb XpaHeEHME BEPCUI NPoekTa N ero OTAeNIbHbIX KOMMOHEHTOB,
CUHXPOHM3aUM0 NOCTYMEHNS MHDOPMaLMKM OT PasnnyHbIX pa3paboTymMKoB
npu rpynnoBor pa3paboTke, KOHTPONb MeTafaHHbIX Ha MOJIHOTY WU
HENPOTMBOPEUNBOCTb;

rpaduyeckmne cpeacTea aHanm3a u NPpoekTUpoBaHus, obecneyrBsatoLme
CO3[4aHne N pefakTUPOBAHME MEepapXMYeCcKn CBHA3AHHbIX Anarpamm,
obpaaytowmx mogenn UC;
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cpencTBa pa3paboTky NPUNoXeHnn, Bktodas a3bikn 4GL n reHepaTopsbl
KOL,0B;

cpeacTBa KOHUIrypauuioOHHOrO ynpaBneHus;

cpencTea AOKYMEHTMPOBAHUS;

cpencTtea TeCTUPOBAHUS;

cpencTBa ynpaBfieHUs MPOEKTOM;

cpencTBa pPevHXUHMPUHIA.

Bce coBpemeHHble CASE-cpeacTtsa MoryT 6biTb knaccuduumpoBaHbl B
OCHOBHOM MO Tunam U1 kateropuam. Knaccudukauya no Tmnam oTpaxaet
dyHKUMOHanbHyto opueHTaumio CASE-cpeactB Ha T€ UM MHblE NPOLLECCHI
XL, Knaccudwukauma no kateropmam onpenenser cteneHb MHTErPUpPOBaH-
HOCTWU MO BbINOSIHAEMbIM GYHKUMAM U BKJOYAET OTOENbHbIE JIOKasbHbIE
cpencTBa, pewawwme HebonbluMe aBTOHOMHbIE 3aJa4qm, Habop YaCTUYHO
WHTErpMpoBaHHbIX CPEeACTB, OXBATbIBAIOLLMX OONLLUMHCTBO 3TAMOB XU3HEH-
Horo uukna MIC 1 noAHOCTbIO MHTErPUPOBAHHbIE CPEACTBA, NOAAEPXMBALO-
wue Becb XL, NC u cBsAi3aHHble 06WMM peno3utopuem. NMomMmmmo aToro,
CASE-cpencTtBa MOXHO KnaccudouumposaTb N0 CNeAyOLWLUM MPU3HaKaMm:

NPUMEHSEMbIM METOAONIOTMSAM 1 Mogensam cuctem u bJ;

cTeneHn nHterpuposaHHocTn ¢ CYB/J;

OOCTYMHbIM MraTdopmam.

Knaccudukaumsa no tmnaMm B OCHOBHOM COBMagaeT C KOMMOHEHTHbIM
coctaBoM CASE-cpencTs v BKIIOHAET Cneaylolme OCHOBHbIE TUMbI:

cpenctea aHanmaa (Upper CASE), npegHasHavyeHHble AAs NOCTPOEHUS
M aHanusa moaenen npegMeTHon obnacTu;

cpencTtBa aHanmsa u npoektuposaHusa (Middle CASE), noonepxmBato-
wme Hanbonee pacnpocTpaHeHHble MeTOA4O0NOrnKU NMPOEKTUPOBAHUA ”
MCMNONbL3YIOLWKMECS A9 CO34aHNSA NPOEKTHbIX crneundukaumnin. Beixogom takmx
CpPencTB 9Bnal0TCA cneumndunkaumm KOMNOHEHTOB 1 MHTEPHENCOB CUCTEMbI,
APXUTEKTYPbI CUCTEMbI, aITOPUTMOB M CTPYKTYP AaHHbIX;

cpencTBa NpoekTupoBaHns 6a3 gaHHbIX, 0becneymBaloLLMe MOOENNPO-
BaHWE [OAHHbIX U FreHepauunto cxeMm 0as AaHHbIX (Kak MpaBwuio, Ha A3blke
SQL) ona Hanbonee pacnpocTpaHeHHbix CYB/;

cpencTBa pa3paboTky NPUoXeHUn;

CPEeACcTBa PEUHXMHUPUHIa, obecrneymBaloLLMe aHann3 nNporpamMmMHbIxX
KOOOB N cxeM 6a3 AaHHbIX U GOPMMPOBAHNE HA WX OCHOBE Pa3MyHbIX
MoZenen N NpoekTHbIX cneumndurkauuii. B obnactn aHannsa nNporpaMmMHbIX
KOOOB Haubosbllee pacnpoCTpaHeHWe Mnosy4yarT O0OBEKTHO-OPUEHTUPO-
BaHHble CASE-cpenctBa, obecrneymBaloime PevHXUHUPUHE NporpamMm Ha
a3blke C++.

BcrnomoraTenbHble TUMbl BKITKOYAIOT:

CpencTea NnaHMpoOBaHUS U yrpaBiieHNsa NPOEKTOM;

cpencTBa KOHMOUIypauyuiOHHOIO yrnpaBieHus;

cpencTBa TECTUPOBAHUS;

cpencTea OOKYMEHTUMPOBAHUS.

Ha cerogHaWwWHWI aeHb POCCUINCKNIA PbIHOK NPOrpaMMHOro obecredye-
HUS pacnofaraeT cnegylowmmm Hambonee passuteiMn CASE-cpeacTBamu:
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Vantage Team Builder (Westmount |-CASE); Designer/2000; Silverrun;
ERwin+BPwin; S-Designer; CASE.AHanuTuK.

1.7.4. OueHka n BblOOp CASE-cpepncTtB

Mopenb nmpouecca OueHKM 1 BbibOpa, paccMaTpuBaemasl HUXe
(puc. 1.28), onucbiBaeT Hanbonee 0OLLYIO0 CUTyaLMIO OLLEHKU 1 BbiIOOpa, a
Takke NokasbiBaeT 3aBUCUMOCTb Mexay HUMU. Kak MOXHO BMOETb, OueHKa
1 BbIOOP MOTYT BbIMOHATECS HE3ABMCUMO OPYr OT Apyra Uan BMECTE, Kax-
Obli N3 3TUX NMPOLLECCOB TPEOYET NPUMEHEHUS ONPEAENEHHbIX KPUTEPUEB.

Mpouecc oueHkn 1 BbIBOpa MOXET MpecnenoBatb HECKOMbKO LIENEN,
BKJItOYasi OOHY uUnu Bonee U3 crneaylowmx:

1) oueHka Heckonbknx CASE-cpencts n BbIGOP OOHOro wunm bonee us

HUX;

2) oueHka ogHoro nnm 6onee CASE-cpencTB 1 coxpaHeHne pe3ynbTaToB

0N NOCNenyoLero Ucnob30BaHUg;

3) BbiOOp opmHoro unu 6onee CASE-cpenctB ¢ MCNoONb30BaHUEM

pe3ynbLTaToB NpeablayLinX OUEHOK.

Il omEs OB ATeNECEHE

noTpehrocTi
I emst, ITpe IO OB EHA
H OT{aHEHHEHHA
Crmcox Y TouHerE
K{ HT B HEE K{HTERHEE
L L MorpebrocTe B
& OTIOJIHI T ellE HOR
V TOUHeHHEBIT E D A
CTECOE EPHTEPHEE
vy
Oerra
HocTymmele —
CASE-cpegcTEa et
FezymeTarsr
OITEMEH
F v
Beifop
CAZE-cpeneTs
Fexomengyertoe
PRI EEH &
Puc. 1.28
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Kak BnoHO 13 pucyHka 1.28, BxogoHOW nMHpopmMaumen ons npouecca
OLUEHKN ABNAeTCS:

onpeneneHne nonb3oBaTeNbCknx NoTpebHOoCTel;

LEeNN 1 OrpaHNYEHNs NMPOEKTA;

naHHble 0 goctynHbix CASE-cpeacTtBax;

CMNCOK KPUTEPUEB, UCMONb3YEMbIX B MPOLIECCE OLIEHKN.

PesynbTaTbl OLEHKM MOrYyT BKJIO4YaTb pe3ybTaThbl NpeablayLimX OLEHOK.
Mpn aTOM He cnenyeT 3abbiBaTb, YTO HAOOP KPUTEPMEB, UCMOJIb30BABLLMXCS
npu npeabiaylwen oueHke, OO/MKeH OblTb COBMECTUMbBIM C TEKYL UM
HabopoM. KOHKpeTHbI BapuaHT peanu3aumm npouecca (oueHka 1 BblOop,
oueHka onsa 6yayuwero Belbopa unv BblOOp, OCHOBAHHLIA Ha MpenblayLmx
ougeHKax) onpenenseTcs NepeyYncrieHHbIMU Bbille LIeNsSMu.

OnemMeHTbl NpoLecca BKIIYaloT:

Luenu, NpeanosioXXeHUs U OrpaHnNYeHuns, KOTopble MOMyT YTOYHATLCHA B
X04e npoLecca;

noTpebHOCTM MNoNb30oBaTeNien, oTpaxallme KONMNYECTBEHHbIEe U
KayecTBeHHble TpeboBaHusa nonb3oBaTenen kK CASE-cpeactBam;

KpuTepuu, onpeaenswouwme Habop napameTpoB, B COOTBETCTBUU C
KOTOPbIMU NPOU3BOAUTCS OLIEHKA U MPUHATME PeLLeHus O Bbibope;

dopmannsoBaHHble pe3ysibTaThl OLEHOK 04HOro unn 6onee CpencTs;

pekomMeHayemoe pelleHne (06blMHO OO pelueHue o Bbibope, nMbo
OanbHenwasa ougHka).

Mpouecc ougHkM U/mnu Bolbopa MoXeT ObITb Ha4aT TOIbKO Toraa, korga
ANLOo, rpynna unu opraHmsaums NOJIHOCTbIO onpeadenuna anga cebs
KOHKPETHbIe NOTPeObHOCTU 1 dopMannsoBana nx B BUOE KOJIMYECTBEHHbIX U
KayeCcTBEHHbIX TpeboBaHMN B 3aJaHHOW nMpegmMeTHon obnacTtu. TepMuH
“nonb3oBaTtenbckne TpeboBaHUA” panee o3HavyaeT MMEHHO Takue
dopmannsoBaHHble TpeboBaHUS.

Monb3oBaTtenb OOMKEH ONPEeAennUTb KOHKPETHbI NMOPSaoK AENCTBUM U
MPUHATUSA PELLUeHUA C NobbiMM HEOBXOoAUMBbIMK UTepaumamn. Hanpumep,
npouecc MoxeT ObiTb NpencTaB/eH B BUAE AepeBa PelleHUn ¢ ero
nocnenoBaTesibHbiIM 00X040M M BbIOOPOM MOAMHOXECTB KaHAMOATOB )14
Oonee peTtanbHO oueHkn. OnucaHMe nocnenoBaTeNlbHOCTM AeNCTBUN
OOJIKHO oNpeaensiTb NOTOK AAHHbIX MEXAY HUMW.

OnpepneneHne cnucka KpUTEPUEB OCHOBAHO Ha MOJIb30BATEIbCKUNX
TpeboBaHUSAX U BKIIIOYAET:

BbIOOpP KpUTEpUeB ONA UCMNONb30BaHUS M3 NPUBEOEHHOro ganee
nepeyHs;

onpeneneHne OOonONHUTENbHbIX KPUTEPUEB;

onpeneneHne obnacTn MUCNONb30BaHUA KaXO0ro Kputepus (OLeHka,
BbIOOP 1 oba npouecca);

onpeaeneHne ogHon nnu 6onee METPUK OS5 KaXKO0ro KpUTepus OLEHKN;

Ha3Ha4YeHMe Beca KaxaoMy KpuTepuio npu Bbibope.
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B 3aknioyeHne npueenem npumepsl komnnekcos CASE-cpencTs,
obecneunBaolyx nogaepxky nonHoro XL, MO. 3gecb xoTenochb Obl elle
pa3 OTMEeTUTb HeLenecoodbpasHOCTb CPaBHEHUS OTAEeNbHO B3ATbix CASE-
CPEeLACTB, MOCKOMbKY HM OAHO U3 HUX HE peLlaeT B LLEe/IOM BCe NMpobiiembl
co3paHma n conpoBoxaeHmsa MNO. 3To noaTBepXaaeTcs TakXke MOJSIHbIM
HabopoOM KpUTEPUEB OLIEHKM N BbIOOpA, KOTOPLIE 3aTparnBaldT BCe 3Tanbl
XKL, MO. CpaBHMBATLCA MOIYT KOMIMJIEKCbI METOO0/IOMMYECKU N TEXHONOIM M-
4YEeCKM COrnacoBaHHbIX MHCTPYMEHTasbHbIX CPEACTB, NoaaepXuBalroLlime
nonubii XL, MO 1 obecnevyeHHble HEOOXOOANMOWN TEXHUYECKON U MEeTOAn-
4eCKOW NoaaepXKon CO CTOPOHbI PpUPM-MOCTaBLUMKOB. Ha cerogHsawHun
OeHb Hanbonee pa3BUTbIM M3 BCEX MOCTaBNSEMbIX B POCCUM KOMMIEKCOB
Takoro poaa siBASeTCs KOMMIEKC TEXHONOMMI U MHCTPYMEHTalbHbIX CPEeACTB
co3gaHua MC, ocHoBaHHbIN Ha metomonorun mn TexHonormn DATARUN. B
COCTaB KOMIJIEKCA BXOOAT crefyloume MHCTPyYMEHTallbHble CPeacTBa:

CASE-cpeacTso Silverrun;

CpencTBo pa3paboTku nNpunoxeHuin JAM;

mocT Silverrun-RDM <-> JAM;

KOMMNNeKc cpencTts TectupoBaHus QA;

MeHeaxep TpaH3akuuii Tuxedo;

KOMMNEKC CcpencTB MAaHUpOBaHMUA M ynpaBfieHnsa npoektom SE
Companion;

KOMIMJIEKC CPEeACTB KOHGUrypaumoHHoro ynpasneHus PVCS;

006bekTHO-opueHTMpoBaHHoe CASE-cpeacTeo Rational Rose;

CcpencTBO AOKyMeHTupoBaHus SoDA.

Mpumepamu opyrux NoAoOHbIX KOMMIEKCOB ABSIOTCS:

Vantage Team Builder for Uniface + Uniface (dupmbl “DataX/Florin” n
“NTAHAT”);

KOMMJIEKC CPEACTB, MOCTABASEMbIX U UCNONb3yeMbIX drpmoii “@OPC”;

CASE-cpencTtBa Designer/2000 (ocHoBHOe), ERwin, Bpwin 1 Oowin
(anbTepHaTUBHbLIE);

cpenctBa paspaboTtkm npunoxenuin Developer/2000, ORACLE Power
Objects (ocHoBHbIe) 1 Usoft Developer (anbTepHaTUBHOE);

CpeAcTBO HACTPOVKKM 1 onTumm3aumn ExplainSQL (Platinum);

cpencrTea agMMHUCTPUPOBaHNA 1 conpoBoxaeHns SQLWatch, DBVision,
SQL Spy, TSReorg n ap. (Platinum);

cpenctBo nokymeHTuposaHma ORACLE Book;

KOMIMJIEKC CPeacTB Ha ocHoBe NpoaykToB dupmbl CENTURA,;

CASE-cpenctBa ERwin, Bpwin n Oowin (06beKTHO-OpPUEHTUPOBaHHbI
aHanus);

cpenctea paspabdoTkm npunoxeHnn SQLWindows n TeamWindows;

CpeacTBO TECTUPOBAHUA U ONTUMN3ALLUU MPUIOXEHUIN “KNNeHT-cepBep”
SQLBench (ARC);

cpencTtBa akcnnyataumm n conpoBoxaeHus Quest n Crystal Reports.
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2. CUCTEMHOE NO NEPEJAYUN N SAWLNTDbI AAHHbIX

JeueHTpanmsaums npoueccoB o0paboTku OaHHbIX peann3oBbiBaniach
Nno ABYM HanpasBfiEHUSIM:

nyTeM MNOOKAIYEHUS K OoTAeNbHbIM IOBM (nnm komnnekcy 9BM,
00bEeOMHEHHbIX B pamMKax BbIYUCINTENbHOro ueHTtpa (BL,)) mMHOXecTBa
aBOHEHTCKMX MYHKTOB NOJIb30BaTENEN, T.€. CO3AaHNA CUCTEM TeneobpaboTkm
OAaHHbIX;

nyTem co3gaHnsg MHGOPMALMOHHO-BbIYNCINTENBHBIX CETEN, B KOTOPbIX
OCYLLECTBASAIOCh 0ObeANHEHNE MeXAy COO0M MHOXECTBa TepPPUTOPUASTBHO
yaoaneHHbIx gpyr ot gpyra 3BM vnun BL.

CospaHune KpyrHbiX BbICOKOIDPEKTUBHBIX CUCTEM 00PaABOTKMN AAHHbIX
CBS3aHO C 0ObeOVIHEHNEM CPEACTB BbIHUCUTENbHON TEXHNKK, 0OCIY>XMBAIO-
Wen oTaoeNbHble NPeanpuaTmus, opraHn3aumu U ux nogpasfesneHuns, C
NMOMOLLbID CPEACTB CBA3M B €AUHYKD PacnpeneneHHyI0 BblYNCIUTENbHYIO
cnctemy — cetb 9BM (COBOKYNMHOCTb CETU Nepenayn OaHHbIX, B3aMMOCBS-
3aHHbIX eto OBM n HeobxoaumbIX Ana peanusauum aTton ca3um MO un
TEXHMYECKUX CPEACTB, KOTOpas npeagHasHavyeHa ONis opraHusauum
pacnpeneneHHon obpaboTkm nHpopmMauunmn).

Takoin KOMMNEeKC CPpencTB BblYHUCAUTENbHON TEXHUKW MO3BONAET
MOBbICUTb 3PPEKTUBHOCTb CUCTEM 00paboTkn mHpopmaumm 3a cuyet
CHUXEeHWd 3aTpaT, NOBbIWEHUd HAAEXHOCTU U MPOU3BOAUTENBHOCTU
akcnnyaTupyembolx 9BM, paumoHanbHOro co4etaHus npenmMyullLecTB
LEeHTPaNM30BaHHOM M AeleHTpann3oBaHHOW o6paboTkm nHdopmauum
6narogaps npnbnuxeHunto cpeacTtB cbopa MCXOOHOM U BblAaynM KOHEYHOM
MHpoOpMaLMM HENOCPEACTBEHHO K MeCTaM €€ BO3HUKHOBEHUS U
noTpebneHns, a TakkKe KOMMIEKCHOr0 MCMNOJIb30BaHUS €AMHbIX MOLLHbIX
BbIYNCIIUTENBHBIX 1 MHOOPMALMOHHBIX PeCcypcoB ceTu (MPOorpamMmHoro,
TEXHNYECKOr0, MHPOPMALMOHHOIO U OpPraHM3aLnMoOHHOro obecneyvyeHuns
MHDOPMALMOHHON CeTU, NpeaHa3HAYEeHHOro AN PELUEHUs NPUKIaOHbIX
3apad). Takum o6pa3om, NPUXOAUM K MOHATMIO UHGOPMAaLUOHHOW ceTu
— COBOKYMHOCTM ceTn OBM 1 B3anMOoOeiCTBYIOLMX Yepes3 Hee yaaneHHbIX
peasibHbIX OKOHEYHbIX cUCTeM, obecrneymBaloLLlein JOCTYN NpuknagHbix
NPOLECCOB, PACMOJIOXKEHHBLIX B NOOON M3 3TUX CUCTEM, KO BCEM €e
MHOOPMALMOHHBIM, BbIHUCNTENbHLIM, KOMMYHUKALMOHHBIM pecypcamMm U
KONNEKTUBHOE UX MUCMNONb30BaHMe. B panbHelwem O6yaemMm HasbiBaTb
MHOOPMALIMOHHYIO CETb JIOKaNbHOM BblUMCAnTENbHOM ceTbio (JIBC).

Mepepaya nudopmauum (UnMnepegada gaHHbIX — NEPEChUIKA AAHHbIX
npv NOMOLUY CPEOCTB CBA3M M3 OOHOMro Mecta ansd npuéma mx B ApYrom)
Mexay TeppuUTOpuasnbHO yaaneHHbIMM KOMMNOHEHTaMM NOAOOHbIX pacnpene-
JIEHHbIX CUCTEM OCYLLLEeCTBNSIETCS B OCHOBHOM C MOMOLLBIO CTaHOAPTHbIX
TenedoHHbIX U TenerpadHbIX KaHanoB, TakXe BUTbIX Map MPOBOAOB U
KoakcumanbHbIx kabenen cea3u (puc. 2.1).

Ha puc. 2.1 noka3aHbl (yHKUMOHaNbHble 6noku (OB - cuctembl
WX YCTPOMCTBA, BbINOHSIOWNE ONPEAENIEHHYIO JIOFMYECKN CBS3AHHYIO
rpynny @GyHKUM) annapaTtypbl nepegadym U npuemMa, UCTOYHUK AaHHbIX
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Hctounuk @b anmapatypsl
—
JAHHBIX nepenaun
JIunusg Kaman
nepeaadu ST
JAHHBIX i an—
IIpueMHHK |, b annmaparypsl
JaHHBIX IpHEMa )
Puc. 2.1

(Pb, nopoxpalowuin AaHHble Ons nepegayn) 1 NPpUeMHUK AaHHbiX (Db,
NMPUHUMAIOLWMIA NepefaHHble gaHHblie). Pabota dB annapaTypbl nepenayn
M npuemMa CTPpOUTCHA B COOTBETCTBUM C MPOTOKOJIOM Nepefaqyn OaHHbIX
(HabopoM CEeMaHTUYECKUX WU CUHTAKCUYECKUX MpaBwusl, onpeaenstolmm
nosegeHne Pb npu nepegadve M npuemMme AaHHbix). lNocne coepuHeHus
(cBa3un, yctaHaBnmBaemoln mexay ®b onga nepepaynm nHdbopmaunm) B
COOTBETCTBUM C MPUHSATLIM MPOTOKOJIOM OCYLLECTBNSETCH 0OMEH AaHHbIMMU.
Cpencrtea OBYXCTOPOHHEro obMeHa AaHHbIX, npeacTaBnsaowme cobor
COBOKYMHOCTb annapartypbl OKOHYaHUS KaHana AaHHbIX U NMHUK nepegayn
OaHHbIX 00pa3yloT KaHas nepenayYv AaHHbIX.

MNepepalowein cpepoin Ha3bIBAETCH COBOKYMHOCTb JIMHUM Nepenayu
OaHHbIX 1, BOSMOXHO, KOMMYTaTOPOB AaHHbIX, MOBTOPUTENEN N APYroro
ob6opynoBaHUa, HE OTHOCSLLErocs K CTaHUWW OaHHbIX, OpraHu3auuns
CTPYKTYpPbl 1 PYHKLUMOHUPOBAHME KOTOPOW obecrneymBaioT PpuU3nNYecKyto
nepegayvyy OaHHbIX Mexay CTaHUUSMU.

CoBpeMeHHbIlh nporpecc B 06/1acT ONTOBOJIOKOHHOW TEXHUKWU
(ncnonb3oBaHMe CBETOBOAOB) MO3BOJSET PE3KO MOBbLICUTbH MPOMYCKHYIO
CMnocoOHOCTb NNMHUIN cBA3MK. Tak, cuctema FEM obecneuvBaeT nepepadvy
nHpopmaumm go 1 MéuTt/c, 3ameHsas 0o 96 TenedoHHbIX KaHanoB, a cuctTemMa
FA00M - nepepady po 400 M6ut/c nundopmauyum, ameHdas 5760
TenedOoHHbIX KaHasoB.

PaclmpeHne coctaBa 1 COBEPLUEHCTBOBaHWE annapaTtypbl npvemMa-
nepegayn, a Takke Ppe3koe CHUXEHME CTOMMOCTMU BblYNCTIUTENBHON TEXHUKMN
(BT) npuBenn K NCNoNb30BaHUIO B Ka4eCTBEe aOOHEHTCKMX MYHKTOB CUCTEM
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TeneobpaboTkm OAHHbIX VHTEEKTYaNlbHbIX TEPMUHAOB, CO34aBaEMbIX HA
0a3e MUKPOMPOLLECCOPOB U MUKPOOBM 1 obecnedrBalolyx HYaCTUYHYIO
06paboTky MHOpMaLMK (FnaBHbIM 0Opa3oM, NpeaBapuTesibHY0 00paboTKy
NCXOOHOM nHdOpMaLMM B BUAE €€ JIOrMYECKOro KOHTPOSA, arpermposaHng
M T.A4.) HENOCPEACTBEHHO A0 €e nepegaym rno kaHanam ceasun. Vicnonb3osa-
HUE WHTEeNNekTyalbHbIX TEPMUHANOB cOnmxaeT GYyHKUMOHANbHbIE
BO3MOXHOCTU CUCTEM TENeoBpaboTKM AaHHBIX N BbIYUCINTENBHBIX CeTeln. B
HacTosLee BPEMS BblHMCAUTENIbHbIE CETU MPEencTaBnsaloT CoOOM BbICLLYIO
OpraHM3aumoHHyl0 GopMy npumeHeHns IBM.

[nsa COBPEMEHHBIX BbIHUCAUTESbHbIX CETEN XapaKTEpPHO:

00beaMHEeHME MHOIMMX A0CTATOYHO yOaneHHbIX apyr oT apyra 9BM un
(M) oTAENbHBIX BBIMUCINTENBHLIX CUCTEM B €AUHYIO pacrnpefeneHHyto
cmcteMy 06paboTKM OaHHbIX;

NPUMEHEHVE CPEACTB NpuemMa-rnepenayn JaHHbIX M KaHaIoB CBA3W OJis
opraHmsaumm obmMeHa nHdopmaumen B npoLuecce B3anmMoaencTesma cpeacts BT;

HanMyne LWMPOKOro cnekTpa nepmdepunitHoro 06opyaoBaHus, NCNosb-
3yeMoro B Buae abOHEHTCKMX MYHKTOB U TEPMWHANIOB MOJib30BaTENEN,
NoAK/IoYaEMbIX K y3/1aM CeTu nepefadn AaHHbIX;

NCMOSIb30BaHME YHUDULIMPOBAHHbLIX CNOCOO0B COMPSIXKEHUNST TEXHUYEC-
KUX CPendcTB M KaHanoB CBA3W, obferyalowyx npoueaypy HapawmeaHms m
3ameHy 0b60pynoBaHus;

HanM4YMe onepaumMoHHOW cucTeMbl, obecneymBaloLell HagexHoe u
adpPeKTUBHOE MPUMEHEHUE TEXHUYECKUX M MPOrpamMMHbIX CPeacTB B
NpouUEecce pelleHns 3a4a4d nosb30BaTesienl BblYUCINTENBHOM CETU.

OCOBEHHOCTbLIO 3KCMyaTauum BbIHUCTIUTENbHBIX CETEN ABNSETCH He
TOJIbKO MPUBAVXEHWE annapaTHbIX CPeACcTB HEeNOCPEeACTBEHHO K MecTam
BO3HWKHOBEHUS U MUCMNOMb30BAaHUS AAHHbIX, HO U pasgeneHne pyHKumn
06paboTkn 1 ynpaBneHUs Ha OTAENIbHblIE COCTaBASIOWMNE C LENbIO UX
adpPekTUBHOro pacnpeneneHmas mMexay Heckonbknmu 9BM, a Takxe
obecnevyeHne HaAEeXHOro M ObICTPOro AocTyna nofib3oBaTenen K
BblYMCINTENBbHBIM U MHPOPMALMOHHBIM pecypcamM M opraHmsaums
KOJIEKTUBHOIO MCMNOMb30BaHUS 3TUX PECYPCOB.

BbluncnntenbHble CETU NO3BONSIOT aBTOMATU3NPOBATb yrnpaBieHne
NPOM3BOACTBOM, TPAHCMOPTOM, MaTtepuasbHO-TEXHUYECKUM CHaOXeHnem
B MacluTabe oTaesbHbIX PEFMOHOB M CTPaHbl B LIESIOM.

B0O3MOXHOCTb KOHLIEHTPALUMM B BIYNCIUTENbHBLIX CETSX O0NbLUNX 00be-
MOB [aHHbIX, 0OLLENOCTYNHOCTb 3TUX AAHHbIX, @ TakKe MPOrpamMmMHbIX W
annapaTHbIX cpeacTB 06paboTKM N BbiCcOKast HAOAEXHOCTb UX (DYHKLMOHN-
pOBaHWUs — BCE 3TO MO3BOJISET YNYHLWNTb MHDOPMALMOHHOE 0OCTyXnBaHME
NnoJsib30BaTesNIEN U PE3KO NOBbLICUTbL 3P DEKTUBHOCTb NpuMeHeHns BT.

B ycnoBuax BblMUCANTENBHOW CETU MPEeayCcMOTPeHa BO3MOXHOCTb:

OpraHn3oBaTh NapannesnbHylo 06paboTKy AaHHbIX MHOrMMKY 3BM;

co3pasaTtb pacnpegenieHHble 6a3bl AaHHbIX, pasMellaemMble B MamMaTu
pasnunyHbix OBM;

cneumannamposatb otaenbHble IBM (rpynnel 9BM) ana addekTnBHOro
peLleHns onpeaeneHHbIX KIaccoB 3a[ay;

CoBpeMeHHbIVi l'yMaHuTapHblii YHuBepcuTeT

56



aBTOMaTM3MpoBaTb 0OMeH MHdopMaLuren n nporpaMmmMmamm Mexay
oTaenbHbiMM OBM 1 nonb3oBaTtensiMm ceTu;

pes3epBNpPOBaTb BbIYUCANTENbHbLIE MOLLHOCTU M CPeAcTBa nepepayn
OAHHbIX Ha Cny4van BbIXO4a M3 CTPOS OTAESbHbBIX U3 HUX C LeNblo ObICTPOro
BOCCTAHOBJIEHUS HOPMasibHOM paboTbl CETU;

rnepepacnpenensaTb BblHUCIUTENbHbIE MOLLHOCTU MEeXay nofib3oBaTe-
N9MU CeTU B 3aBUCUMOCTU OT U3MEHEHUS UX MOTPEOHOCTEN N CNOXHOCTMU
pellaemMbix 3aaav;

CcTabunnanpoBaTb 1 NOBbILATb YPOBEHb 3arpy3kn 9BM v goporocros-
wero nepudepuitHoro obopyanoBaHus;

coyeTaTb paboTy B LUMPOKOM AMana3oHe PexmmoB: ONANIOrOBOM,
nakeTHOM, pexumax «3anpoc-0TBeT», a Takke cbopa, nepesaym n obmeHa
MHpOPMaLME.

Kak nokasbiBaeT npaktuka, 3a CYeT pacluMpeHns BO3MOXHOCTEN
006paboTKM AaHHbIX, Ny4llen 3arpy3km PecypcoB 1 NOBbLILLIEHUS HAOEXHOCTHU
GYHKUMOHMPOBAHMSA CUCTEMbI B LIE/IOM CTOMMOCTb 00paboTKM AaHHbIX B
BbIYMCINTENBHbIX CETSX HE MEHEE YEM B MOJITOPA pasa HMXKE N0 CPABHEHMIO
¢ 06paboTKOM aHANOIMMYHbIX JAHHbIX HA aBTOHOMHbIX OBM.

2.1. Nepepa4ya AaHHbIX

OcHoBHasa dyHKUMS cUcTeM Nepeaayn AaHHbIX B YCNOBUSAX PYHKLMOHN-
POBaHNS BbIMUCANTENBHBIX CETEN 3aK04YaeTCs B OpraHM3aunmn ObICTpoNr r
HageXxHor nepegadyn nHGopmMauum NPou3BOSibHbBIM abOHEHTaM ceTu, a
TaKke B COKpalleHMM 3aTpaT Ha nepepady AaHHbix. [locnegHee ocoBeHHO
BaXKHO, Tak Kak 3a npoluealiee AeCaTuneTme nponsoLno yBeamyeHme onm
3aTpaT Ha nepepady AaHHbIX B OOLEN CTPYKType 3aTpaTt Ha OpraHu3aumio
ceTeBoi 06paboTkM MHPOpPMaLUM. ODTO OOBACHAETCS FaBHbIM 0OpPa3oMm
TEM, YTO 3aTpaTtbl HA TEXHMYECKOEe O0OEecneyvyeHne BblYUCIUTENBHbBIX CETeN
COKpaTUAUCh 3a 9TOT Nepuon NPUMEpPHO B AECATb pa3, TOraa Kak 3aTpaTthl
Ha OpraHM3aumio 1 3KCMyaTaunio KaHanoB CBSA3M COKPATUIUCh TOSbKO B
OBa pasa.

BaxHenwaa xapaktepucTtmnka ceTen nepenadu JaHHbIX — BPEMS
[OCTaBkn MHGOpMaLMM — 3aBUCUT OT CTPYKTYpPbl CETU nMepenayvv AaHHbIX,
NPOMYCKHOM CMOCOOHOCTM IMHWIA CBSA3M, a Takxke OT crnocoba coeamHeHus
KaHanoB CBA3M MexXAy B3anMoaeNCTBYOLWNUMN aBOHEHTaMM CETU 1 cnocoba
rnepenayn OaHHbIX MO 3TUM KaHanam. B HacTosuwee BpemMsa pasznuyaioT
CUCTEMBbI Nepefaym AaHHbIX C MOCTOSHHBLIM BK/IIOYEHMEM KaHasOB CBSA3U
{HEKOMMYTVpyeMble KaHasbl CBSA3M) U KOMMYTaLUMEN HA BPEMS nepenayu
nHdopmaLmMn No 3TUM KaHanam.

Mpy ncnonb3oBaHUU HEKOMMYTHPYEMbIX KaHasloB CBSI3W CpeacTBa
npuema-nepenadn aboHEHTCKMX MYHKTOB M OBM NOCTOSIHHO COEOMHEHbI
Mexay coboin, T.e. HaxoaoaTCca B pexume «on-line». B aTom cnydvae
OTCYTCTBYIOT NMOTEPM BPEMEHWN Ha KOMMYTaLMO, 06ecneyvmBaloTCs BbicOKas
CTeneHb rOTOBHOCTU CUCTEMbI K nepepade nHGopmaumm, 6onee BbicoKas
HaZleXXHOCTb KaHanoB CBHA3U W, KaK CNeACTBUEe, OOCTOBEPHOCTb nepenayu
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vHdopmMauum. HegocTtatkamum Takoro cnocoba opraHn3auny CBA3u ABASIOTCS
HU3KUN KO3DDULMEHT MCMOMb30BaHUSA annapaTtypbl nepenaydyv OaHHbIX U
JIVHWIA CBSA3M, BbICOKME pacxofbl Ha aKcriyaTaumio ceTn. PeHTabenbHOCTb
NofoBHbLIX CEeTEN AOCTUIAeTCs TOJIbKO MPWU YCNOBUM A0CTATOYHO MOJIHOW
3arpyskm 3TUX KaHasnoB.

Mpn KoMMmyTaumm aboOHEHTCKMX MYHKTOB U OBM TOnbko Ha Bpems
nepegayn MHpopmaunm (T.e. HopMasbHbIM PEXMMOM OJ151 KOTOPbIX ABISETCS
pexum «off-line») NpuHUMN NOCTPOEHUs y3/1a KOMMyTaumn Oonpenensiercs
cnocobamu opraHMsauum NpPoxXoXaeHus nHpopMaumn B CETAX nepenayn
JaHHbIX. CylecTBYIOT TPU OCHOBHbIX cnocoba MoaroToBKW M Nepepadn
MHPOPMALMM B CETHAX, OCHOBAHHbIX HA KOMMYTALMW: KaHanoB, COOOLLEHMIA
M nakeToB (puc. 2.2, 3aecb NyHKTbl A, B 1 C — NyHKTbI KOMMYyTaLUK).

2.1.1. KommyTauma KaHasoB

Cnoco6 koMMyTauuMu KaHaJiOB 3akJlo4yaeTCcsd B YCTAHOBJIEHUU
dur3nyeckoro KaHana cBA3M AN nepepaqym JaHHbIX HENOCPEACTBEHHO
Mexay aboHeHTamu ceTu. [pu MCNoNb30BaHUM KOMMYTUPYEMbIX KaHanoB
TpakT (NyTb) Nepegayn faHHbIXx 00pal3yeTcs U3 CaMux KaHasoB CBA3U U
YCTPOMCTB KOMMYTALMK, PACMONIOXEHHbBIX B y3/1aX CBA3U.

YcTaHoBneHWe CoeAMHEHNS 3aKIl0HaeTCs B TOM, YTO aBOHEHT nocbliaeT
B KaHan CBA3M 3a[aHHbIi HAOOP CUMBOJIOB, MPOXOXAEHME KOTOPbLIX MO CETU
yepes3 COOTBETCTBYIOLLME Y3/ibl KOMMYTaLMKU BbI3bIBAET YCTAHOBKY HY>XXHOIO
COeMHEHNS C Bbi3blBAEMbIM aBOHEHTOM. OTOT TPAH3UTHbIA KaHan
obpasyeTcq B Hayane ceaHca CBA3U, oCcTaeTcsd GUKCUPOBAHHbLIM Ha NMEPUOL,
nepenayn Bcen MHGOpMaLUM 1 pa3pbiBAETCH TOJbKO MOCNEe 3aBepLUeHus
nepegayn nHoopmMaumm.

Takoi cnocob coefMHEHUs UCMOMb3YeTCA B OCHOBHOM B CETSX, rae
TpebyeTca obecneynTb HEMPEPLIBHOCTL NeEpeaayn cooOLLEHNA (HanpuMep,
nPnU MCNoNb30BaHUU TeNedOHHbIX KaHaNoB CBA3UM M aBOHEHTCKOro
Tenerpada). B aTom cnyyae cBa3b aBOHEHTOB BO3MOXHA TOJIbKO NPW YCI0BUN
MCMOIb30BAaHUS MU OOAHOTUMHOW annapaTypbl, OANHAKOBbIX KAHANIOB CBA3W,
a TaKke eanHbIX KOO0B.

K pocTtomHcTBamM JaHHOro crnocoba opraHum3aumm COeauHEHUSN
abOHEHTOB CETU cnenyeT OTHECTU:

rMbkoCTb CUCTEMbI COEAMHEHUSA B 3aBMCUMOCTU OT U3MEHEHUS
noTpebHoCTER;

BbICOKYIO 9KOHOMWYHOCTb MCMOJIb30BAHUS KaHaNoB, AOCTUraemMylo 3a
CYET UX 3KCnayaTaunu TOSIbKO B TEYEHME BPEMEHU YCTAHOBEHUSA CBA3U U
HENnocCpeacTBEHHO MNepenayn AaHHbIX;

HEeBbICOKME pacxopbl Ha 3KCMyaTauMmio KaHanoB CBA3WM (Ha NopsaokK
MEHbLUE, YeM MpPU SKCryaTaumm HEKOMMYTUPYEMbIX JIMHUIA CBS3N).

Cnocob koMmmyTauum kaHanoB 6onee onepaTuBHbINA, Tak Kak NO3BONAET
BECTM HEMNpPEpPbLIBHLIA OBYCTOPOHHUI 0OMeH MHbOpMaumeli mexay OByMs
aboHeHTaMMU.

Hepoctatkamy KOMMYTUPYEMBbIX KaHasloB CBA3U SBNAsSieTcs Heobxoaum-
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MOCTb MUCMOJIb30BaHUS CneumasnbHbIX 1 KOMMYTUPYIOLLIMX YCTPOMCTB, KOTOPbIE
CHMXAIOT CKOPOCTb Nepefayn OaHHbIX U OOCTOBEPHOCTbL NepenaBaemMon
nHoopmaummn. Mcnonb3osBaHme creunanbHbIX MeTO00B U CPEACTB,
obecneunBaloLLMX MOBLILEHNE OOCTOBEPHOCTM Mepefadn nHbopmauumn B
ceTu, BeYeT 3a COOOM CHUXEHME CKOPOCTU MEPEeAayn OAaHHbIX 32 CYET:

yBeENNYeHNs obbema nepepgaBaemMon MHGOPMaUUM, BbISBBAHHOIO
HEeoOX0ANMMOCTbIO BBEOEHUS U3ObITOYHbLIX 3HAKOB;

noTepb BPEMEHU Ha KOOMpoBaHMe MHoOpMaumn B y3ne-nepenaryvke
N 0eKoOMpOBaHMeE, NIOMMYECKUIn KOHTPONb 1 apyrne npeobpasoBaHus — B
y3/1e-npuemMHuKe.

HakoHeL, cokpalieHue NOTOKOB MHMOPMALMN HUXE MPOMNYCKHOM
CNOCOBHOCTW annapaTHOWM YacTu 1 KaHaNoB CBA3M BEAET K HeJOrpy3Ke Bana,
a B nepumon nuMKOBOW Harpyskym MOXET Bbi3BaTb ONpefefieHHble noTtepu
BbI3OBOB.

2.1.2. KommyTaumsa coobuieHui

Mpu koMmMyTauuum cooOwWeHnin nocTynawllas Ha y3en CBA3U
vHdopMaLuma nepenaeTcs B NnaMaTth y3/1a CBA3U, MOCE Yero aHanm3npyeTca
agpec nonyyatens. B 3aBucumocTn OT 3aHATOCTU Tpebyemoro kaHana
coo0lLeHme nMbo nepenaeTcs B NaMsaTb COCEAHEro y3na, Mo CTaHOBUTCSH
B oyepenb ANnsa nocnepywouwen nepegadn. Takmm obpasom, cnocob
KOMMyTaumm coobuleHnii obecneymBaeT NMO3TaMHbIN XapakTep nepenayn
vHdopmauumn. B aTom cnyyae coobuieHns cogepxaT afpecHbln Npu3aHak
(3aronoBok), B COOTBETCTBUN C KOTOPbLIM OCYLLLECTBASETCS aBTOMaTHUYeckas
nepegada nHopmMaumm B ceTum OT aboHeHTa-nepegatyMka K abOHeHTy-
npuemHuky. Bce dyHkuMM cornacoBaHns paboThl OTAENbHbLIX YHAaCTKOB CETU
CBSI3M, a TakXke ynpaBieHne nepefayein CoOoOLLEHNIN N X COOTBETCTBYIOLLLYIO
006paboTKy BbINOMHSAOT LLEHTPbI (Y3/bl) KOMMYyTaUMK coobuieHnin. OCHOBHOE
dYHKLUMOHANbHOE Ha3Ha4YeHWe LeHTpa KOMMyTauum CooBLWEHUN —
obecneynTb aBTOMaATUYECKYlO nepepavy MHopmaumm oT aboHeHTa K
aboHEeHTYy B COOTBETCTBMM C afpPeCHbIM MPU3HAKoM coobWweHus n
TpeboBaHMAMU K Ka4eCTBY M HAZLEXHOCTU CBA3W.

MeTon kommyTaumm coobuweHun obecneynBaet HE3aBMCUMOCTb
paboTbl OTAENbHbBIX Y4aCTKOB CETU, YTO 3HAYUTENBHO MOBbLILLIAET 3DPEKTUB-
HOCTb MCMONb30BAHUS KaHaNIOB CBA3M MpU nepepadye oOoHOro U TOro Xxe
obbema nHdopmaumm (KoTopas B 9TOM crydae MoxeT gocturatb 80-90 %
OT MakCMMasnbHOro 3HaveHus). B cucteme ¢ koMmmyTaumein coobLieHuin
NPOVCXOANT CriaxmnBaHMe HECOrIaCOBaHHOCTU B MPOMYCKHOM CNOCOBHOCTH
kaHanoB 1 6onee apdeKTUBHO peann3yeTcs nepefadya MHOr0a4pPEeCcHbIX
coo0bLeHnn (Tak Kak He TpebyeTcs OQHOBPEMEHHOINO OCBOOOXAEHUS BCEX
KaHasoB Mexay y3NoM-nepegatimkoM 1 y3nom-npmemMHukom). lMNepepava
VHOOPMaLMN MOXET MPOU3BOAUTLCSA B IOOOE BpeMs, Tak Kak NpsiMast CBA3b
abOHEHTOB Apyr Cc ApyromMm HeobsizaTenbHa. K HegocTtaTtkaMm meToda cnenyet
OTHECTU OAHOCTOPOHHWIA XapakTep CBA3U Mexay aboHeHTamu ceTtu. Onsa
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6onee NoOMHONM 3arpy3ku KaHanoB U Ux 3OGEKTUBHOIO NCMNOSIb30BAHUS
BO3MOXHO COBMECTHOE MNPUMEHEHNE MNepeynCieHHbIX MeTO40B KOMMYyTa-
LMW, OCHOBOW KOTOPOro CAyXar crieayoluime yCnoBug:

MCMOJIb30BaHME B OOHOM M TOM Xe y3/11e CBA3W annapartypbl ongd
KOMMYyTauUUM KaHasnoB 1 Ansg KOMMyTaumm coodLLeHnin (Bei6op TOro A MHOTO
crnocoba KOMMyTauumn B y3/e OCYLLECTBASETCS B 3aBUCUMOCTU OT 3arpy3Ku
KaHasioB CBSA3U);

opraHn3auus CeTn C KOMMyTaumMen KaHasnoB 719 Y3/10B BEPXHUX YPOBHEN
Mepapxmm n KOMMyTauMM COOOLLEHUA 0N HUXHUX YPOBHEN.

2.1.3. KommyTauusa nakeTtoB

B nocnepHune rogbl MogBUACS euwle OAMH Crnocob kKomMmyTauum
abOHEHTOB CeTn — Tak Ha3blBaeMasi KOMMYTaLUa nakeToB. JOTOT crocob
coyeTaeT B cebe psn NpeMMmylecTB METOLOB KOMMYTaLUM KaHasoB W
KoMMyTaumm coobuieHnii. NMpu KOMMyTauMn NakeToB Nepen Hadvasom
nepenayn coobLeHne pa3buBaeTcs Ha KOPOTKME NakeTbl GUKCMPOBAHHOM
OJIVHbI, KOTOpblE 3aTeM MepefarTcsd No ceTu. B nyHKTe HasHavyeHus 3Tu
rMakeTbl BHOBb 0ObeAVHSIOTCS B MepBOHAYanbHOE COOOLLEHNE, a TaK KaK KX
ONVUTeNbHOE XpPaHeHMe B 3anoMuHalowemM YCTPOMCTBE y3/ia CBA3U He
npepnosaraeTcd, nNakeTbl rnepenalTcs OT y3na K y3/y C MUHUMabHOM
3a0epPXKON BO BPEMEHW. B 3TOM OTHOLLUEHUM yKa3aHHbIN MeTon, Oan30K
MEeToOy KOMMyTaLMN KaHanos.

Mpn KOMMyTauuM NakeToB MX GUKCUPOBaAHHAA OJinHa obecnednBaeT
3ddeKTMBHOCTL 006pabOTKN MakeToB, NPeaoTBpaLLAET ONOKUPOBKY JIMHWUIA
CBSI3M N 3HAYUTESIbHO YMeEHbLIAaeT eMKOCTb TpebyeMOoin NMpoMeXyTOYHOM
namMaTu y3nos cBa3u. Kpome TOro, cokpallaeTcs BpemMda 3amep>XKu npu
nepepa4ye nHpopmauum, T.e. CKOPOCTb Nepenadm nHpopmaumm NpesbILLaeT
aHaIOrMyHy0 CKOPOCTb NPU MEeToAe KOMMYTaLUu COOBLLEHWIA.

K HepocTaTkam meToda cnenyet OTHECTU OLHOCTOPOHHMUIA XapakTep
CBA3N Mexay aboHeHTaMu ceTu.

PasnunyaroT ABa OCHOBHbIX TMMA CUCTEM CBA3U C KOMMYTaLMEr NakeToB:

1) B cuctemax nepBoro Tmna yCTPOMCTBO KOMMYyTaumu aHanuampyeTt
afpec MecTa Ha3Ha4YeHUsa KaXa0ro NPUHATOro nakeTa v onpenenger
KaHan, HeobxoAMMbI ONns nepegadn MHdopmaumu;

2) B cMcTemMax BTOPOro Tuna nakeTbl pacChiialoTCs MO BCEM KaHanam u
TepMuHanam, Kaxablih KaHan (TepmuHan), B CBOK o4yepenb,
npoaHann3npoBaB apec MecTa Ha3HayeHus nakerta U CpaBHUB ero
C COOCTBEHHbIM, OCYLLECTBASET NPMEM U JanbHENLWYO nepenavy
(0oB6paboTky) nakeTa MMOO UTHOPUPYET ero.

MepBbIli TUM CUCTEM KOMMYTaLMN NAKETOB XapaKTepeH A rinodanbHbIX
ceTell C OrPOMHbIM YMCNIOM KaHanOB CBSISM WU TEPMWHANOB, BTOPOM TuN
NMPUMEHUM ON9 CPaBHUTENIbHO 3aMKHYTbIX CeTell C HEBONbLIMM YUCIIOM
abOHEHTOB.
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2.1.4. ConpshxxeHue OBM u ycTpoMCTB B ceTaAX

CyuwiecTBeHHOEe BNNSHNE Ha OpraHu3auuio cuctemM o06padoTkM AaHHbIX
OKa3blBAlOT TEXHWYECKME BO3MOXHOCTU CPencTB, UCMOJIb3YEMbIX 04
conpsxeHusa (KomnnektosaHus) 3BM n gpyrux yctponcts. OCHOBHbIM
3N1IEMEHTOM COMNPSIXEHUS ABNSETCA UHTEpdENnc, onpeaensgioumnn 4Yncno
JIMHUIA, NCNONBb3YEMbIX AN Nepefayn CUrHanoB M AaHHbIX, a Takke cnocob
(anropunTtm) nepegadn nHdopmMaumn no JIMHUEM CBSSU.

Bce nHtepdeincsl, ncnonb3dyemsle B BT 1 ceTax, pasnendoTcd Ha Tpu
BWAQA: napasiesibHble, Nnocaen0BaTe/bHbIe, CBSI3HbIE.

lMapannenbHbii UHTEPGENC COCTOUT N3 OONbLUOro Yucna NUHWN, No
KOTOpPbIM Nepefayva JaHHbIX OCYLLECTBASETCS B NapasieslbHOM Koae (00blHHO
B BUAe 8-128 paspsagHbix cnoB). NapannenbHbli nHTepdenc obnagaet
©0/bLLIOK NPOMNYCKHOM cnocobHocTbio: nopsaaka 104-10° 6oa (6uTt/c). CTonb
6onblMe CKOPOCTU Mepefadn AaHHbIXx obecneymBarTca 3a cyeT
OrpaHUYeHHOM OauHbl MHTepdenca (0ObIHHO OT HECKOJIbKMX METPOB A0
LEecATKOB (O4E€Hb PEAKO A0 COTHW) METPOB).

lNocnenoBartesibHbIVi MHTEPOEVIC COCTOUT, Kak NpaBwuiio, U3 OAHON
JINHUK, JaHHBIE MO KOTOPOW nepenarTcs B nocnenoBaTesibHOM Koge. lNpo-
nyckHasg cnocoOHOCTb NocneaoBaTelbHOro uHTepdgeiica coctasnget 103-104
OuT/C NpW OAVHE NUHUK UHTepdeica OT AECATKOB METPOB A0 KUIOMEeTpa.

CBs3Hble MHTepgericbl copepxaT KaHafbl CBA3K, paboTa KOTOpbIX
obecneunBaeTca annapatypor nepegadn gaHHbix (AlM[), noBbilwatkouien
(B OCHOBHOM C MOMOLLIO cneumanbHbiX GU3NYEeCcKnx MeToaoB) AOCTOBEP-
HOCTb Nepeaayn gaHHbIX. CBA3HblE MHTepdeNchl o6ecneymBaloT nepegady
OAaHHbIX Ha NtoOble PacCTOAHMS, 0HAKO, C HEeOOJbLLIOK CKOPOCTLIO (B Npeae-
nax 10%2-10° 6uTt/c). MpuMeHeHne CBA3HbIX UHTEPdENCOB 3KOHOMNYECKM
LenecoobpasHoO Ha PacCTOSIHUM HE MEHEEe KUJIOMEeTpa.

B MHOronpouecCcopHbIX U MHOFOMALLNHHBIX BbIYMCANTENbHbLIX CUCTEMAX
MCMNONb3YIOTCA B OCHOBHOM MapasiesnibHble MHTep®dEenChbl Ang CONpPsXXeHus
OTOENbHbIX YCTPOCTB B OBM 1 TONbKO B OTAENbHbIX Clyyasax — nocneno-
BaTeslbHble MHTep®denChbl Ang NoaKItoYeHns nepudepuiiHblx yCTPoncTs. B
pacnpefesieHHblX CUCTEMAx M3-3a 3HAYUTEJIbHbIX PAaCCTOAHUN MeXAy
YCTPOMCTBaAMW MPUMEHAIOTCH NOC/IefoBaTelIbHblE N CBA3HbIE NHTEPPENCHI.
Ot opraHnsaumn MHTEPdENCOB MeEXOY YCTPONCTBAMM BO MHOMOM 3aBUCUT
opraHm3auust NporpaMMHOro obecneyeHus.

2.2. UndpopmMaLUOHHbIE ceTu

[Mporpecc B passButumM MUKPOMPOLLECCOPHOW TEXHUKWU cpenan ee
[OCTYMHOM MacCcoBOMY NMOTPeOUTENIO, a BbICOKAsA HAAEXHOCTb, OTHOCUTENBHO
HM3Kas CTOMMOCTb, MPOCTOTa 0OLEHNA C MoJib3oBaTeNeM-Hernpogpeccuo-
HanoM B 00NaCTU BbIYUCIIUTENIBHOW TEXHUKM MOCNYXWUNMU OCHOBOW A4
opraHmMsaumm cuctemMm pacnpenenieHHon o0paboTKM AaHHbIX, BKIHOYAOLLMX
OT pecatka go coteH MNOBM, 06beauHEHHbIX B BblYUCIUTENbHbIE ceTu. B
OTNNYME OT BbIYUCIIUTENBHbLIX CETel, co3gaBaeMbix Ha 6a3e 6onblunx SBM
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1 OXBaTbIBAIOLLMX 3HAYNTESIbHYIO TEPPUTOPUIO, CETU Ha B6ase NMIBM nonyunnu
Ha3BaHVE NOKasibHbIX, TaK KaKk OHM OPUEHTUPOBaHbI B NEPBYI0 o4Yepenb Ha
06begNHEHME BbIYMCUTESNbHBIX MaLLVH U NepudepPUnHbIX YCTPOMCTB, cocpe-
DOTOYEHHbIX HA HEDOJBLLLOM NPOCTPAHCTBE (HANpPUMep, B Npeaenax 0gHoro
NOMELLEHWs, 30aHVs, rpynnbl 30aHUI B Npeeiax HECKObKNX KUTOMETPOB).
MosieneHne JIBC no3BONMMNO 3HAYUTENIbHO MOBLICUTL 3PEPEKTUBHOCTb
npuMmeHeHna BT 3a cueT 6onee pauyioHanbHOMO UCNONb30BaHNS annapaTHbIX,
MPOrpaMmMHbIX U MHPOPMALMOHHBLIX PECYPCOB BbIYUCIUTENIbHOM CUCTEMBbI,
3HAYUTESIBHOIO YJIyYLLIEHUS 3KCrlyaTauMOHHbIX XapakTeEPUCTUK (B MNepByto
oyepenb MOBLILWEHUS HAAEXHOCTU) U CO34aHUSA MakCUMasbHbIX ya00CTB
Ans paboTbl KOHEYHbIX Nonb3oBaTenen. CpaBHUTENLHO HU3Kas CTOMMOCTb,
BbICOKas >XMBYYECTb M MPOCTOTA KOMMIEKTOBAHUA U akcnnyaTaumun JIBC,
OCHaLLEHHOCTb COBPEMEHHbLIMU ONepPaLMOHHbIMU CUCTEMaMKU Pa3INYHOro
Ha3HayeHUs, BbICOKOCKOPOCTHbIMN CpeAcTBaMu nepenaynm OaHHbIX,
ornepaTVBHOM N BHELLUHEN namMsaTbio OONbLLION eMKOCTU CNoCOOCTBOBaNU UX
ObICTPOMY pacnpoCTpPaHeHUIO Ans aBToMaTuM3aunm ynpaBieHYecKkolh
DedATeNbHOCTU B YYpexXOeHUsaX, Ha NpeanpuaTtnax, a takke Ans co34aHud
Ha MX OCHOBE MHGMOPMALUOHHbBIX, UBMEPUTESNbHBIX N YNPaBASIOLLNX CUCTEM
aBTOMaTU3aLNU TEXHOIOMMYECKMX U MPOU3BOACTBEHHbIX NpoLeccoB. OgHoOM
13 rnaBHbIX NPOBJIEM CO34aHUSA NoKaNbHbIX BbIYUCUTENBbHBIX CETEN ABNSeTcs
npobnema annapaTtHoW coBmMecTuMmocTu BT. B HacTosuiee Bpewms
BbluMcnuTenbHble cpeactea JIBC B OCHOBHOM 00bLEOUHSOTCS C MOMOLLbIO
BbICOKOCKOPOCTHbIX MO0 HU3KOCKOPOCTHbIX KaHaloB nepefayn AaHHbIX.
Takune BblHNCNTENbHbBIE CETU MOJTYYUIN Ha3BaHWE CBOOOOHOCBA3AHHbIX, Tak
Kak NpoTekaHne BblHUCANTENbHbIX MPOLLECCOB B HUX MOXET OCYLLECTBATLCA
ACUHXPOHHO. [lpn HE3HaAYUTENbHOW yOaNeHHOCTU BbIYUCINTENBHOIO
obopynoBaHus 6onee apPEKTVBHLIM CPEACTBOM CBA3U MEXAY OTAENbHBIMU
annapatHbiMM KOMNoOHeHTamu JIBC aBnaetcsa nocnenoBaTefibHbIN
nHTepdenc. Ero noctatoyHo BbicOKas NponyckHas cnocoOHOCTb MO3BONSET
MMeTb €OVHCTBEHHbIA KaHas nepefadyn OaHHbIX — MOHOKaHan; npm 3TOM
paboTa BCEM CUCTEMbI OCYLLECTBIISIETCA B PEXUME MYSbTUMIEKCUPOBAHMS.

Ona opraHmzaumm ceasm B JIBC ncnonb3yloTcd ABa MeEToAa KOMMyTa-
LWW: C YAaCTOTHbIM U BPEMEHHbLIM pasgeneHuem kKaHanos. [pu aToMm
aneMeHTaMy KOMMYTauUumn CNyXaTt KaHasbl U nakeTbl (CM. puc. 2.2).

Mpy KOMMyTaLMKW KaHANOB BbIAENSAETCH €AMHCTBEHHbIN KaHan (C 4acToT-
HbIM NN BPEMEHHbBIM pa3aefieHNEM) Ha BECb CeaHc CBA3W. [pu kKoMmyTaumm
MakeToB KaHaN CBA3UW BbIAENSETCS TOJNIbKO Ha BpeMs, Heobxoammoe ang
nepega4n ooHOro nakerta.

2.2.1. Knaccudukauua JIBC

Bce MHOXecTBO BMAOB JIBC MOXHO pas3fennTb Ha YeTbipe rpynnbl.

K nepBovi rpynne oTtHocsaTcs JIBC, OpMEHTUPOBAHHbIE HA MAaCCOBOrO
nonb3oBatens. Takne JIBC 06beaMHSAI0T B OCHOBHOM nepcoHasbHble 9BM ¢
MOMOLLBIO CUCTEM MNepefayn OaHHbIX, UMEKLWNX HU3KYIO CTOUMOCTb U
obecneunBaloWwmMx nepegadyy nHeopmaumm Ha paccrtoaHne 100-500 m co
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ckopocTbto 2400-19200 604.

Ko BTopori rpynne otHocaAtca JIBC, obbeguHsawowme, kpome MOBM,
MUKPOMPOLLECCOPHYIO TEXHMKY, BCTPOEHHYIO B TEXHOJIOrM4yeckoe obopyaoBa-
HWe (cpencTBa aBTOMaTU3aLMN NPOEKTUPOBaHNS, 06paboTKM JOKYMEHTa b-
HOM MHdOpMauuKn, KaccoBble annapaTtbl M T.4.), a Takxe CcpencTtsa
3neKkTpoHHOW no4yTtbl. Cnuctema nepenayn gaHHbIx Takmx JIBC obecnevnsaeT
nepepadvy vHdopmaumm Ha pacctogHme oo 1 kM co ckopocTbio ot 19 200
604 oo 1 M6oa. CToMMoCTb Nepeaayn AaHHbIX B TakMX CETSAX NPUMEPHO Ha
30% npeBbIlaeT CTOUMMOCTb 3TUX PaboT B CETAX NEPBON rpynnbl.

K rpeTtberi rpynne otHocATcs JIBC, o6beanHsiowme N3IBM, MyuHn-9BM
n 9BM cpegHero knacca. 9tn JIBC ncnonb3yotca ona opraHu3aunn
ynpaBieHns CNOXHbIMW MPON3BOACTBEHHLIMY MPOLLECCAMWN C MPUMEHEHNEM
POBOTOTEXHNYECKNX KOMMJIEKCOB U MTMOKMX aBTOMATU3NPOBAHHbIX MOAYNEN,
a Takxke ong Co34aHug KPYMHbIX CUCTEM aBTOMATM3auMm NPOEKTUPOBAHMS,
CUCTEM YMpPAaBNEHNS HAYYHbIMW UCCnefoBaHuaMmn 1 T.n. CuctemMsl nepenayn
OaHHbIX B Takux JIBC MMeloT CpeaHiolo CTOMMOCTb M 00ecrnedmnBatoT nepeaady
MHdOpPMaLUM Ha PaCCTOSHUE OO0 HECKOJIbKMX KMIIOMETPOB CO CKOPOCTLIO
120 M6oga.

Ona NBC uyerBepToOyi rpynnbl XapakTepHO 00bedMHEHME B CBOEM
cocTaBe Bcex knaccoB OBM. Takune JIBC NpuMeEHSIOTCA B CIIOXHbBIX CUCTEMAX
ynpaBieHns KpPynHbIM NPOM3BOACTBOM UM [aXe OTAENbHOW OTPaChbio: OHU
BKJIlOYAOT B cebs1 OCHOBHbIE 3NEMEHTHLI BCex npeaplaywmx rpynn JIBC. B
pamkax gaHHor rpynnbl JIBC MOryT npMMeHATbCA pasfnyHble CUCTEMBbI
nepenayn AaHHbIX, B TOM Yncne obecrnedmsarolme nepegady nHdopmaumm
co ckopocTbio oT 10 go 50 M6opn Ha paccTtosHne oo 10 km. Mo cBouM
GYHKUMOHANbHBIM BO3MOXHOCTAM JIBC 970N rpynnbl Mano Yem OTAndarTcs
OT PErnoHasbHbIX BbIYMCIIUTENBHbIX CETEN, 0OCYXMBAIOLLMX KPYMHbIE ropoaa,
parioHbl, o6nacTn. B cBoeEM COCTaBe OHW MOTYT COAEPXaTb PA3BETBIIEHHYIO
CeTb COEOMHEHUN MeXay pa3nyHbiMU abOHEHTAMU-OTAPABUTENSMU U
nosiyyarensaMmm MHpopmauun.

Mo Tononormnyeckum npusHakam JIBC genarca Ha ceTu crnemyroLlmx
TUMNOB: C 06Lel LNHOM, KOJIbLEBbIe, nepapxmdeckue, paaguasibHbie y
MHOIrOCBSI3HbIE.

B JIBC ¢ obueri wunHoi (puc. 2.3, a) ogHa U3 MallunH, Kak nNpasBuio,
CNY>XWT B KQYECTBE CUCTEMHOIO 0OCNYXMBAIOLLLErO YCTPONCTBa, obecneym-
BalOLLIEr0 LIEHTPaNn30BaHHbIA O0CTyN K 0OWwuM ¢gannam n 6asamMm OaHHbIX,
neyaTalLMM YCTPOMCTBAM U OPYrMM BbIYUCINTENBHLIM pecypcam. JIBC
JaHHOro Tvna npuobpenu 60blUy0 MONyNSpPHOCTL Gnarogaps HU3KOM
CTOMMOCTW, BbICOKOW TMOKOCTU M CKOPOCTM MNepenaydm OaHHbIX, IErKOCTu
pacLuMpeHns ceTn (NoAKIOYEHNE HOBbLIX aDOHEHTOB K CETU HE CKa3blBAeTCSH
Ha ee OCHOBHbIX xapakTtepucTtukax). K HegoctatkaMm LWUWHHOWM TONOAOrnu
crnefyet OTHECTU HEOOXOAMMOCTb MCMOJNIb30BAHUS O0BOJIBHO CIOXHbIX
NMPOTOKOJIOB U YI3BUMOCTb B OTHOLLEHMN DU3NYECKMX MOBPEXAEHNI Kabens.

KonbuyeBasi Tornosorus (puc. 2.3, 6) xapakTepuayeTcsa Tem, 4YTO
vHdOopMaLMs Mo KONbLy MOXET NepeaaBaTbCs TObKO B OAHOM HanpasieHnn
1 BCE NMOAKMNoYeHHble NMOBM mMoryT yyacTBOBaTbh B €e NpuUemMe 1 nepegade.
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Mpn 5TOM abBOHEHT-NoNyYaTeNb A0JKEH MOMETUTb NOYHYEHHYIO MHPOPMALMIO
crneumanbHbiM MapkepoMm, MHavye MOryT MosiBUTbCH «3abnyguBlumMecs»
JaHHble, Mellalolme HopMasnbHoM paboTte ceTu. Kak nocnepoartesnbHas
KOHPUrypaums KosnbLo OCOBEHHO YS3BMMO B OTHOLLUEHUN OTKA30B: BbIXOL,
M3 CTpOS Kakoro-nmbo cermeHTa kabensd NpuBOOUT K MpekpalleHunio
obcnyxneaHusa Bcex nonb3oBatenen. Pazpabotynkm JIBC npunoxunnu Hemano
ycunuii, 4tobbl CNPaBUTLCS C 3TOM Npobnemoin. 3awmTa OT NOBPEXOEHUN
UM OTKasoB obecnedrBaeTcs NMOO 3amblkaHMEM KOJibLia Ha oOpaTHbIN
(oybnupylowmin) nyTb, NGO NepekstoyeHneM Ha 3anacHoe Kosblo. M B Tom,
1 B OPYrOM Cily4yae coxpaHsieTcs obuias KonbLieBas TONoNorms.
UNepapxnyeckas JIBC (KoHOUrypauus Tmna «4epeBo») NpencrtaBnseT
cobon bonee pa3BuTONM BapuaHT CTPYKTypbl JIBC, NOCTPOEHHOW HA OCHOBE
obuwen wuHbl (cMm. puc. 2.3, B). epeBo obpasyeTca NyTeM COeAUHEHUS
HECKOJbKMX LUNH C KOPHEBOW CUCTEMOM, rAe pa3MeLLaloTCs caMble BaXHbIe
komnoHeHTbl JIBC. OHO o6nagaeT HeoOXxoaMMon rMbKOCTbIO A1 TOro, YToObI
oxBatutb cpencteamu JIBC HECKONbKO 3TaXewn B 34AHUM UKW HECKOJIbKO
30aHNIA Ha OAHOM TEPPUTOPUN, N PEATM3YETCS, Kak MpPaBuio, B CIIOXHbIX
CUCTEMAX, HACYMUTbIBAIOLWMX OECATKN N JaXe COTHU abOHEHTOB.
PanamanbHyro (38e340006pa3Hyio) KOHUrypawumio (CM. puc. 2.3, ) MOXHO
paccMatpuBaTth Kak AanbHenlee pasBuTne CTPYKTYpPbl «0ePEeBO C KOPHEM>»
C OTBETBJIEHNEM K KaXAOMY MOAKIIOYEHHOMY YCTPOMCTBY. B LeHTpe cetn
00ObIYHO pa3MeLlaeTcs KOMMYTUPYIOLLEE YCTPOMCTBO, obecneymBaloLLee
XM3HECNOCOBOHOCTb cncTtemsbl. JIBC nogobHOM KOHUrypaumm HaxoaaT Ham-
6onee yacToe NpMMEHEHNE B aBTOMATU3MPOBAHHbIX YYPEXAEHYECKMX CUCTE-
MaxX yrpaBfieHNSs1, UCMONb3YIOLMX LeHTpanbHyo 6a3y AaHHbIX. 3Be30000pas-
Hble JIBC, kak npaBuio, MeHee HageXHbl, 4eM C OOLEeN LWWHOWN nan
vepapxumyeckue, Ho ata npobnema pellaetTca oydbnmpoBaHMeM anmnapaTtypbl
ueHTpanbHoro yana. K Hegoctatkam MOXHO Takke OTHEeCTU 3Ha4MTeNbHOEe
notpebneHne kabens (MHOrga B HECKOJIbKO pas3 MpeBbillalollee pacxon B
aHaNornyHbIX MO BO3MOXHOCTAM JIBC ¢ 06WEeN LUMHOW UK MepapXUYecKnX).
Hanbonee CnoxHowm 1 ooporon aBnaeTcsa MHOroCBsI3Hasl TOMoJiorusi, B
KOTOPOM KaxAblil y3esn CBA3aH CO BCEMWU APYrMMU y3fnamMu CeTU (CM.
puc. 2.3, a). 9ta Tononorua B JIBC npumeHaeTcsa o4eHb peako, B OCHOBHOM
Tam, rae TpebyTcs NCKIYNTENIBHO BICOKME HAAEXHOCTbL CETU U CKOPOCTh
nepenayn OaHHbIX.
Ha npaktuke vaule BcTpevatotTcsa rubpuaHsie JIBC, npncnocobneHHbie
K TpebOBaHUSIM KOHKPETHOr0 3aKa34urka 1 coyetatolme dGparMeHTbl LUMHHON,
3Be34000pa3Hor U Opyrux Tornosioruii. BaxHoe 3HayeHne mmeeT BbIOOP
NPaBWIbHOM apXUTEKTYpPbl CeTU (JIOMMYECKON CTPYKTYPbl U MPUHLUMNOB
paboTbl MHPOPMALMOHHOWN ceTn).

2.3. B3anMoCBA3b OTKPbITbIX CUCTEM

XapakTep TOMonorMm CeTU oKasblBaeT B/IMSIHWE HA opraHn3auunio obmMeHa
nHpopmaymnen mexay ee aboHeHTamu. Kak npaBuno, Takoh oOMeH
nHdopmMaumen mexay aboHEHTAMM CETU OCYLLLECTBASIETCH C MOMOLLbIO
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dUKCMpPOBaHHbIX G10KOB (pparMeHToB) MHPOPMaALMM, KOTOPbIE Ha3blBAOT
nakeTamu. JTto60li nakeT, He3aBMCUMO OT Tuna cTpykTypsl JIBC, BktoYaeT B
cebs agpeca nosnydatens v oTnpaBUTeNs, COOBCTBEHHO OaHHble U, Kak
nMpaBuIO, KOHTPOJbHYIO CyMMY (puc. 2.4).

Anpec Agnpec HaHHbIC Kontponbnas
HOJIy4aTes OTIPABHTEIIA CyMMa

Puc. 2.4

Kaxxpoe ycTpOMCTBO MPUHUMAET MakeTbl, KOTOPble eMy afpecOoBaHbl,
npoBepsaeT KOPPEKTHOCTb MOJIyYEHHbIX OAHHbIX MO KOHTPOJIbHOW CyMMe U
MoChbISIa€T COOTBETCTBYIOLLMIA OTBET YCTPOMCTBY-OTNpaBmuTento. Nockonbky
OJHO YCTPOWCTBO MOXET MoJjlyyaTb NakeTbl OT HECKObKUX YCTPOWCTB, aapec
oTnpaBuTens sBnsieTcs ob6s3aTenbHON YacTbio popmara.

CtpemutenbHoe passutue JIBC, ncnonb3oBaHMe B HUX TEXHUYECKUX U
nporpamMmMHbIX CPEeACTB, NPON3BOAMMbIX YAaCTO B pPa3HbIX CTpaHax, caenanuv
HEeobXoAUMbIM MPUHATUE MeXAYHapPOAHbIX COrnalleHuin, CTaH4apToB Ha
nepegadvyy MHGopmauumn, T.e. Ha XapakTePUCTUKMN KaHaNoB CBSA3U, CTbIKOBKU
M3BM c kaHanamu CBg3u, npaBuaa CTbIKOBKW CeTen Apyr C APYrom,
MPOTOKOJIbl MEXMaLlIWHHOr0 U MEeXCeTeBOro B3auMoOencTBua u T.4.
KoHuenummn ceTeBbiXx NPOTOKOIOB Pa3BMBaIMCh B nocnenHne 25 neT un 6biin
HanpasfieHbl Ha peLleHne Cnenylowmx 3ajaq:

1. OBecneynTb TOrnMYecKyo 4eEKOMMNO3ULMIO CNOXHOM CeTU HA MEHbLLIVE,

6onee NOoHSATHbIE YacTu (YPOBHM).

2. 06ecneynTb cTaHoapTHble UHTepdEeNCbl MEXAY CEeTEBbLIMU
GYHKLUNGAMN, Hanpumep, cTaHoapTHble MHTepdENChl MeXAy
moaynamu MO.

3. O6ecneunTb CUMMETPUIO B OTHOLUEHUN DYHKUWUIA, peann3yembliX B
KaxaoM y3rne cetu. Kaxablil ypoBeHb B HEKOTOPOM Yy3/e ceTu
BbIMOJIHAET Te Xe (YHKUUWU, KaKMe BbIMOJHAITCS aHanorn4HbIM
YPOBHEM B OpYrom y3ne.

4. ObecneynTb CpeacTBa NpeackasaHus U3MEHEHUN U yrpaBfieHns
M3MEHEHUSMU, KOTOPbIE MOIYT ObITb BHECEHbI B CETEBYIO NOruky (MO
WA MUKPOMPOrpammbl).

5. ObecneunTb NPOCTOM CTaHAAPTHbLIN A3blK KOMMYHMKaUMM pa3paboT-
YMKOB CETEN, aMUHUCTPATOPOB, GUPM-NOCTABLUVKOB U MOJIb30Ba-
Tenew, NCNonb3yeMblii MpU 0BCYXAEHUN CETEBbIX DYHKLMINA.

2.3.1. YpoBHu B3aumopeicteua B JIBC

MexnayHapoaHas opraHm3dauma no ctaHgaptusauum ISO (International
Standard Organization) nogrotosmuna nNpoekT 3TallOHHOW MOAENV B3anMO-
0EencTBns OTKPbITbIX MHDOPMaumoHHbIX ceTen (BOC) (oTkpbiTaa nHpopma-
UMOHHAA ceTb — WVHMOPMaALMOHHAA CeTb, B KOTOPOWN B3auMOOENCTBUE

CoBpeMeHHbIi N'yMaHUTapHblii YHuBepcuTeT

67



BCEeX BXOSLLVX B €e COCTaB peasibHblX CUCTEM, a TaKXe €€ B3auMOoOeNCTBUE
C peasjibHbIMW CUCTEMaMU, HEe BXOASLWMMUN B ee COCTaB, NoAYUHAETCSH
TpeboBaHMam MexayHapoaHo opraHm3aumn no ctaHgapTnsaunu). Moaens
paspaboTaHa 1 NpuHATa B KAYECTBE MEXAYHAPOAHOIro CTaHaapTa 1 BKovaeT
CeMb YPOBHEWN, XapakKTEPUIYIOLLMX N0OYI0 CYLLLECTBYIOLLYIO CUCTEMY CBS3U U
B3aMMOOENCTBYIOWMX HA CTPOr0 MEPaApPXMUH4ECKOM OCHOBE MO NPUHLMUAY
«CHM3Y BBepx». OnpepeneHbl cnepyoue ypoBHU B3aUMOOENCTBUS:
PU3nYeckuii, KaHaslbHbIVi, CETEBOM, TPaHCMNOPTHbIV, CeaHCOBbIV, YPOBEHb
npeacTasBieHns AaHHbIX U MPUKAaaHON ypoBeHb (puc. 2.5). Ha ocHoBe
MOHATUS YPOBHEN BBEAEHO TakXe MOHATME CNYXObl B3auUMOCBA3U
OTKPbITbIX CUCTEM — COBOKYMHOCTb TEXHUYECKUX U (MNKN) NPOrpamMmMHbIX
CPEACTB, BXOAAWMX B COCTAB OTKPbITON MHPOPMALNOHHOMW CUCTEMBbI,
peanunsylowas corjlacoBaHHbIE MO FOPU3OHTaNM N BEPTUKANU (PYHKLMN
HEKOTOPOro YPOBHS M BCEX PaCMOIOXEHHbIX HUXe ypoBHeWN 6a30BOi
atanoHHon mogenu BOC v BeinoaHsaowasa GyHKUMM NOCTaBLUMKa cepBuca
019 KOMIMOHEHTOB CEeTU, KOTOPbIE PACMOJSIOXEHbl Ha4, ee rpaHuLen.

Dusnyeckuii m kaHasbHbIV YPOBHY 00PasyloT HUXHIOW rpynny u
HENoCpenCTBEHHO CBA3aHbl C KaHanoM nepegayv OaHHbIX.

dunsnyeckunii ypoBeHb OCYLLIECTBSIET COMNPsXXeHME C KaHanoM. PyHKLMK
Ha 3TOM ypoBHe obecrneymBaioT akTUBM3aLUMIO, NOOAEPXKKY U Ae3aKTUBaLMIO

I IpukmagHoH ypoBEHb DalIoBLIC H JHCKOBBIC

VpoBeHb MPeCTABICHHS | ™.~ | CCPBCPBL, Jp. CPSACTBA

CeaHCOBEIH YPOBEHB

TpaucnopTHEIH YPOBEHD OCwu Hepea):.[pecca’rop,
Netbios

CeTeBol YPOBEHB

KananeHelil ypoBeHb

PHIHYCCKHH YPOBEHD

T10
|
‘ Topr ‘

All
opT

IIOpT
| |

‘ Kanan mepegarm mapHeix ‘

mE

Puc. 2.5
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dU3nYecKon Lenn Mexny OKOHe4dyHbIM 00opyaoBaHMeM AaHHbix (O0) un
Ana.

KaHanbHbIli ypOBEHb OTBEYaeT 3a nepefadvy AaHHbIX No kaHany. OH
obecrneyunBaeT CUHXPOHU3ALMIO OAHHbLIX 4SS pa3rpaHnyeHns notoka 6UTos
13 ¢puamnyeckoro yposHsa. OH obecneymBaeT Takxe BuA, NMpencTaBiieHuns
6uTOB, co3paeT onpeneseHHble rapaHTUM ONnsg Toro, 4YToObl AaHHble
6narononyyHo npubbeiBanu B npuHumaouwee O0[. OH obecneumBaeTr
yrnpas/fieHrne NoTOKOM AaHHbIX, YTOObl rapaHTupoBatb, 4To OO/ He GypeT
neperpy>xeHo B Nto60ii MOMEHT BPEMEHU CIINLLIKOM 60NbLUINM KOMYECTBOM
JaHHbiX. OgHa U3 ero Hanmbonee BaxXHbIX QYHKLMIA COCTOUT B OOHapYXeHUN
ownbok nepegayn n obecnevyeHmn MexaHmama BOCCTAHOBEHUS B Cllydae
noTepW OaHHbIX, X AYOAMPOBAHNSA MU OLINOOK OAHHbIX.

B cnepylowyo rpynny BXOOAT CETEBOM U TPAHCMOPTHbLINA YPOBHMU,
KOTOpblEe «MPOKAAAbIBAOT» NyTb MHOPMALUM MEXAY CUCTEMOW-
OTNpaBUTENIEM U CUCTEMON-NOJy4aTeNeM 1 ynpasnsdaT NpoLeccom
nepena4v no 9ToMy nyTu.

CeTteBow ypoBeHb onpenenset nitepdenc OO/, nonb3oBaTens ¢ CETbIO
rMakeTHOM KOMMyTauum, a Takke mHTepdeinc apyx yctporictes OO, apyr ¢
OpYyrom B ceTu nakeTHom kommyTaumn. OH Takke onpenenset MapLipyTmsa-
LMIO B CETU U CBA3b MEXAY CeTAMU (MHTEPCETEBOW MPOTOKOI).

TpaHCNOpPTHLIA ypoBeHb oOecneymBaeT MHTEPdENC MeXay CeTbio
nepenayn OaHHbIX N BEPXHUMMU TpemMsa YPOBHAMMU (Kak npasBuno,
Haxo4sWVMNUCA B MeCTOpacrnosioXeHUn nonb3osartend). VIMEHHO 3ToT
YPOBEHb MPEenoCTaBAgeT Nosb3oBaTenio ¢pakynbTaTUBHbIE BO3MOXHOCTM
MoJslydYeHUsa cepBuca onpeneneHHoro kadectesa (M CTOMMOCTKU) OT CaMon
ceTu (T.e. CETEBOro YPOBHS).

TpeTbto rpynny 06pasytoT ceaHCoBbIN, YPOBEHbL MPEACTaB/IEHNS AaHHbIX
v npuknagHon ypoBHu. OHN HENMOCPEACTBEHHO CBS3aHbl C OpraHmM3aumen
B3aVIMOAENCTBUS MPUKNaaHbIX MPOrpaMm Nonb3oBaTenen, a Takxke ¢ BBOOOM,
XpaHeHnem, 06paboTKOM OaHHbLIX U Bblaayelr peldynbTatoB. Bce npouecchl,
MpoOXoAsaLIMe Ha MEPEUYUCTIEHHbIX YPOBHSX, HOCAT Ha3BaHWE MNPUKNIAOHbIX.
OTO rnaBHbIE MPOLECCH B KOMMYTALMOHHBIX CUCTEMAX; MMEHHO pagu HUX
cospatotcsa cetu, B ToM ymucne JIBC.

CeaHcOoBbI YPOBEHb CNYXUT MHTEPdENCOM NONb30BaTENS C YPOBHEM
TPaHCMOPTHbIX YCAyr. 3TOT ypoBeHb 0OecnevmBaeT CPeacTBa opraHm3auunm
obMeHa JaHHbIMU MeXay Nob30BaTeNSIMU, 1 NOJIb30BATENMN MOIYT BblIOpaThb
TUMNbI CUHXPOHN3ALMK U YMIPABEHWS, KOTOPbIE TPEDYIOTCS OT YPOBHS, Takme
Kak:

1. MNooyepenHO ABYyHarnpaBfiEHHbIA guanor UM OLAHOBPEMEHHO OBY-

Hanpas/ieHHbIN ananor.
2. TOYKU CUHXPOHU3ALMWN AN MPOMEXYTOYHOro KOHTPONSd M BOCCTa-
HOBNEHUS Npu nepegade $annios.

3. ABapuiiHOE OKOHYaHME U PecTapThl.

4. HopmasnbHas 1 yCKOpeHHas nepegada AaHHbIX.

YpoOBeHb NpeacTaBneHnsa OaHHbIX ONpPenenseT CUHTAKCUC AAHHbIX B
MoZenu, T.e. NpeacTaBeHne gaHHblX. Ero rnaBHas ponb, Hanpumep, COCTOUT
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B TOM, 4TOObI MPUHUMATb TUMbI JAHHbIX (3HAK, LLeSI0e YMUC0) U3 MPUKIagHOro
YPOBHSA 1 3aTEM COrrNacoBbIBaTb C YPOBHEM TOMO Xe paHra CUHTakcuyeckoe
npeacTasneHue (Takoe, kak ASCII). YpoBeHb npeacTtasneHms obecneymsaeT
oToOpaxeHne OaHHbIX Ha BUPTyaslbHOM TepMuHane, a Takke obecnedynsaeT
Takue ycnyru, Kak paspelleHve npuema 3eKTPOHHOro coobLlieHns oT
YPOBHS MPUSIOXEHUA N COrnacoBaHMe C OAHOPaHroBbiIM YPOBHEM Buaa
npencraBneHns CTpaHuubl (Hanpumep, ansa Tunorpadckoro Habopa) ong
ApYyroro NpPuKIagHoOro ypoBHS.

MpuknagHoOMW ypOBEeHb 3aHMMaeTCsd NOoALEPXKOW NMPUKIALHOro
npoLecca KOHeYHOro nonb3doBartend. B otnnumne ot ypoBHA npeacrasfieHns
JaHHbIX 3TOT YPOBEHb MMeeT Aefl0 C CEMAaHTUKOW OaHHbIX. YPOBEHb
COOEPXNT CEePBUCHbIE ANEMEHTbI A9 NOAAEPXKN MPUKNaaHbIX NPOLECCOB,
TakMx Kak ynpaBfieHMe TPyAOBbIMU pecypcamu, oOMeH GUHAHCOBbLIMU
OaHHbIMK, Nepefada/npueM a3bika NporpaMMmMpoBaHns 1 06MeH OeN0BbIMMU
DAaHHbIMW. OTOT YPOBEHb TaKXe NoAAEPXMBAET KOHUEMUUX BUPTYabHOrO
TepMuHana v BUpTyasibHOro gamnna.

Kaxablh U3 Ha3BaHHbIX BbIlle YPOBHEN BbINOJIHAET yKa3aHUs YPOBHS,
pacnonoXeHHOro Hag HuUM. Tak, PU3nyYyeckunin yposeHb obcnyxmeaeTt
KaHasbHbIi YPOBEHb, KOTOPbIM NPUHMMAET PACNOPAKEHNS CETEBOIO YPOBHS
u T.0. B pesynbrtate npuknagHon ypoBeHb UCMOJIb3YeT CEPBUC BCEX
OCTaJIbHbIX YPOBHEN MPOLECCOB B3aMOOENCTBUS.

3apava Bcex CeEMM YPOBHEN — 06ecnednTb HageXXHoe B3anMoaencTBme
npuknagHbiX (MHPOPMAaLMOHHbLIX) MpoLeccoB. pn 3TOM KaxXabll YPOBEHb
BbIMNOJIHAET BO3MOXEHHYI0 Ha Hero 3agady. OgHako ypoBHM paboTatoT Tak,
YTOObI B HYXHbIX CIydasx MOXHO Obl/i0 MPOBEPUTL PaboTy APYrMX YPOBHEN.
Hanpumep, ecnu KaHaNbHbI YPOBEHb Clly4aHO MPOMYCTUT OWMOKY,
MOSIBMBLUYIOCA Npu nepegadye vHdopmMaumu, To ee onpenennuTt U Ucrnpasut
TPaHCMOPTHbLIA YPOBEHb.

2.4. Bupycbl n aHtuBupycHoe No
2.4.1. OOGwMe cBegeHUs O BUpycax

KomMnbioTepHbIM BMPYCOM Ha3biBAaeTCd nporpamMmma (HekoTopas
COBOKYMHOCTb BbINOJIHAEMOrO KOAA/MHCTPYKLUMIA), KOTopas cnocobHa Co3-
[aBaTb CBOW KOMUU (He 0683aTesNIbHO NMOJIHOCTLIO COBNaaarLImMe ¢ OpurmHa-
JIOM) 1 BHEAPSATb X B Pa3nyHble 00bEKTbI/PECYPChI KOMMbIOTEPHbBIX CUCTEM,
ceTen 1 T.4. 6e3 Begoma rnosib3oBatesns. [1py 3TOM KOnmy COXPaHsaoT Crnocoo-
HOCTb AanbHelwero pacnpoctpaHeHus. Kak n niobas obblyHas nporpamma,
«arpeccmsBHasa» nporpamMmma noJKHa Mosy4nTb OOCTYN K MPOLLEeccopy, T.e.
JomkHa OblTb 3anyweHa. 9T nNporpamMmmbl MOTryT OblTb PE3UAEHTHBIMU U
HEPE3NOEHTHbIMW, HO HE3ABUCMMO OT pa3MeLLEHUS ABNSIOTCA NOTEHUM-
a/IbHO OMacCHbLIMW.

XOoTs BUpPYCHble aTaky CrlydatoTCs He O4YeHb 4acTo, obuiee 4Yncno
BMPYCOB C/IMLLKOM BENUKO, a yuep6 oT “XynuraHckux” [encTeuii Bupyca B
CUCTEME MOXET 0Ka3aTbCs 3HAYMTENbHbIM. CyLLECTBYIOT BUPYCbl, KOTOPbIE

CoBpeMeHHbIVi l'yMaHuTapHblii YHuBepcuTeT

70



MOryT NPUBECTU K MOTEpe Mporpamm, YHUHTOXWUTb AaHHble, CTEPETb
Heobxoanmytlo ans paboTbl KoMnbloTepa MHbOopMaLUio, 3annCaHHylo B
CUCTEMHbIX 00/1aCTAX NamMsaTu, NPUBECTU K Cepbe3HbiM cbosim B paboTe
KoMnbloTEPa. B pesynbtate aTnx OENCTBUI Bbl MOXETE HaBCcerga notepdarb
JaHHble, HeobxoauMble ons paboTbl, M MOHECTU CYLLECTBEHHbIA MOPasbHbI
U MaTepuanbHbli yuepb. “Onuaoemus” KOMMbIOTEPHOro Bupyca B dupme
MOXET MONIHOCTbIO Aectabunn3mpoBaTtb ee paboTy. [pn 3TOM MOXeT
npown3oiiTK c6oli B paboTe Kak OTAENbHbIX KOMMbIOTEPORB, Tak 1 KOMMbIOTEPHO
CeTu B LLESTIOM, 4TO NOBJMIEYET 32 coO0I NoTepto nHdopmMaunmn, Heo6XoaMMOl
O HopManbHOM paboThl, U NMOTEPID BPEMEHU, KOTOPOEe OyaeT 3aTpavyeHo
Ha BOCCTaHOBJIEHME [AHHbIX N NPUBELAEHNE KOMMbIOTEPOB U/WUAN CEeTU B
paboyee COCTOsIHME.

BHellHe gericTBMe BUPYCOB MOXET BblpaXaTbCs B TOM, YTO Nepuoan-
4yecku, Hanpumep, NO OOCTUXEHUN ONpPenesleHHOro BPeMEHU, BUPYC
aKTUBU3MPYETCS U BbIMONHAET Kakne-nmbo onepauum. B yacTHOCTU BMpYChI
MOryT: oToBpaxaTb Ha 3KpaHe NOCTOPOHHWE HAAMUCU 1 CUMBOJIbI, “OCbinaTh”
CUMBOJIbI, yXXe OTOOpaXxeHHble Ha 3KpaHe, nepes3arpyxatb KOMMblTep,
3amMennaTb paboTy KOMMNbIOTEPA, UCMONHATL BCEBO3MOXHbIE MENOOMN,
yoanatb dainbl U Katanorun, ctupaTb BbiOpaHHbIE ClyvyarHbiM 0OpasoMm
cekTopa XeCTKMX U r’MOKNX ONCKOB.

MpuHUMNManNbHO BUPYCbl MOTYT BbINOJHATL Nt00Oble aencTeus. OHK
OrpaHnymMBaloTCa TOJNIbKO daHTasmen aBTopa BMpyca U BO3MOXHOCTAMMU
KOMMblOTEPA.

TposiHCKME NporpaMmMbl BCTPEYAIOTCS 3HAYNTENbHO pPeXe, YEM BMPYChI.
TposiHCKME NpOorpamMMbl NPEACcTaBnsioT COO0M NPOrpamMmsbl, BbIMOHAKOLWIMNE
Kakme-nmbo nonesHble GYHKUMU, OOHAKO B OMNMpeneneHHbli MOMEHT OHU
MOFYT OOMOJIHUTESIbHO MPOU3BOOUTL HEKOTOPbIE 3N0BpefHble AelCTBUS,
Hanpumep, GopmMaTnpoBaTb XECTKUN ONCK.

B HacTosilee BpeMs pacrnpocTpaHeHne BUPYCOB AOCTUMIO MOUCTUHE
TMraHTCKNX PasMepoB U FPO3UT MoJib3oBaTensam 06e3BO3BpaTHOW noTepen
OAHHbIX, XPaHMMbIX HA KOMMbIOTEPE.

BupycCbl MOXHO pasfennTb Ha KjacChl NO CleayrLwyM NpU3HaKkam:

-MNo cpene obuTaHus BUPYCa;

-No cnocoby 3apaxeHus cpenbl 0OuTaHus;

-N0 OECTPYKTUBHbLIM BO3MOXHOCTSIM;

-N0 0COBEHHOCTAM anropuTMa Bupyca.

Mo cpene obuTaHnsa BUPYCbl MOXHO PasnenmTb Ha CeTeBble, GpaiioBble
1 3arpy3o4yHblie. CeTeBble BMPYCbl PACMPOCTPAHSIOTCS MO KOMMbIOTEPHOWN
cetn, GannoBble BHEAPHAIOTCA B BbINOJIHAEMble daisibl, 3arpy304Hble — B
3arpys3o04Hblin cekTop aucka (Boot-cektop) unm B CEKTOp, comepXxalinin
CUCTEMHbIN 3arpy34nk BuH4yecTtepa (Master Boot Record). CywecTtByioT
coyeTaHns — Hanpumep, ¢annoBO-3arpy304HblIE BUPYChI, 3apaxatoLlime Kak
dannbl, Tak U 3arpy3o4yHble CekTopa Aucka. Takue BMPYChbl, Kak NpasBuio,
VMEIOT LOBOJILHO CJIOXHbLIN anropuTM U 4acTO MNPUMEHSAIOT OpUrnHasbHble
MeTOoAbl MPOHUKHOBEHUS B CUCTEMY.

Cnocobbl 3apaxeHns OensarTcs Ha Pe3UOEHTHbIN U HEPE3UOEHTHbIN.
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PeanpeHTHbIN BUPYC Npu MHPULMPOBAHUN KOMMNbOTEPA OCTABASET B
onepaTtMBHOW MaMaTU CBOKO PE3ULEHTHYIO 4acCTb, KOTOpasd 3aTeMm
nepexesaTbiBaeT 0OpaLLEHNS ONEPALIMOHHON CUCTEMbI K 0ObEKTaM 3apakeHns
1 BHEAPSIETCS B HUX. Pe3naeHTHbIe BUPYChl HAXOAATCS B NaMATU U SBAFIOTCS
aKTUBHbIMU BMJAOTb A0 BbIK/IOYEHUS UKW nepe3arpy3km KoMnbloTepa.
HepesnaeHTHble BUPYCbl HE 3apaxaloT NamMaTb KOMMbIOTEPA U ABMSIIOTCS
AKTMBHbLIMWU OrpaHUyYeHHOEe BpeMsl. HeEKOTOpbIE BUPYChI OCTABASAIT B NaAMSTU
KoMnbloTepa HeboNblWNe pe3uaeHTHble NporpaMmmbl, KOTOpPbIE He
pacnpoCTPaHaIOT BUPYC. Takme BUPYCbl CHUTAIOTCH HEPE3ULAEHTHBIMU.

10 [ecTPyKTMBHBIM BO3MOXHOCTSAM BUPYCbl MOXHO pPasfenuTb Ha:

— 06e3BpenHble, T.€. HMKaK He BAusiioLLME Ha paboTy KoMMbloTepa (Kpome
YMEHbLIEHNS CBOOOOHOM MamMsaTM Ha OVUCKE B pe3yfibTaTe CBOEro
pacrnpocTpaHeHus);

— HeonacHble, BAMAHNE KOTOPbIX OrpaHNYMBAETCS YMEHbLUEHNEM
CBOOOAHOMN NamMsATV Ha Aucke U rpaduyeckumm, 3BYKOBLIMU U
npo4ynmu acpdektamu;

— OMacHble BUPYCbl, KOTOPbIE MOTYT MPUBECTU K CEPbE3HbIM COOSM B
pabote;

— OYeHb OnacHble, KOTOPbIE MOFYyT MPUBECTU K MOTEPE MpOorpamm,
YHUYTOXUTb AlaHHble, CTEPETb HEOOX0ANMYIO OJ151 PabOThI KOMMbIOTEPA
MHpOpMaLMIO, 3aNnCaHHYI0 B CUCTEMHBIX 061acTaX NaMsATU.

Mo ocoBeHHOCTAM anropyUtMa MOXHO BbIAENUTbL Cheaylowme rpynmnb

BUPYCOB:

1) KoMraHbOH-BUPYCbI (COMpanion) — 3TO BUPYCbI, HE U3MEHSOLNE
dannbl. AnroputM paboTbl 9TUX BUPYCOB COCTOUT B TOM, HYTO OHWU
cospatoT ans EXE-¢arinos ¢annbl-CrnyTHUKU, UMEIOLLME TO Xe CaMoe
nM$, HO ¢ pacwmpeHnem .COM, Hanpumep, ana darina XCOPY.EXE
cospaetca darin XCOPY.COM. Bupyc 3anuceiBaetca 8 COM-dann
M HuKak He nameHseT EXE-daiin. MNpn 3anycke Takoro darina DOS
nepBbiM 0OHAPYXUT 1 BbINONHUT COM-daiin, T.e. BUPYC, KOTOPbINA
3atem 3anyctut n EXE-dann;

2) BupycChI-“4epBu” (worm) — BUPYChbl, KOTOPbIE PACAPOCTPaHAIOTCS B
KOMMbIOTEPHOW CEeTU U, TaK Xe, KaK N KOMMNaHbOH-BUPYChbI, HE
N3MEHSIOT dannbl UM cekTopa Ha guckax. OHM NPOHMKAKT B NaMATb
KOMMblOTEepa N3 KOMMNbIOTEPHOW CeTU, BbIYMCAAIOT ceTeBble aapeca
OPYrux KOMMbIOTEPOB N PACChINAT MO 3TUM agpecam CBOWU KOMUN.
Takume BMpYCbl MHOrga co3gatoT paboyme dainbl Ha AUCKax CUCTEMBI,
HO MOryT BooOLle He obpallaTbCa K pecypcamMm KomnbloTepa (3a
VCKJIIOYEHMEM onepaTnBHOM NamMmaTti). K cyacTblo, B BbIYMUCIIUTESbHBIX
ceTtax IBM-koMnbioTEPOB Taknue BUPYChl NOKa HE 3aBEJIUChH;

3) “napasntunyeckme” — BCe BUPYCbI, KOTOPbIE MPU PacnpPOCTPaHEHUN
CBOUX KOMUI 00693aTENbHO U3MEHSIOT COAEPXMMOE OUCKOBbIX
CEKTOPOB 1nn ¢annos. B aTy rpynny OTHOCATCS BCE BUPYCbI, KOTOPbIE
He aBnATCS “4yepBAMK” AN “KOMMNAHBbOH”;

4) “ctyneH4eckme” — KparHe NPUMUTUBHbBIE BUPYCbl, YaCTO Hepes3u-
OEeHTHble 1 copepkalume 60sblloe YNCAO owKnboK;
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5) “crenc”-Bupycsi (BUpYCbI-HEBMONMKK, stealth), npepcrasnsiowme

co0boW BecbMa COBEpPLLEHHbIE MPOrpaMMbl, KOTOPbIE NepexBaTbiBaloT

obpauteHns DOS k nopaxeHHbIM darinamMm nnm cektopam LUCKOB U

“noacTaBnsioT” BMECTO cebsl He3apaXeHHbIe Y4aCcTku MHDOpMaLnN.

Kpome aToro, Takme BupycChbl Npyn obpaLleHnm K gpainam Ncnosb3yoT

[0CTaTO4YHO OPUrMHasbHbIE aNropPUTMbI, MO3BONSAOLLME “OOMaHbIBATL”

PE3VAEHTHbIE @HTUBUPYCHbIE MOHUTOPbI;

“nonnmopduk”-Bupychi (CamoLLNGPYIOLLMECS NN BUPYChI-NPU3PaKku,

polymorphic) — goctato4yHoO TpyAHO OOHapyXMBaeMble BUPYCbI, He

VMEIoLLMe CUrHatyp, T.e. He coAepXaluye HU OOHOro NMOCTOAHHOIO

yyacTka koga. B 6onblumMHCTBE cryyaeB aBa obpasLia 0gHOro u Toro

Xe nonmMopduk-Bmpyca He OyayT MMETb HM OOHOro COBMaAeHUS.

910 pocTuraetca wWndpoBaHMEM OCHOBHOroO Tena Bupyca u

MoaudUKaumMaMn nporpamMmbl-pacLlndpoBLLMKa;

MakpOoBUPYCbl — BUPYCbl 3TOr0 CEMENCTBA UCMOJIb3YIOT BO3MOXHOCTU

MaKkposi3blKkOB, BCTPOEHHbIX B CUCTEMbI 00pPabOTKM AaHHbIX

(TEKCTOBbIE peaakToOpbl, ANEKTPOHHbIE Tabnuubl 1 T.4.). B HacToswee

BpeEMS Hambonee pacnpoCTpaHEeHbl MakpPOBMPYChI, 3apaxatouine

TekCToBble OOKYMeHTbl peaakTtopa Microsoft Word.

OCHOBHbIE CMMMATOMbI BUPYCHOIO MOPaXeHus crnenyoLume:

— 3amMepjieHne paboTbl HEKOTOPLIX NMPOrpamMm;

— yBenMyeHne pasmMepoB ¢ainnoB (0COOEHHO BbIMOHAEMBbIX);

— MOsIBNIEHME HE CYLECTBOBABLUMX paHee “CTpaHHbIX” daiinos;

— YMeHblIeHNne obbema AOCTYMHOW onepaTUBHOM namaTtu (no
CPaBHEHMIO C OObIYHbIM PEXMMOM PaboThbl);

— BHE3anHo BO3HMKalWwMe pasHoobpa3Hble BUOEO- U 3BYKOBbIE

appeKThI.

Mpn BCEX NEPEYUCNEHHbIX BbILLE CUMMTOMAax, a Takxe npu Lpyrux

2

2

“CTpaHHbIX” NPosiBNEeHnsX B paboTe CUCTEMbI (HeyCcToMYMBas paboTa, YyacTble
“camocToaTeNbHbIE” Nepe3arpy3ku U NPoYee) pekoMeHayeTca HeEMeaJIEHHO
NMPOM3BECTM NPOBEPKY CUCTEMbI HA HaNM4YMe BMPYCOB C MOMOLLIbIO KaKON-
MO0 aHTUBUPYCHOWM Nporpammel. Mpu aToM nyylle, ecnv nporpammMa oynet
MMETb CaMylo MOCNIEHIOID BEPCUIO U CaMble CBeXWe O0OHOBNEHUSN
aHTUBMPYCHBIX 6a3.

OfOHMM N3 OCHOBHbIX METOAOB 60pb6bl C Bnpycamum 4BNIdeTCH, Kak N B

MeauumHe, cBoeBpeMeHHas npodunaktuka. KomnbloTepHasa npodunaktmka
COCTOUT U3 HeBONbLWOro KONMMYecTBa NpaBui, cobnogeHne KOTOpPbIX
3HAYUTESIBHO CHMXAET BEPOATHOCTb 3apaXeHUs BUPYCOM U YyTEpU KaKUX-
b0 paHHbIX. K HUM OTHOCHATCS cnepylolme Mepbl.

+ Ob6g3aTeNbHO AenanTe perynspHoe pe3epBHOE KOMMPOBaHME.

+ Mokynante gUCTpUOYTUBHBIE KOMWM NPOrpaMMHOro obecnevyeHuns y
odurumanbHbIX NMPOAaBLIOB.

+ Cosparite CUCTEMHYIO OMCKETY. 3anulinMTe Ha Hee aHTUBUPYCHbIE
nporpamMmsbl. 3almMTUTe OUCKETY OT 3annCH.

+ Mepuogmnyeckn coxpaHsainTe dainbl, C KOTOPbIMU BeaeTcs paboTa,
Ha BHELLUHWI HOCUTENb, HANPUMEP, Ha ANCKETHI.
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+ MpoBepsrTe nepen UCNOAb30BaAHMEM BCE AMCKETbl. He 3anyckarte
HenpoBepeHHble ¢aiibl, B TOM YUCE MNOJIy4EHHbIE MO KOMMbIOTEP-
HbIM CETAM.

+ OrpaHmnybTe Kpyr nuu, AONYWEHHbIX K paboTe Ha KOHKPETHOM
KOMMbloTepe.

« Meproanyeckn npoBepsnTe KOMMNbIOTEP Ha Hanuyne BUPYCOB. [pwn
3TOM MOJIb3YNTECH CBEXUMMU BEPCUSAMU aHTUBUPYCHbIX MPOrpamMm.

2.4.2. MexaHnam [eucTBUSA BUPYCOB

KpaTko oxapakTtepusyem BUPYChl U UX BAUSHUE Ha paboTy KOMMbloTepa.

DANNOBBLIE BUPYCbI. O6nacTtbio 06utanma $paiinoBbix BUPYCOB
aBnsoTCca ¢darnbl. Bupycbl 3anucbiBaloT CBOW KO B TENO MNPOrpamMmMHOro
daina Takmum ob6pasom, HTO Mpu 3anycke nporpamMmmbl BUPYC MepBbIM
nonyyaeT ynpasneHne. Coenas cBOe 4epHOe Oeno, BUPYC nepepaet
ynpaBfeHne 3apaxeHHOoW nporpamMme, Tak YTO MONb30BaTeflb HUYErO He
3amMeyaeT. [Mpun 3anycke BUPYC CKaHMPYET SIOKaNbHbIE ANCKN KOMMbIOTEPA U
ceTeBble KaTanorm B NMOMCKax o4epenHoi XepTBbl. [locne Toro kak
noaxoasiwmii nporpamMmMHbin gann OyaeT HageH, BUPYC 3annuchiBaeT B HErO
CBOW KoA,.

MexaHnam pacnpocTtpaHeHns ¢anioBbiX BUPYCOB OOCTATOYHO MPOCT.
CospaTtenb BUpyca HaMepeHHO 3apaxkaeT Kakon-mbo nporpamMMHbIin daiin
M 3anncbiBaeT ero Ha 3NeKTPOHHY O0CKy oObsiBneHun BBS, FTP-cepsep,
nocbiNaeT B TeNEKOHPEPEHUMIO nnn otoaeT npuatenio. Kak npasuno, ons
3apaxeHus BbIOMpaeTcs YTo-HMOYab MHTEPECHOE: HOBag Urpa, CaMopackpbl-
BAlOLWIMNCA apxXMB C MNpUBJiEKaTENIbHbIM HA3BaHWEM WM HOBaAs BeEpPCUS
MONyJISPHON NPOrpamMmbl.

MonyynB HOBYID Urpy OT XOpPOLIEro 3HakoMoro, gaxe ObiBanble
CMICTEMHbIE aAMUHNCTPATOPbI U OMbITHbIE NPOrPaMMUCTbl HE BCErga MoryT
yaepxaTtbCsi OT TOro, 4tobbl cpasy Xxe ee 3anycTuTb. Pe3ynbTaT MOXeT
okasaTbCa nnaveBHbIM. CnepoBano Obl BHavasne NMpPoOBEPUTbH NpPOrpammy
AHTVBMPYCaMU, HO Takas MPOBEPKA TOXE HEe AAET NOIHOWM rapaHTUN — Kaxapln
[eHb NOSIBASIOTCS BCE HOBbIE U HOBbIE BMPYCHhI.

Camblli NpocToih cnocob rapaHTMpPOBAHHO yaalnTb BUPYChbl C
KOMMblOTEPA 3aK/O4YaeTcsd B TOM, 4TOObI nocne GopmMaTMpoBaHUSA OucKa
KOMMbIOTEPA Ha HU3KOM YPOBHE YCTAHOBUTb OMNEPALMOHHYID CUCTEMY U
NpUKNagHble NPOrpaMmsbl C IMLLEH3VOHHBLIX AUCTPUOYTMBOB, U B falIbHENLLEM
n3beratb MCNOSbL30BaHMUS HENNLLEH3NOHHbIX, 6ecnnaTHbix (Freeware) u
ycnoBHO-6ecnnaTtHblx (Shareware) nporpamm.

OpHako B XM3HM Tak OblBaeT O4YeHb penko. [daxe u3d yucna Tex, KTo
MONb3YeTCHa TONbKO ANLUEH3UMOHHLIMW NporpamMmmamMu, HangeTca Hemano
noaen, y Koro eCTb YCNIOBHO-OeCnIaTHble apxXnBaTopbl, EMOHCTPALNOHHbIE
Bepcum urp, BecnnaTHble cpencTea gocTyna K Internet nnu aHanornyHble
cpenctBa. CBoGOAHLIA OOMEH 3TUMKM MporpaMMamum MOXeT NMPUBECTU K
BUPYCHOMY 3apaXKeHuIo.

Ho n B TOM cnyyae, ecnu Bbl HE MNOJib3yeTeCb nporpaMmamu
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COMHUTEJIbHOI0 NPOUCXOXAEHNS, Bbl MOXETE NONYYNUTb OTHOCUTENIbHO HOBYIO
pPa3HOBMOHOCTL HanNoBOro BUpyca — MakpoOKOMaHOHbIN BUPYC, pacnpocTpa-
HSAIOLLNICA C JOKYMEHTaMM OPUCHbIX NPUIOXEHNI, Taknx kak Microsoft Word
for Windows unu Microsoft Excel for Windows. JokymMmeHTbl OPUCHbIX
NPUAIOXeHNn copepxaTt B cebe He TONbKO TEKCT U rpaduyeckune
M300paxeHns, HO U MakpPOKOMaHAbl, KOTOPblE NPEACTaBNAT COOON HNYTO
MHOE Kak mporpamMmmbl. T nNporpamMmbl COCTABAAIOTCSH Ha A3blKe,
HanoMunHawouwem bencnk. Bupyc MoxeT M3MEHATb CyUleCTBylOLWME
MakpokoMaHabl 1 0,06aBnATb HOBbIE, BHEAPSAS CBOE TENO B dalinl JOKYMEHTA.

MexaHn3m pacnpocTpaHeHns MakpOKOMaHOHbIX BMPYCOB OCHOBaH Ha
TOM, 4YTO CYLLECTBYIOT MakKpOKOMaHAbl, KOTOPblE 3anyckakwTcsd npu
OTKPbIBAHMN AOKYMEHTa AN PefakTUPOBaHUS UK NPU BbIMOHEHUN OPYruX
onepauuin. PazpaboTymk MakpoOKOMaHAHOro Bupyca 6epet 6e3006uaHbIN
dann ¢ nmeHem, Hanpumep readme.doc, 1 3anUCbIBAeT B HEr0 OOHY WUAW
HECKOJIbKO BUPYCHbIX MakpOKOMaHz, HanpuMmep, BUPYCHYIO MakpokOMaHOy
c umeHem AutoExec. Korga Bbl OTKpbiBaeTe Takon dana npm nomMoLuun
TekcToBoro npoueccopa Microsoft Word for Windows, aTta makpokomaHaa
OyneT aBTOMaTUYECKM 3anyllieHa Ha BbIMoIHEHME. [1py 3TOM BUPYC MOAYYUT
yrpaBfieHME N MOXET 3apa3uTb Apyrne AOKYMEHTbI, XPaHALLMECS Ha BalLmX
onckax. Ecnn BupycHasa makpokomaHza umeeT uma FileSaveAs, 1o
pacnpocTpaHeHne Bupyca 0yaeT NponNcXoauTb NPU COXPaHEHUN JOKYMEHTA.

Onga npenoTBpalleHns 3apaxeHns MakpoKOMaHOHbIMU BUPYCaMU Bbl
OOJXHBI nepes, NPOCMOTPOM MU PefakTUPOBaHUEM MPOBEPSATb HOBbIE
darinbl JOKYMEHTOB C MOMOLLbIO @HTUBUPYCHbLIX MPOrpamMm, CnoCcOBOHbIX
MCKaTb TakKne BUPYCHI.

3AIrPY304HbIE BUPYCbI. BTtopas 6onbluas rpynna BUPYyCoOB — 3TO Tak
Ha3blBaeMble 3arpy304Hble BUPYChl. PAacnpocTpaHeHe U akTMBM3aums aTumx
BMPYCOB MPOUCXOOMT B MOMEHT 3arpy3km OrnepaumoHHON CUCTEMBbI, eLle
00 TOro kak nonb3oBaTeslb ycrnen 3anycTuTb KaKylo-nrMbo aHTUBUPYCHYIO
nporpammy.

Ons Toro 4ytobbl Bam Oblal MOHATHEE MEXaHWU3M pacnpoCTpaHeHUs
3arpy304HbIX BUPYCOB, HAMOMHMM, Kak NpPOTEKaeT MPOLLEeCC Ha4vanbHOM
VHUUManmM3aumm KOMMbioTepa 1 3arpy3km onepauyioHHON CUCTEMBbI.

Cpasy nocne BKIKOYEHUS 3NEKTPONUTaHUSA KOMMbIOTEPA HaYMHaeT
paboTaTb nporpaMma MHUUManM3auuu, 3anncaHHas B NMOCTOSHHOM
3anoMuHaloLLeM yCTponcTBe 6a30BON cucTeMbl BBOAa/BbiBoAa BIOS. Ota
nporpamMmMa npoBepsieT OonepaTUBHYID NaMATb U Apyrve ycTponcTsea
KoMMbloTEpA, @ 3aTeM nepenaeTt ynpaBfieHWe nporpamMmme HavanabHOMN
3arpy3ku, Kotopas Takke HaxoamTca B BIOS.

MporpaMmma HavyanbHOM 3arpy3ku MbiTaeTCs 3anucaTb B OMEpPaTUBHYIO
namsiTb COAEPXMMOE CaMOro NepPBOro CEKTOPA HYJIEBOW OOPOXKN XXECTKOrO
ancka, B KOTOPOM HaxoguTcs rnaBHas 3arpy3odHasa 3anmcb Master Boot
Record (MBR), nn6o copepxmmoe camoro nepBOro cektopa HyJieBoi
DOPOXKN ANCKETbI, BCTABNEHHON B YCTPOMCTBO A:. DTOT CEKTOP COAEPXUT
3arpysoyHyto 3anmcb Boot Record (BR).
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Bbi6op cnocoboB HavasibHOM 3arpy3ku 3aBUCUT OT MHOIMMX GakToOpOB.
Ecnm komnbloTep He 060pynoBaH XECTKMM AMCKOM, TO nmporpamma
HayvasIbHOM 3arpy3Ku NOMbITAETCH NPOYNTATb 3arPy304HYHO 3anncb C OUCKETHI.
Ho Takas nonbiTka 6yaeT npeanpuHaTa ToNbKo B TOM Crlyyae, ecnuv B Tabnuue
KOHUrypaumm kKomMmnbloTeEPa yka3aHo, 4YTO HakonuTesb Ha ¢aonnu-gucke
npucyTcTByeT. HanomMHuMM, 4To Tabnuuya KoHGUrypaumm KomnbloTepa
XPaHUTCH B 9HEPIrOHE3aBUCMMOM NaMAaT N MOXET U3MEHSATLCS MNPy MOMOLL
nporpammbl BIOS Setup.

Ecnn B KOMMblOTEPE MMEETCS XECTKUI ANCK N OH MPaBUJIbHO ONMMUCaH B
Tabanue KoHoUrypaumm KomnbloTepPa, NMOCNEeA0BaTENbLHOCTb 3arpy3Kku
3aBUCUT OT BbIOOpA, CAENaHHOro Npuy NOMOLLM BCe TOW Xe nporpammel BIOS
Setup. Nonb3oBaTenb MOXET ykasaTb, YTO KOMMMbIOTEP A0JIKEH 3arpy>XaTbCs
MBO TONBbKO C XEeCTKOro ancka, Mmbo ¢ ANCKETbI, BCTABIEHHOW B YCTPOCTBO
A:, a ecnim Takon ONCKETbl HET, TO C XECTKOro amcka. Bo3amoxHbl n gpyrue
cnyyaun, 34eCb BCE 3aBUCUT OT KOHKpEeTHOM peanundaunn BIOS.

MTak, cywecTBylOT ABE BO3MOXHOCTM 3arpy3nTb OnepaunoHHYo
CMCTEMY — C XXECTKOro aucka unm ¢ guckeTbl. PacCMOTpUM BHavyane nepeyto
BO3MOXHOCTb.

[Mpun 3arpyske C XecTKOoro aucka B naMsiTb No GUKCUPOBAHHOMY afpecy
YynTaeTca CoOepXMmMOe FNaBHOW 3arpy3oyvyHor 3anucu. ITa 3annchb
npeactaBngetT codbol nporpammy, 3agadeil KOTOpPoW SBNSeTCs 3arpyska
onepaumoHHOMW CUCTEMBbI C florn4yeckoro aucka. Kak arta 3arpyska
BbINOJIHAETCA?

3arpysuymk, pacrnofioXeHHbI B rMaBHOM 3arpy3o4Hoi 3anucu MBR,
npocmarpmeaeT Tabnuuy pasaenos amcka Partition Table, koTopas HaxoamnTcs
B TOM € CEeKTOpe Aucka, 4Tto n cama 3anucb MBR. [locne Toro kak B aTo
Tabnuue 6yneT HaloeH pasnen, OTMEYEHHbIN Kak akTUBHbIN, BbIMNOJIHAETCH
yTeHMe camMoro NepPBOro CekTopa 3TOro pasgena B OnepaTvBHYIO NaMaTb —
cekTopa 3arpy3o4yHoirt 3anncu BR. B aTom cekTope HaxoguTtcs ewe oamH (1)
3arpys4mk, Ha 3TOT pa3 NoCAEOHUN.

3apayen 3arpy3dnka BR aBngeTca cumMtbiBaHNE B ONEPATMBHYIO MNaMATb
CTapTOBbLIX MOAYNEN ONEPALMOHHON CUCTEMbI U Nepefadya UM yrpasiieHUs.
Cnocob 3arpysku, 04eBUAHO, 3aBUCUT OT OMNEPaLMOHHON CUCTEMBI, MO3TOMY
Kaxkaasi onepaunoHHas cUcTeMa MMeeT CBOM COOCTBEHHbLIN 3arpy3dnk BR.

Tenepb 0 3arpy3ke ¢ ANCKETbI. ATOT NPOLLECC HAMHOIO NPOLLE, TakK Kak
dopmaTt guckKeTbl B TOYHOCTM COOTBETCTBYET pOopMaTy JIOrMYECKOro Ancka.
Camblili NepBbIi CEKTOP HYNEBOM JOPOXKM ONCKETbI COOEPXUT 3arpy304HYHO
3anucb BR, KoTopas ymTtaeTcs B namatb. [locne 4teHus en nepegaeTtcs
ynpaBneHue. 3aMeTuUM, 4TO AUCKETbl MOryT OblTb CUCTEMHBLIMU U
HECUCTEMHbIMU.

Bbl 3HaeTe, 4TO cnuctemHyio guckety MS-DOS MOXHO NoAroToBUTL Npun
nomowm komMmaHabl format, ykazaB e nmapameTp /s, nMbo npu NOMOLLM
KOMaHAabl Sys. V1 B TOM, 1 B OPYromM ciy4ae B MNepBbll CEKTOP HYNEBOW
[OPOXKM ANCKEThI 3anNUCbIBAETCA NPOrpamMmmMa HavanbHom 3arpy3km MS-DOS.

Ecnn xe gucketa Obina oTdpopmaTtmpoBaHa komaHpon format 6e3
napameTpa /s, oHa OyneT HecucTeMHol. Tem He MeHee, B NepBbl CEKTOP
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HYNEeBOW OOPOXKW AMNCKETbl BCE PaBHO 3anucbiBaeTCsd nporpamma,
€0VHCTBEHHbIM Ha3HaYeHWemM KOTOPOWN SBNSETCS BbIBOA, COOOLLEHUS O
HeobOxoaumocTy BcTaButb B HFM/L, cucTeMHyO AUCKETY.

JaHHOe 06CTOATENBCTBO — MPUCYTCTBUE 3arpy304HOW 3anncu Ha
HECUCTEMHOW AUCKEeTe — UrpaeT BaXHYI0 POJSib NPV pacnpoCTpaHeHUn
3arpy304HbIX BUPYCOB, MO3TOMY Mbl COBETYEM 00pPATUTb HA HEr0 BHUMAHWUE.

M3 ckaszaHHOro Bbille CleayeT, 4To 3arpy3ka ornepaumoHHON CUCTEMBI
SABNSIETCH MHOIMOCTYMNEeHYaTblM MPOLLECCOM, X0, KOTOPOro 3aBUCUT OT PadHbIX
obcToATenbCTB. N9 HAc celyac BaXHO TO, 4TO B 9TOM npolecce
3a0eiCcTBOBaHO TpW MPOrpamMmbl, KOTOPbIE CAyXaT OObEKTOM HanageHus
3arpy304HbIX BMPYCOB:

1) rnaBHag 3arpy3o4Has 3anunch;

2) 3arpy3o4Has 3anucb Ha JIOTMYECKOM OUNCKE;

3) 3arpy3oyHas 3anucb Ha OUCKETe.

BupycCbl MOryT 3aMeHATb HEKOTOPbLIE UMM BCE MEPEYUCIIEHHbIE BbILLE
00bekTbl, BCTpanBas B HUX CBOE TENO W COXPaHAs copepXumoe
OPUTMHANIBHOrO 3arpy304HOr0 CEKTopa B KakoM-nmbo Oofiee mianm MeHee
noaoxogsuwemM ansg aToro MecTe Ha Aucke KomnbioTepa. B pesynbtate npu
BKJIIOYEHMN KOMMbIOTEPA NporpaMma 3arpysku, pacnonoxeHHasa B BIOS,
3arpyxaeTt B namMsTb BUPYCHbIA KOO W Mepenaet eMy yrnpaBiieHue.
JanbHenwagqa 3arpyska onepauyioHHOM CUCTEMbI MPOUCXOAMT Mo KOHTPOJIEM
BMpyca, 4TO 3aTPYAHHAET, a B HEKOTOPbIX C/Ay4asax U UCKIYaeT ero
OBOHapy>XeHne aHTUBMPYCHBIMW NPOrpamMmMamu.

Kak pacnpocTpaHsaioTcs 3arpy3oydHblie BUPYCbI? NaBHbIM 06pa3oMm, C
nomoLlblo 3abbIBYMBbLIX NoNib3oBaTenein. PazpaboTymk Bupyca co3paet
OVCKETY C 3apaXXeHHbIM 3arpy304HbIM CEKTOPOM WX 3apaxaeT rnaBHYo
3arpy3oyHylo 3anncb Ha XECTKOM OMCKE KOMMbITEPa, K KOTOPOMY UMEET
[OCTyn MHOro nonb3dosartenein. [locne sarpyskm onepauyoHHOW CUCTEMBbI
BMPYC KOHTPOJIMPYET BCE 0OpaLleHns Kk ancketam. Kak Tonbko nofb3oBaTternb
BCTaBUT OMCKETY, HE 3alUULLEHHYIO OT 3anmcu, BUPYC 3anuileT CBOE TeOo B
3arpy304Hbll CEKTOP AUCKETbl. Yepe3 HEKOTOpPOEe BPeMS BCe OUCKETHI,
KOTOpble KOraa-nnmbo BCTaBASINCH B KOMMbIOTEP, OKAXYTCS 3apaXeHHbIMU.

BcTaBuB 3apaXeHHY0 ONCKETY B YCTPONCTBO A: paHee He3apaXXeHHOoro
KOMMbloTEPA U NopaboTasB C HEN, MHOMME NONb30BaTeNN 3a0bIBAIOT U3BEYL
ee oTTyAa. lMonb3oBartenb BbIK/IOYAET KOMMbLIOTEP 1 YXOOMT JOMOW cnaTtb, a
BMPYC XAEeT CBOero 4yaca. BknoymB yTpoOM KOMMbIOTEP, MOSb30BaTENb
BbIMOJIHAET 3arpy3ky C 3abbiTON OUCKETbl, B pe3ynbTaTte 4ero BUpPYC
MPOHMKAET B MMaBHYIO 3arpy304Hyl0 3anucb. Bce, Luenb gocturHyta — BUpyc
3aBOEBas elle OOMH KOMIMbIOTEP.

Bbl MOXeTe NMOSIHOCTbLIO NePeKPbITb AOCTYMN K BalleMy KOMIMbIOTEPY 4114
3arpy304HbiX BMPYCOB, OTK/OYMB Npn nomowum nporpammbl BIOS Setup
BO3MOXHOCTb 3arpy3ku C yctponctea A:. XoTa uHorga (Hanpumep, npuv
nepeycTaHoBKE OMnepauyioHHON CUCTEMbI) BaM BCE Xe NPUAETCH 3arpyxaTtb
KOMNbIOTEP C OUCKET.

PasymeeTcsi, He cnenyeT cHUMaTb C AMCKET 3alimMTy OT 3anucu 0es3
KpaliHel Ha To HeobxoammMocTu. OCOBEHHO 3TO OTHOCUTCS K AUCTPUOYTUB-
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HbIM AWCKeTaM, C KOTOPbIX BbIMOJIHAETCA yCTaHOBKA MPOrpaMmMHOro
obecneyeHunss. I KOHEYHO, BCe AUCKETHI, MOJIly4eHHble BamMu, cnenyeTt
NPOBEPSATb @aHTUBMPYCHLIMW NporpamMmMamu. ATo OTHOCUTCS [AaxXe K HOBbIM
dopmMaTUpoBaHHbIM OMCKETaM B 3arnedyaTaHHOM Kopobke, Tak Kak BUPYC
MOXET HaxoamTcs B 06s1acTy 3arpy304Hoin 3anmcu. VIsaBecTeH cryyaii, korga
B MpoAaxy NMOCTYyNuan 3apaxeHHble GopMaTUPOBaHHbIE ANCKETHI.

KOMBWHWUPOBAHHbIE ®ANNTOBO-3ArPY304HbLIE BUPYChI. Han6onee
COBEpPLIEHHbIE N Hanbonee onacHble BUPYCbl UCMNONb3YIOT MeETOAbI
pacrnpocTpaHeHund, xapakTepHble 1 ana GannoBbiX, U ANA 3arpy304HbIX
BUPYCOB. Takme BMPYCbl 3anncbiBalOT CBOE Teno B ¢aiifbl U B 3arpy304Hble
3anmcu OUCKET U OMCKOB. Bbl MOXeTe nofyyuTb TakoW BMPYC, 3arpysuvB
KOMMbIOTEP C 3apPaXXeHHOM OUCKETbl, NMOO 3anyCTMB 3apaxeHHbIn dain.
PesynbTtat OyOeT 0AMHAKOBLIN — BUPYC NMOCENIUTCS B BalleM KOMMbOTepe n
Ha4yHeT CBOIO “paboTy”.

MPOCTBIE N NOJIMMOP®HbBIE BUPYCbI. O6bl4Hble KOMMNbIOTEPHbIE
BUPYCbl OOHAPYXUTb OOCTATOYHO JIErko, Tak Kak B MPOLLECCe 3apaxeHus
OHW 3anuCbIBalOT B 3apakaeMblin Gpann uam cUcTeMHyio 0651acTb AMCKa CBO
COOCTBEHHbIN KOoA,. ABTOPY aHTUBUPYCHOW MporpamMmMbl JOCTATOYHO BbIOENNTb
M3 3TOro Koja yHUKallbHYlO MOCNefoBaTefibHOCTb KOoMaHg, unm 6anT,
XapakTepHYI0 MMEHHO ON19 OaHHOro Bupyca. Takasa nocnenoBaTesfibHOCTb
HOCUT Ha3BaHWe CUrHaTypbl.

3arteM aHTMBUpPYCHas nporpaMmma yxe B aBTOMaTUYECKOM pexume
npocmaTtpuBaeT Bce dainbl U CUCTEMHbIE 06N1aCTU ANCKOB B MOUCKE
CUTHaTyp U3BECTHbIX BUPYCOB. ECTECTBEHHO, 4TO NpobaemM ¢ 0GHapyXeHnem
Takux BUPYCOB HeT.

OyeHb CKOPO aBTOPbI BUPYCOB A0rafanmcb UCMOb30BaTb B CBOUX BUPY-
cax anropuTMbl LUNMPOBaHUS, 3aTPYLAHSIOLLME UX OOHApYyXXeHWE 1 BblAENEHNE
CUrHaTypbl. Takme BUPYCbl, NONy4YUBLUNE Ha3BaHME WNOPYIOLWLNXCH, NpKn
3apaXxeHunn HoBbIX GarfoB U CUCTEMHbLIX obGnacTen gucka WwnopyoT
COOCTBEHHbIN KO, NOJIb3YSCh OJ1s1 3TOro CiydYaiHbiMU NaponsiMm (KtoHamm).
Korpa Bupyc nosy4aet ynpasieHune, OH NepBbiM Oe/IOM paclumdpoBbLIBAET
COOCTBEHHbIN KOA,

CnoxHOCTb 0OOHAPYXXEHNS TakMX BUPYCOB COCTOMUT B TOM, YTO KO, BUpyca
cnyyaiHbiM 00pa3oM M3MEHSETCS NMPU KaXAOM HOBOM 3apaxXeHun wu,
COOTBETCTBEHHO, aBTOPY aHTMBMPYCa CJ/IOXKHEE BbIAENNTb CUrHATYpPy Takoro
Bupyca. OgHako, Tak kak LWndpyowmvincs BUPYC BCe Xe A0KEH coaepXaTtb
HEN3MEHHYIO npoueaypy pacln@poBKU, TO CUTHATYPY MOJYYUTb MOXHO.
Jaxe npocTble aHTMBUPYCHbIE NMPOrpamMmMbl COCOOHbI YCMELLIHO 0BHapyXu-
BaTb M y0ansTb BUPYCbl, NPUMEHSIOLLME anNrOPUTM LINGDPOBKU.

Bcnep 3a wndpyowmmmcs BMpycamMmm nosieuniach ele 6onee cnoxHas
pPas3sHOBUOHOCTb BUPYCOB, MOJly4MBLUAs CTpallHOE Ha3BaHWE BUPYCOB-
MyTaHTOB. Bonee Hay4yHoe Ha3BaHMEe BUPYCOB-MYTAHTOB — MOJIMMOPHbIE
BUpyCbl. OT WndpPyOLNXCS BUPYCOB OHW OTANYAIOTCA TEM, YTO Aaxe
npoueaypa pacmdpoBKN MEHSIETCH Yy pa3HbiX 0COOEeN O4HOro BUpyca.
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Kaxnablii pas Kkorga BMpYC 3apaxaeT HOBbIA dann uavM CUCTEMHYIO 06nacTb
OMCKa, OH MOJIHOCTBLIO U3MEHAETCH, NO3TOMY M3 MOJMMOPPHbLIX BUPYCOB
HEBO3MOXHO BbIOENUTb CUTHATYPY.

MHoOrne aHTMBUPYCHbIE NPOrpaMMbl HE B COCTOSSHUM OOHapPyXuTb
nonumopdHble BUpycbl. Hanpumep, camas M3BeCTHasd aHTUBMpPYCHasd
nporpamma Aidstest, koTopaa yxe MHOro feT 3alullaeT KOMMNbITEpPHI,
oBHapyXmBaeT TOMbKO CaMble MPUMUTUBHBLIE 3K3EMMASPbLI MOJANMOPOHbBIX
BUpPYCOB. Mbl BUAENN MHOIO NoJib30BaTesnen, MOCTOSAHHO MPOBEPSIOLLMX CBOU
KOMMbIOTEPLI Nporpammon Aidstest gaxxe HeCcMOTpa Ha npeaynpexneHue o
HEOOXOANMMOCTN AOMNOJIHUTENBHO MUCMNONb30oBaTh aHTUBMPYC Doctor Web.
MonumopdHbie BUPYCbl OCTAOTCA B 9TOM Cllyyae He3aMeYeHHbIMU U
CMOKOWHO AenaioT CBOE YepHOoe AEeNo.

M3BeyHaa 6opbba wKuTa U Meda, OPOHM U cHapsga Halwna cBoe
OTpaxeHne n B MUpe KOMMbITEPOB. [na oxoTbl 32 NOAUMOPOHbLIMU
BMupycamMmu 6binn pas3paboTaHbl aHTUBUPYCHbIE MPOrpamMmMbl HOBOTO
MOKOJIEHUS, JaNeKo ylwenlme oT CBOUX NPeLeCTBEHHVKOB.

B kauyecTBe NprMepoB NporpamMm, CNOCOOHbIX OOHapYXMBaTb N yOANsTh
nonumMopdHbie BUPYCbl, MOXHO npuBecTn aHTuBupyc Doctor Web Uropsa
DaHnnosa n Antiviral Toolkit Pro EBreHus Kacnepckoro. 3BpucTUyeckuin
aHanmnzaTtop Doctor Web “BbinonHAeT” noa CBOUMM yMnpaBlieHUEM
npoBepsieMble NporpamMMbl U 0OHaApPYXMBaeT OENCTBUS, XapakTepHble ANs
BUpPYCOB. bnarogapsa aToMy OH HaxoamT NONMMOP@HbIE BUPYChI TaK Xe NErko,
Kak 1 0Obl4HbIE BUPYCbI, HE MCMONb3YIOLNE MEXAHN3MA MACKUPOBKMU.

OBPUCTUYECKMIA aHaNN3aTop MOXET 0OHapYyXUTb HE TOJIbKO BUPYCHI,
paHee U3y4YeHHbIEe aBTOPOM aHTUBUPYCHOW NporpamMmbl. OH MOXET OTbiCKaTb
haxe Te BUPYCbl, KOTOpble paHee He OblnM M3BEeCTHbl. Hapo ckasaTb, 4To
3TO HE JO0JIKHO BbI3blBaTb 3HTY31a3M Y aBTOPOB BUPYCOB. MHOrme mna Hux,
eLle He POAMBLUNCH, Y>K€ UMEIOT BCE LUaHChl OblTb 0OHAPYXEHHBLIMU.

CTENC-BUPYCbIl. B xome npoBepky KOMMblOTEPA aHTUBUPYCHbIE
MpPoOrpamMmbl CHUTLIBAKOT AaHHblE — (palifibl U CUCTEMHbIE 001ACTN C XECTKNX
ONCKOB N ONCKET, MNOJIb3YydCb CpeacTBaMy OnepaumoHHON CUCTEMbI U
6as3oBoli cucteMbl BBOoAa/BbiBoAa BIOS. Pang BuMpycoB nocne 3anycka
OCTaBNHAOT B ONepaTuBHOM NamMsaTM KOMMbOTEPA CneuvanbHble MOAYNN,
nepexeaTbiBalowme obpalleHne nporpaMm K AMCKOBOW MOACUCTEME
komnbioTepa. Ecnu Tako moaynb 06HapYXXMBAET, YTO NporpaMmMa nelTaeTca
npoYMTaTh 3apPaxXeHHbIn darn UM CUCTEMHYIO 061acTb OUCKA, OH Ha Xoay
NoAMEHSsIET YnTaeMble AaHHble, kak OyATO BUpYyCa HA OMCKE HET.

Crenc-supycbl 06MaHbIBalOT aHTUBUPYCHbIE NPOrpaMMbl U B peaynbTate
ocTalTCcs He3aMeudeHHbIMU. TeM He MeHee, CYLLeCTBYeT MpoCTOl crnocob
OTKJIIOYUTb MEXaHM3M MaCKMPOBKM CTeNC-BMPYCOB. JloCTaTto4HO 3arpysuTb
KOMMNbIOTEP C HE3apaxeHHOW CUCTEMHOM OMCKETbl M cpasdy, He 3anyckas
Opyrux nporpamMm C Aucka KOMMbloTepa (KOTOpble Takke MOryT OKa3aTbCs
3apaxeHHbIMKW), MPOBEPUTb KOMIMbIOTEP aHTUBUPYCHOW NPOrpaMmMon.

Mpwn 3arpy3ke C CUCTEMHOW AONCKETbl BUPYC HE MOXET MONy4uTb
ynpaBfieHe 1 YCTAaHOBUTb B OMEPATUBHON NaMATU PE3UOEHTHbIN MOAYIb,
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peann3ywmin ctenc-MmexaHuam. AHTUBUPYCHAa nporpamMmma CMOXeT
npoYynTaTb MHGOPMaLVIO, OAENCTBUTENBHO 3aMMCaHHYO Ha OUCKE, U NIerko
0BHapyXuT BMpYyC.

BOSbLLIMHCTBO aHTUBMPYCHbIX MPOrpamMm NPOTUBOAENCTBYIOT MOMbITKAM
CTEeNIC-BMPYCOB OCTaTbCs HE3aMEYEHHbIMW, HO YTOObI HE OCTaBUTb UM HU
€4VHOro LwaHca, cnefnyet nepen npoBepkor KoMMnbloTepa nporpaMmmamum
Antiviral Toolkit Pro, Aidstest n Doctor Web 3arpyxaTb KOMMbIOTEP C ANCKETHI.

CucteMHasn auckeTta OJis aHTUBUPYCHOINO KOHTPONSA AOSXHA ObiTb
nogroTtossieHa 3apaHee. Kpome cucTeMHbix ¢ansioB, Ha Hee clenyet
3anvcartb aHTUBMPYCHbIE MPOrpaMmbl.

MHoOrne aHTMBMPYCHbIE NPOrpaMMbl HACTOJIbKO YCMNELLIHO NPOTUBOCTOAT
CTesIC-BMpyCcaM, 4TO 0OHAPYXMBAIOT X MPU NOMbITKE 3aMackmpoBaTbed. Takme
nMporpamMmbl CHUTBLIBAIOT NPOBEPSEMbIE MPOrpaMmbl C ANCKA, MOJb3YSCh 415
3TOr0 pasnuyHbIMU MeTogamu. Hanpumep, ¢ NOMOLLBLIO OnepauLnoOHHOM
cucTembl 1 6Ga30BOM CUCTEMbI BBOAA/BbIBOAA. ECNM B NOMyYEHHbIX OAHHbLIX
obHapyXmnBaeTcs HECOOTBETCTBME, BEPOSITHEE BCErO, B ONEPATMBHON NamMaTn
HaxoaMTCH CTENC-BMPYC.

2.4.3. AHTuBMpycHoe MO

BHe BCSIKOro COMHEHUS, rNaBHbIM OpyXMeM B 6opbbe C BMpycamu
SABNSAIOTCS aHTMBUPYCHbIE NPorpamMmbl. OHM MO3BONSIOT HE TOJIbKO 0OHAPYXUTb
BUPYCbl, B TOM 4YMUCNEe BUPYCbl UCMNOMb3YyOWME pPas3inyHble MeToabl
MaCKUPOBKM, HO 1 yOaNuUTb UX N3 KOMMbloTepa. [locnegHas onepaumsa MoXeT
OblTb 4OCTATOYHO CJIOKHOM M 3aHATb HEKOTOPOE BpeMsd. Tak Hanpumep, B
rnocrnegHee BPeMSs LUMPOKOE pacnpocTpaHeHue nonydun Bupyc OneHalf —
“ogHa nonoBmHa”. CBOE Ha3BaHME OH MOJy4MS MOTOMY, YTO OTOT BUPYC
NOCTeNeHHO 3awndpoBbIBAET MHGOPMALMIO, 3ANMMCAHHYIO HA XXECTKOM ANCKE
KOMMblOTEPA, a Koraa OH 3alwndpyeT MONOBUHY AMCKa, TO OoToOpaxaeT
COOTBETCTBYIOLLYIO HAAMUCb Ha 3KpPaHe B MOMEHT 3arpy3ku KOMMbOTEPA.
Bupyc OneHalf Becbma koBapeH. [oka OH NpUCYTCTBYET B KOMMbIOTEPE, OH
HEe TOJIbKO MOCTENEHHO WN@PYET AaHHbIE HA ANCKE, OH Takxe paclumdpo-
BbIBaET MX, KOraa kakas-H1Moyab nporpaMmma obpallaeTcs K 3amndpoBaHHbIM
DaHHbIM. ECcnn BMpyC octaetcs B KOMMbIOTEPE, MOAb30BATENb HUYEro He
3ameyvaeTt. Ecan xe ypganuTtb BUpYC, He paclmndpoBaB NpenBapuUTesibHO
haHHble, 3anncaHHble Ha AMUCKe, MOoCNie 04YepenHOol nepesarpysku
KOMMbIOTEPA Bbl NOTEPSIETE BO3SMOXHOCTh UX PacLUMdpPOBKA.

B HacToslee BpeMs HaCUUTBLIBAIOTCS ThICAYM PA3JIUYHBLIX BUPYCOB U
[ECATKM aHTUBUPYCHbIX NporpamMm ans 6opb0Obl ¢ HUMK. Hanbonee n3BecTHbI
crneayluwme aHTUBUPYCHbIE MPOrpaMmmbl O ONepaLuoHHON CUCTEMBbI
MS-DOS: Aidstest, ADinf ¢ ADinf Cure Module, Doctor Web, Scan, Vakcina,
Antiviral Toolkit Pro n gp. MNpobnema 6opb0OblI C BUpycamMun cTtana HaACTOsbKO
CEepbEe3HON, 4YTO HadmHasa ¢ Bepcumn 6.0 onepaumoHHasa cuctema MS-DOS
BKJIlO4aeT coOCTBEHHbIE aHTMBMpPYCHbIE cpencTBa: Microsoft Anti-Virus ans
MS-DOS un gna Windows.

CyLecTByIOT gaxe crneupasbHble nporpaMmmbl ojist 6opb0Obl ¢ BUpycamu
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B ceTax. Hanpumep, nporpamma NetShield 3arpyxaetcsa Ha cepepe Novell
NetWare B kadyectBe NLM-npouecca. OHa MOXET BbINOJHATb, Hanpumep,
pa3 B CYTKM NPOBEPKY ANCKOB CepBepa Ha Haiun4me BUPYCcoB. B cnydae
0BHapyXeHUs BMPYCOB BCEM MOJib30BaTeNs M ceTu OyaeT paccbiiaTbes
COOTBETCTBYIOLLLEE Mpeaynpexalolee coobuweHne. Bbol Takke MoxeTe
3apaTb pexum, B kotopoM NLM-aHTuBUpPYC ByaeT NpoOBEPSTb HA 3apaeHune
BMPYCOM BCe HOBble dpaiifbl, 3anncbiBaeMble Ha CepBep.

He octanucb B cTOpoHE M pa3paboTymky annapaTtypbl KOMMbIOTEPOB.
HekoTtopblie Bepcum BIOS coBpeMeHHbIX CUCTEMHbIX NaaT MNO3BONSAIOT
OTCNeXnBaTh MNOMNbLITKX 3anncy B CUCTEMHbIE 061aCTU XECTKOro amcka. Ecnm
BMPYC HanageT Ha 3arpy304Hblii CEKTOP WX CEeKTOP HayaslbHOW 3arpysku
>KECTKOro Ancka, yCTaHOBIEHHOIO B TaKOM KOMMbIOTEPE, HA 9KPaHE NOSBUTCS
npenynpexaatouiee coobuieHume.

OTeyecTBEHHOE aHTMBMPYCHOE MporpaMmHoe obecneyeHne ycrnewHo
KOHKYPUPYEeT C NporpamMmMHbiM obBecnedyeHneM, npeaiiaraemMbiM 3apybex-
HbiMW drnpmamn. Xopowas nognepxka nosib3oBaTesie 0TeYeCTBEHHbIX
AHTUBUPYCHbIX MPOrpaMmM CO CTOPOHbI GUPM-pa3paboTiNKoB aHTMBUPYCOB
MO3BOJIFET CBOEBPEMEHHO MOJIy4aTb HOBbIE BEPCUU aHTUBMPYCOB, & TakXe
KOHCYJ/ibTaLMn 1Mo MX UCNoNb30BaHUIO.

CyLiecTByeT HECKOJIbKO OCHOBOMOMAraloLLmMx MeTOA0B NOMCKA BUPYCOB,
KOTOPbIE MPUMEHSAOTCA aHTUBUPYCHbIMU MPOorpamMMamu:

— CKaHMpoOBaHwue;

— 3BPUCTMYECKUI aHanNus;

— oBHapyXeHne N3MEHEHWIA;

— pe3uaeHTHbIE MOHUTOPBLI.

AHTUBUPYCHbIE MPOrpaMmMbl MOTYT Peasin30BbIBaTb BCE NEPEYNCIIEHHbIE
BblLLE METOOMKMU, MO0 TOSIbKO HEKOTOPLIE U3 HUX.

CkaHupoBaHue. CkaHMpoBaHne saBnsieTcs Hambonee TPaaULMOHHbBIM
MeToaoOoM noucka BupycoB. OHO 3aks4yaeTcs B MNOUCKE CUrHaTyp,
BblAENEHHbIX N3 paHee 0OHapPYXXEHHbIX BUPYCOB. AHTUBMPYCHbIE NPOrpaMMbil-
CKaHepbl, CNOCOOHbIE yAanuUTb 0OHapPYXEHHbIe BUPYCbl, 0ObIYHO HA3bIBAIOTCA
nonudaramu.

HepocTtaTkoM MpPOCThIX CKAHEPOB SIBNSIETCH MX HECNOCOOHOCTb
0BHapPYXUTb MOMMOP@HbIE BMPYCbI, MOJSIHOCTbIO MEHSIOLLME CBOW Koa,. Ans
3TOro HeoOXOAMMO MCMONb30BaTb OOJSIEe COXHbBIE aNrOPUTMbI NMOMCKa,
BKJIIOHAIOLME IBPUCTUYECKMIA aHANN3 MPOBEPAEMbIX MPOrpamM.

Kpome TOro, ckaHepbl MOryT OOHApYXWTb TOJIbKO YXEe W3BECTHbIE U
npeaBapuUTeNibHO M3YYEHHblE BMPYChl, ASIS KOTOPbLIX Oblna onpeneneHa
curHartypa. NMoaTomy nporpamMmbl-CKaHEPbI He 3aLLUTAT Ball KOMMbIOTEP OT
MPOHMKHOBEHNSA HOBbIX BUPYCOB, KOTOPbIX, KCTATW, NOABASETCS MO HECKOJIbKO
WITYK B AeHb. Kak pe3ynbTaT, CKaHepbl ycTapeBalT yXe B MOMEHT BbixO4a
HOBOW Bepcum.

OBpucTnyecknii aHaan3. ABPUCTUHECKMNIA aHATN3 3a4aCTYy0 UCMNOMb3y-
€TCS COBMECTHO CO CKaHMpPOBaAHMEM [ONd Noucka WUPPYOLNXCA U
nonMMop@HbIX BUPYCOB. B GONbLUMHCTBE CllydaeB 3BPUCTUYECKUI aHaNn3
Nno3BOSsieT Takke OOHapyXuBaTb U paHee HeW3BECTHblE BUPYCbl. B aTOM
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cnyyae, ckopee BCero, ux nedeHne Oyaet HEBO3MOXHO.

Ecnu aBpuctuyeckmin aHannszatop coobuwaeT, 4To dann mnu
3arpy304HbI CEKTOP BO3MOXHO 3apaXeH BUMPYCOM, Bbl A0J/IKHbI OTHECTUCH
K 9TOMy C 60/bLINM BHUMaHMeM. Heob6xoaMMo OOMONMHUTENBHO NPOBEPUTL
Takme darinbl C NOMOLWbIO CaMbliX MOCAEAHUX BEPCUN aHTUBUPYCHbIX
nporpamMM CKaHepoB WU nepenatb UX ONS UCCNeAOoBaHUSA aBTopam
AHTMBMPYCHbIX NPOrpamm.

OG6GHapyxeHue nameHeHui. 3apaxas KoMnbloTep, BUPYC Oenaet
M3MEHEHNS Ha XXECTKOM AMNCKE: OONUCbIBAET CBOM KO, B 3apaxaemMblii dain,
N3MEHAET CUCTEMHble obGnacTu gucka un T. A. Ha oBHapyXeHun Takux
M3MEHEHWNI OCHOBbLIBAETCS paboTa aHTMBMPYCHbLIX NPOrpaMmM-peBM30PO0B.

AHTUBNPYCHbIE NMPOrpaMMbl-PEBN30PHLI 3aNOMUHAIOT XapakTepPUCTUKN
BCex obnacTen gmcka, KOTOpble MOryT MOABEPrHYTbCS HaNaOeHUo BUPYCa,
a 3aTeM nepmoauyeckm npoBepsioT ux. B cnydyae o6HapyXeHUss UISMEHEHW,
BblaeTCsl COOBLEHNE O TOM, YTO BOSMOXHO Ha KOMIMbIOTEP Hamnasn BUpPYC.

Cnepnyet y4nTbiBaTh, YTO HE BCE U3MEHEHMUS Bbl3BaHbl BTOPXEHUEM
BMPYCOB. Tak, 3arpy3oyHas 3anucb MOXET U3MEHUTbCS NPy OOHOBNEHUU
BEpCUM OMepaumoHHON CUCTEMBI, @ HEKOTOPbIE MPOrpamMmbl 3anUCbIBAOT
BHYTPU CBOEro BbINOJIHAMOro ¢aina gaHHble.

Pe3uaeHTHbIe MOHUTOPbLI. AHTUBMPYCHbIE MPOrpaMMbl, NMOCTOSIHHO
HaxoagLMecs B ONepaTuBHOM NaMaT KOMMbIOTEPA U OTCNEXMBAKOLLINE BCE
noOoO3puUTESIbHbIE AENCTBUS, BbINOJHAEMbIE APYIMMW MPOrpaMmamm, HOCAT
Ha3BaHMEe PE3NOEHTHbIX MOHUTOPOB UM cTopoxXen. K coxaneHuto,
pPe3nAEHTHbIE MOHUTOPbLI UMEIOT O4EHb MHOIO HELOCTATKOB, KOTOPbIE AenatoT
3TOT KJlacC MporpamMmm MasonpurogHbiMM ANs Mcnonb3oBaHug. OHuK
pasgpa)xatoT rnosib3oBaTenen 60sblNM KONMYEeCTBOM COOOLEHU, no
OoJbLUEN HACTM HE MMEIOLWNM OTHOLIEHUS K BUPYCHOMY 3apaxXeHulo, B
pes3ynbTaTte HYero nx OTKI4YaloT.

PaccmoTpum Hanbonee pacnpocTpaHeHHble MporpamMmMHblie CPeacTBa,
npegHa3HavyeHHble A8 0OHAPYXEeHUs 1 yaaneHns BUPYCOB — OTEYECTBEHHYIO
pa3paboTky — nporpammy Aidstest, naket Microsoft Anti-Virus, noctaBnsaemsiii
B KOMMJIEKTE C onepaunoHHoi cuctemonn MS-DOS, 1 ny4liyio oTe4ecTBeH-
HYI0 aHTUBUPYCHYIO nporpammy Antiviral Toolkit Pro.

lNporpamma Aidstest. ABTOPOM M3BECTHOW aHTUBUPYCHOW NPOrpamMmel
Aidstest asngaetca JlosuHcknin Amutpuin Hukonaesud. Aidstest no3sonsaer He
TONbKO OOHAPYXUTb OONbLLUOE KONMMYECTBO pPa3HOOOpa3HbiXx BUPYCOB. JTa
nporpamMma Takke No3BONSET yAanuTb 0OHAPY>XEHHbIE BUPYChI.

[MonHoe onucaHme napameTpoB nporpammbl Aidstest MOXKHO NoAyyYUTb,
3anycTtus Aidstest ¢ napameTtpom /h. Mbl no3sonum cebe NprUBECTU TOJNbKO
camble rfaBHble napameTpbl 3TOM nporpamMmbl. dopmaT Bbi3oBa Aidstest
nmeet cneayowmii Bua: AIDSTEST.EXE path [mononHuTtensHble napamMmeTpsbl].

MepBbii, 0693aTenbHbIN, NapamMeTp path gomkeH 3agaBaTbh kaTtanor B
KOTOPOM OyAeT BbIMNONHATLCS MOUCK BUPYCOB. [pn 9TOM aBTOMaTUYECKU
NPOBEPATCA BCe noakartanoru. Ecnm B kayecTBe NepBOro napameTrpa Bbl
yKaxeTe ToS1bko nms amcka (Hanpumep, AIDSTEST C:), TO Ha Hanuymne BUpyCcoB
OyneT npoBepeH BEeCb AMUCK.
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Ecnun Bbl He ykaxeTe nporpamme Aidstest 4ONOAHUTENbHbIE NAapaMeTpbl,
TO oHa OyOeT OCyLLEeCTBNATL TONbKO MOMCK BUPYCOB. B ToM cnyyae, ecnu Bbl
XenaeTte ypoanuTb HalgeHHble BUPYChl, BaM Heobxoaumo 3apaTb
DOnonHuUTENbHbI napameTp /F. Aidstest 6yneT vcnpaBnsite 3apaxeHHble
BMpYyCamMu NporpamMmbl U CTUPaTh He NogJaoLlmMecs ncnpasneHuto. nsa toro
4T0ObI Aidstest 3anpaluvBan pa3peLleHne Ha yaaneHnue NcnopyYeHHbIx darnos
nporpamMm, HeobxoaMMO OOMONHUTENBHO 3a4aTth napameTp /Q.

Huxe npencraeneH npyMep MCNosib30BaHUS aHTuBupyca Aidstest ong
obGHapyXxeHUs1 1 nevyeHus Bupycos Ha aucke C:. AIDSTEST C: /F /Q.

Mcnonb3oBaHMe aHTUBUPYCHBIX NPOrpamMmMm HE MOXET rapaHTMpoBaTb
MOJIHYIO 3aLLUMTY KOMMbIOTEPA OT 3apaxeHus Bupycamu. [leno B TOM, 4TO
aHTMBMpychbl TMNa Aidstest HacTpoeHbl Ha OBOHapyXeHue yxXe U3BECTHbIX
BUPYCOB M UX KJIOHOB. HOBbIE BUPYCbI MOrYT ObiTb HEM3BECTHbI MPOrpaMmme
Aidstest 1 OHa B 3TOM cJlydae He CMOXeT uUx obHapyxuTb. Euwle pas
nogYyepkHeM, 4TO, Ha Haw B3rnapn, Hambosee HafeXHbIM Ccnocobom
npefoxXpaHnTb KOMMbIOTEP OT HanageHUs BUPYCOB, SIBASIETCS YCTaHOBKA
nporpaMMHbIX CPencTB TOJMIbKO C AUCTPUOYTMBOB M OrpaHUYEHUE B
MCMOSIb30BaHMN OUCKET Ans oOMeHa nporpaMmmMamu.

Microsoft Anti-Virus. lNMporpamma Microsoft Anti-Virus Bkio4eHa B cOCTas
onctpubytnea MS-DOS Bepcum 6.0. Mpu atom Microsoft Anti-Virus
npeacTasneH apyms sepcuamn — ang MS-DOS v ana Windows. MNogpo6Ho
npoLenypbl YCTAHOBKU U UCMOSIb30BaHUS 3TUX aHTUBUPYCHbLIX NPOrpamMm
onucaHbl BO BTOPOM ToMe cepun “lNMepcoHanbHbil KoMnbloTep. Lar 3a
Liarom”.

Antiviral Toolkit Pro (AVP). OTa nporpamMma — HOBbI wwar B 6opbbe ¢
KOMMblOTEPHLIMKU BUpycamun. OHa npepctasnset M3 cebs MNOMHOCTbLIO
32-paspsagHoe npunoxeHue, onTUMU3VMPOBaHHOE AN paboTbl B cpene
Microsoft Windows 95 (Windows NT) n ncnonb3aytoLiee BCe ee BO3MOXHOCTH.
AVP nmeeT yooOHbIN NoNb30BaTeNbCKU MHTEpdEc, xapakTepHbli Ons
Windows 95, 60nbLLOE KONMYECTBO HACTPOEK, BbiIOMpPaeMbIX MOJIb30BaTENEM,
a Takoke OAHY 13 caMbix O0JbLLMX B MUPE aHTUBUPYCHLIX 6a3, 4TO rapaHTupyeT
BaM HaJeXHyo 3aLMTy OT OFPOMHOIO Y1C/ia CaMblX Pa3HO0b6pa3HbIX BUPYCOB.

B xone paboTbl AVP ckaHupyeT:

onepatmsHyto namatb (DOS, XMS, EMS);

dannbl, BKOYAA apXMBHbIE N YNAKOBAHHbIE;

CUCTEMHble cekTopa, cogepxawme Master Boot Record, 3arpy3oyHbii
cekTop (Boot-cekTop) u Tabnuuy pasbuenus ancka (Partition Table).

K ocHOBHbIM 0cobeHHOCTaM AVP oTHocaTcs:

1. [leTekTnpoBaHuMe 1 yganeHme orpoMHOro Y1cna cambix pasHoobpas-

HbIX BMPYCOB, B TOM 4uUChe:
NOMMMOPMHBIX UM CaMOLLNDPYIOLLIMXCH BUPYCOB;
CTEeNC-BUPYCOB UM BUPYCOB-HEBUANMOK;
HOBbIX BMpycoB ana Windows 3.XX n Windows 95;
MaKpOBMPYCOB, 3apaxarLlmx gokymeHTbl Word 1 Tabnuupl Excel.
2. CkaHupoBaHMe BHYTPU ynakoBaHHbIX dannos (mMoaynb Unpacking
Engine).
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3. CkaHnpoBaHVe BHYTPY apxmBHbIX dannos (Moaynb Extracting Engine).

4. CkaHnpoBaHMe 0O0beKTOB Ha rNMOKKX, NoKasbHbIX, ceTeBbiXx 1 CD-ROM

auckax.

5. 9BpucTtnyeckuin moaynb Code Analyzer, Heobxoaumblii ons

0ETEKTUPOBAHNSA HENU3BECTHbLIX BUPYCOB.

6. MNounck B pexvme n3bbITOYHOrO CKaHMPOBAHKS.

7. lNMpoBepka 0OBLEKTOB HA HaNM4YMEe B HUX U3MEHEHUN.

B komnnekT noctaBkm BxoauT Takxke AVP Monitor — pe3ngeHTHbIN
MOZYJb, HAaXOAALLMNACS MOCTOSHHO B OMEPATMBHON NMaMsaTVM KOMMbIOTEPA U
oTcnexvealowmn sce dannosblie onepauunm B cucteme. OH no3sonseTt
0BHapPYXUTb 1 yOanuUTb BUPYC OO MOMEHTa peasibHOro 3apaXeHns cCUcTeMbl
B LLE/IOM.

Mporpamma AVP mnmeeT yaoOHbIA NONb30BaTENbCKUI MHTEPdENC,
Nno3BoNIeT co3faBaTb, COXPaHATb U 3arpyxaTtb 60SblIOe KOJINMYECTBO
pPasnnyYHblX HACTPOEK, MMEET MOLLHbIA MEXaHU3M MPOBEPKM LENOCTHOCTU
AHTUBUPYCHOW CUCTEMbI U MOLLHYIO CUCTEMY NMomowm. Ans oOGHOBNEHUS
6a3bl AaHHbIX BUPYCOB HET HEOOXOAMMOCTU NepeycTaHaBNMBaTh NPOrpamMmy
— 0OCTaTO4YHO NOAK/YUTL darn 0OHOBNEHUS.

2.5. 3awmTta OT HeCaHKUMOHMPOBAHHOIO A0CTyna

B BbIMMCANTENBHBIX CETAX COCPEA0TOYMBAETCS MHDOPMALWS, UCKITIOUN-
Te/IbHOE MpPaBO Ha MOJIb30BAHWE KOTOPOM MPUHAANEXUT ONpenesieHHbIM
avuam unu rpynnam nud, AencTBYIOWMM B MOPsSAKe AWMYHOW MHUUMATUBBI
WK B COOTBETCTBUWN C A0JIKHOCTHLIMU 00513aHHOCTAMM. Takast MHbopmMaums
[omkHa OblTb 3aluuMiLeHa OT BCEX BMOOB NMOCTOPOHHEro BMellaTesNbCTBa:
YTEHMS IMLAMU, HE UMEIOLLMMM NMpasBa AoCTyna K nHidopmMaumn, n npegHa-
MEPEHHOI0 NU3MEHEeHUs MHbopMauumn (T.e. OT HEeCaHKLMOHUPOBAHHOIO
AocTyna — HernpaBOMOYHOIO OOpalLeHUs K pecypcamM BbIYUCIUTENBHOW
CUCTEMBI C LLENbIO UX HENPELYCMOTPEHHOIO MCNOIb30BaHUS U (MNK) Nopyn).
K ToMy e B BbIYMCUTENbHBIX CETSX OO/KHBI MPMHUMATLCSA Mepbl Mo 3almTe
BbIYNC/INTENbHBLIX PECYPCOB CETU OT UX HEeCaHKLMOHWUPOBAHHOIO WUCMOJb-
30BaHUs, T.e. A0JKEH OblTb UCKIIIOYEH O0CTYN K CETU UL, HE MMEIOLLMX Ha
370 npaBa. Puamyeckas 3aLLmMTa CUCTEMbI U AAHHbIX MOXET OCYLLECTBAATLCS
TONbKO B OTHOWeHUM pabouynx 3BM u y3n10B CBSA3M M OKa3blBAETCSH
HEBO3MOXHOW AN1 CPeACTB Nepeaayn, UMeLmMX 60/bLLYI0 MPOTSXXEHHOCTb.
Mo aTOWN NMpUYMHE B BbIYUCIIUTENIbHBIX CeTAX OO0JIKHbI MCMOJIb30BaThLCS
cpeacTBa, UckKYalwme HeCaHKUMOHUPOBAHHbLIA A0CTYN K AaHHbLIM,
obecrneyunBaloLLme X CEKPETHOCTb 1 Oe3onacHOCTb PaboThbl (CNOCOOHOCTL
cucTeMbl 06paboTkM AaHHbIX 06ecneynTb 3alnuTy, LOCTOBEPHOCTb U
HaOEeXHOCTb XpaHeHus MHpopmauunm).

HensbexHbiM cnenctBueM 60pbObl C 3TOM OMNACHOCTbIO cTanwu
NMOCTOSIHHO YyBENMYMBalOWMECH pacxoAbl Ha 3awWwuty nHbopMauun.
Hanpumep, No oueHke HeMeuKkux akcnepTtoB, nuwb B 1987 r. B
NPOMBbILLNIEHHOCTU 1 y4ebHbIX 3aBefeHuax 3anagHor EBponbl noTpayeHo
1,7 mnpa. mapok Ha obecnevyeHne 6€30MaCHOCTN KOMMbIOTEPOB.
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Moo sawmTon NoHMMAKOTCA CPeacTBa AJjis OrpaHnyeHns AocTyna uam
MCMNONIb30BaHMA BCEW BbIYNCINTENIBHON CUCTEMBbI UM ee YacTu. Pasgensior
3awWmTy AaHHbIX (OPraHM3auuoHHbIE, MPOrPaMMHbIE U TEXHUYECKUNE
MeToAbl U CpeacTBa, HarnpaB/ieHHblE HA YOOBNETBOPEHME OrpaHUYeHun,
YCTAHOBJIEHHbIX ON9 TUMOB OaHHbIX UMW 3K3EMMNASPOB TUMOB AAHHbLIX B
cucteMe 06pabOTKM OaHHbIX), 3aWMTy nNamMaTtu (CpeacteBa UM cnocoObl
npenoTBpaLLEHNa HECAHKUMOHMPOBAHHOIO A0CTyna K onpeaefieHHbIM
y4acTkaM NamsTu C Lefbl0 COXPaHEHUS HEM3MEHHOCTU 3annCaHHbIX JAHHbIX
npuv NOSIBIEHWM HeucnpaBHOCTEN B 060pPynoOBaHUUN, HEKOPPEKTHbIX
OEeNcTBUsIX onepaTopa WM BCNeacTBME OWMbOOK B MporpaMme) U 3awmTy
oT owwunboK (cpeacTsa M cnocoObl KOHTPONSA AOMNYCTUMOCTU BXOAHbLIX
napamMeTpoB).

MccnepoBaHuga npakTukn GYHKUMOHMPOBAHUA cUcTeEM 00paboTku
OAHHbBIX U BbIYNCINTENBHBIX CUCTEM NOKa3anu, YTO CYLLLECTBYET AOCTATOYHO
MHOIO BO3MOXHbIX HanpasfIEHU yTe4ykn nHdopmMaLmm U nyTem HeCcaHKUmMo-
HMPOBAHHOIO AOCTyMNa B CUCTEMAxX U ceTsx. B nx yucne:

YTeHMe OCTaTOYHOM MHPOPMaLVM B NaMATU CUCTEMbI NOC/E BbINOJIHE-
HUS CAHKLMOHNPOBAHHbIX 3aMPOCOB; KOMMPOBAHWE HOCUTENEN NHpOoPMaLUn
n ¢dannoB nHpopMaumm onpeaesieHneM Mep 3alinThbl;

MaCKMPOBKa NOA 3apervcTpMpOBaHHOrO NOJIb30BATENS;

MaCKMpOBKa Nof, 3anpoC CUCTEMBI;

MCMOSIb30BaHME MPOrpaMMHbIX JIOBYLLIEK;

MCMNONb30BAHME HEOOCTaTKOB OMEPaLMOHHON CUCTEMBI;

HE3aKOHHOEe MOAKJIIOYEHME K annapaType U JIMHUSM CBSA3K;

3/10YMBbILLIEHHBIV BbIBOA, U3 CTPOS MEXAHU3MOB 3aLUUThI;

BHEOPEHNE N MCMOJIb30BAHNE KOMMbIOTEPHbBIX BUPYCOB.

Lna 3awmTbl BbIMUCIUTENBHOW CETU OT HECAHKLUVIOHMPOBAHHOMO AOCTYNa
NMPUMEHSIETCS naeHTUdMKaLUmMs nonb3oBaTtesien (coobLleHnin), No3BoNAOLASA
yCcTaHaBMBaTb KOHKPETHOro NoJsib3oBaTtens, paboTalolero 3a TepMUHaNOM
M NPUHUMAIOLLErO MO0 OTMNPaBASIOWEro COOOLLEHNS.

MpaBo foocTyna K onpeaeneHHbIM BblYUCUTENbHBIM 1 UHPOPMaLMOH-
HbIM pecypcam, nporpaMmmam 1 Habopam AaHHbIX, a TakxKe BblYUCIUTESTbHOMN
ceTu B LENOM NpeaoCcTaBnsgeTCs OrpaHNYeHHOMY KOHTWUHIEHTY nul, U
cucTtemMa JosmkHa maeHTuduumpoBaTb Nonb3oBaTtenen, paboTalowmx 3a
TepMuHanamu. ogeHtudurkauma nonb3oBaTenemn Jyalle BCero npom3BognTcs
C NOMOLLbIO Naponen — 37O Tak Ha3blBaeMas 3awmra naposnem (CpeacTsa,
npenoTBpallallme OCTYN MOCTOPOHHUX NNL, K 3arnpeLleHHbIM OaHHbIM,
KOTOpble HeQOCTYMHbI A4J1s 06paboTkKM, Noka ornepaTop He BBeAeT Tpebyemblii
naposnb). 1aposb — COBOKYMHOCTb CMMBOJIOB, M3BECTHbIX MOAKITIOYEHHOMY
K ceTn abOHEHTY, BBOOMTCS UM B Havasle ceaHca B3aMOLENCTBUS C CETbIO,
a MHorga M B KOHLEe ceaHca (B 0C0O0 OTBETCTBEHHbIX Cllyyasix Naposib
HOPMasbHOIr0 BbIXOAA M3 CEeTU MOXET OTAMYaTbCsa OT BXOAHOro). HakoHeu,
cucTteMa MOXET npepycmarpuBatb BBOA Napofis Aas NOOTBEPXOEHUS
MPaBOMOYHOCTM MOJSIb30BATENA 4Yepe3 OnpenefieHHble KBaHTbl BPEMEHN.
BblumMcnutenbHasa cuctema onpenensieT nogJIMHHOCTb Mapons N TEM CaMbiM
nonb3oBaTens.
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[na 3awutbl cpeacTs naeHTudrKaumm noib3oBaTene OT HENPaBOMOY -
HOIrO MCNOJIb30BaHWS MNaposiv NepenarTcs 1 CPaBHUBAIOTCH B 3alLNpPOBaH-
HOM BMAe, a Tabnuubl Naposiei Takke XpaHATCs B 3amMdpoBaHHOM BUAE,
YTO WCKIIOYAET BOSMOXHOCTb NPOYTEHMS Naposiei 6e3 3HaHUS KIOYEN.

Ana vpeHtndmnkaumm nonb3oBaTenem MOryT MCNonb3oBaTbCsa U
dursmyeckne MeToapl, Hanpumep KapToyka C MarHUTHbIM MOKPbITUEM, Ha
KOTOPOM 3annucbiBaeTCd MepcoHasbHbI NOAEHTUdUKATOP MONb30BaTENS,
KapTO4YkM C BCTPOEHHbLIM YMMOM. NS yMeHbLUEHUS pucka 3110ynoTpebneHnii,
Kak MpaBuio, UCMOMb3YITCSH KapTOYKM C KakMM-nmbo ApyrumMm crnocobom
naoeHTndunkaumm nonb3osarens, HanpmuMmep ¢ KOPOTKUM MapOosEM.

Hanbonee HagexHbIM (XOTS M Hambonee CroXHbIM) SBASeTCs crnocob
naeHTndunKaumm noab3oBaTesns Ha OCHOBE aHann3a ero MHAMBUAYasbHbIX
napamMeTpoB: OTNEeYaTKOB NabLEB, PUCYHKA IMHNIA PYKU, Ppagy>XHOM 000104KM
rnas v ap.

Ewe oamH cnocob 3awmTtbl OT HECAHKLIMOHMPOBAHHOMO OCTyna — MC-
NoNb30BaHVE aBTOPU30BaHHbIX MporpamMm (nporpamMm nosib3osartens, uve-
IOLLMX OrpaHnNYEHNs Mo AOCTYMY K HAM CO CTOPOHbI APYrUX MOSb30BaTeNen)
orpaHudeHue pgoctyna Kk dannam v gupektopuam. Tak, Hanpumep, B
onepauyoHHon cucteme Windows NT kaxgplh nonb3oBaTtelb MMeEeT OOCTyn
JIVLLb K Pa3peLLEeHHbIM JJ151 HEro NporpamMmMam, a Taikke dannam 1 JUPeKTopusim.

Bo MHOrnx coBpemMeHHbIX NpuknagHbIX NporpaMmMax yxe npegycmorpe-
Hbl CBOW Mepbl 3awuTbl MHGopmaunm. Hanpumep, B Microsoft Access
NMOMMUMO YCTAHOBKW Mapons, TpebyemMoro npu OTKPbITUM ©6asbl OaHHbIX,
npeoycMoOTpeHa 1 3alimTa Ha YPOBHE Mosib30BaTenein, Kotopas no3BosseT
OrpaHnYunTb, K Kakor YacTn 6a3bl aHHbIX MOb30BaTENb OYAET UMETb AOCTYN
WM KaKylo ee 4aCTb OH CMOXeT U3MeHdaTb. KpomMe TOro, MOXHO yaanuTb
n3meHsiemyto nporpammy Visual Basic n3 6asbl AaHHbIX, 4TOObI NpenoTBpa-
TUTb U3MEHEHUSI CTPYKTYpbl HGOPM, OTHETOB M MOAYNEN, coxpaHmB 6azy
OaHHbIx Kak ¢pann MDE.

MpocTenwnm cnocobomM 3awmTbl ABASETCS yCTaHOBKa napons ang
OTKPbITUSA 6a3bl AaHHbIX. [Tocne TOro Kak Naposib YCTAHOBMEH, MPU KaXXa0oM
OTKPbITUM 6a3bl AaHHbIX OyOeT MOosBASATLCA OMANoroBoe OKHO, B KOTOpPOEe
TpebyeTcs BBECTM Naposib. TONbKO Te MNOonb30BaTeNN, KOTOPbLIE BBEAYT
NpaBWbHbIA NapoJib, CMOTYT OTKPbITb 6a3y AaHHbIX. ATOT CNOCO0 JOCTATO4YHO
HagexeH (Microsoft Access LWundpyeT naposb, Tak YTO K HEMY HET NPSMOro
[ocTyna npu YyTeHun darina 6a3bl AaHHbIX), HO OH MPUMEHSAETCS TONLKO MPn
OTKPbITUM 0a3bl gaHHbIX. [locne oTKpbITUA 6a3bl OaHHbLIX BCE OOBLEKThI
CTAHOBATCS AOCTYMNHLIMU AJ19 NOSb30BaTENS (NOKa He onpeaeneHa 3awmra
Ha ypoBHe noJsib3oBaTtenei). Ong 6a3bl AaHHbIX, KOTOpass COBMECTHO
MCcnosib3yeTcs HeBONbLUOW rpynnoi nonb3oBatenen, nnyM Ha aBTOHOMHOM
KOMMbIOTEpPE YCTaHOBKa Napons 0ObIYHO OKa3dbliBaeTCsa AocTato4Hon. OgHako
HENb3s MCNOJIb30BaTb Naposb 6a3bl AaHHbIX, €CAW NMpeanonaraeTcs
BbIMOJIHATL €€ penaukaumio, T.K. PeNINLMPOBaHHbIE 0a3bl JAHHbLIX HE MOryT
ObITb CUHXPOHU3UPOBAHLI, eCN onpeaeneH naposib 6asbl AaHHbIX.

Hanbonee rmbkuii n pacnpocTpaHeHHbI crnocod 3awmTbl 6a3bl AaHHbIX
Ha3blBaE€TCS 3alMTON Ha ypOBHE nonb3oBaTtesfiei. ITOT crnocob 3alinThbl
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nonobeH crnocobam, NCrosib3yemMbiM B OONbLUMHCTBE CeTeBbIX cuctem. OT
nonb3oBarene Tpebyetcs naeHTUdMUMpoBaTh cebs 1 BBECTM Naposib, Korga
oHn 3anyckaloT Microsoft Access. BHyTpu daina pabouei rpynnbl OHU
MOEHTUOULMPYIOTCS KaK YneHbl rpynnbl. Microsoft Access no ymonyaHuio
co3gaeT ABe rpynnbl: agMuHucTpaTopsl (rpynna <Admins>) n nonb3oBaTtenu
(rpynna <Users>). [lonyckaeTcsa Takke onpeaeneHme apyrux rpynmn.

pynnam 1 nonb3oBaTensm NPeaoCcTaBAsOTCS paspeLleHns Ha AoCTym,
onpegensiowme BO3MOXHOCTb UX AOCTyNa K KaxaoMy 00bekTy 6a3bl AaHHbIX.
Hanpumep, unexsbl rpynnbl <Users> MOryT UMeTb pa3peLleHns Ha NpocMoTp,
BBOJ, WM U3MEHEHME OaHHbIX B Tabnuue <KAneHTbl>, HO UM He Oyaer
paspeLLEHO N3MEHSTb CTPYKTYPY aTon Tabnuubl. Mpynna <Users> MoxeT ObITb
OOnyLeHa TONbKO K MPOCMOTPY AaHHbIX B Tabnuue, CoOaepXallen CBeaeHUs
0 3aKkasax, U He MMeTb gocTtyna K Tabnuue <lMnatexHas BegoMOCTb>. YneHbl
rpynnbl <Admins> MMeloT BCe paspelleHns Ha JOCTyn KO BCeM oObekTam
0a3bl JaHHbIX. MIMeeTcs BO3MOXHOCTb YCTaHOBUTbL Gosiee pas3BETBIIEHHYIO
CTPYKTYPY ynpaBieHusi, co3gaBasi COOCTBEHHbIE YYETHbIE 3anUCKU rpynm,
npenocTaBngas 3TUM rpynnamM COOTBETCTBYOLIME pa3peLlleHns u nobasnsas
B HMX NOSb30BaTeENEN.

CnenyeT OTMETUTH TPWU MNaBHbIX MNPEMMYLLECTBA 3aLUUTbl HA YPOBHE

nosb3oBaTenen:

1. BawmwaeTca Bawa nporpaMmma kak WHTesnsiekTyanbHas CoOOCTBEH-
HOCTb.

2. 3awmuaeTca NpunoXeHme OT NOBPEXAEHUS N3-3a HEYMbILLAEHHOIO
M3MEHEHUS NONb30BaTENSAMM NPOrpaMm nnnm 0ObEKTOB, OT KOTOPbIX
3aBmcuT paboTa NpUNoXeHns.

3. Bawumwatotca KoHPUaeHUMaNbHble CBeAeHus B 6a3e OaHHbIX.

2.6. TexHonornyeckaqa 6e3onacHoOCTb

Ob6ecneyeHne 6e30MacHOCTU MHPOPMALMN B BbIMUCINTENbHbLIX CETSX
B aBTOHOMHO paboTtawuwux IBM gocTuraeTcsd KOMMIEKCOM OpraHusaum-
OHHBbIX, OPraHM3aLNOHHO-TEXHUYECKNX U MPOrpaMMHbIX Mep (BCe BMeCTe
9TO Ha3bIBAETCH TEXHOJIOrM4yeckol 6esonacHocTbio). K opraHn3aLmoHHbIM
mMepam 3aLunTbl OTHOCATCS:

orpaHu4eHme AOCTyna B MNOMELLEHUS, B KOTOPbIX MPOUCXOAUT
noarotoBka n o6paboTka MHpopMaunm;

noonyck K obpaboTtke n nepenayve KoOHPUOEHUMANbHOW MHPOPMaLUM
TOJIbKO MPOBEPEHHbIX AO/MKHOCTHbLIX JINLL;

XPaHEeHMEe MArHUTHbIX HOCUTENEN N PErncTPaLMUOHHbIX XYPHaNoB B
cendax, 3akpbITbiX A9 OOCTYyNa NOCTOPOHHUX JINLL;

VUCKJIIOYEHNE NMPOCMOTpPa MOCTOPOHHUMU NNLAMU COLEPXaHUS
obpabaTbiBaeMbIX MaTEPUANOB Yepe3 OAUCMNIEN, NPUHTEP U T.4.;

MCMOJSIb30BaHMe KpunTorpadmyeckrx Ko4oB Npu nepenade no kaHanam
CBS3M LLeHHON MHbOopMaumu;

YHUYTOXEHME KPACALLMX NEHT, ByMmarn n nHblx MaTepuanos, cogepxa-
wmx dparmMeHTbl LLEHHON MHGOpMauun.
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OpraHn3aLmnoHHO-TEXHUYECKMNE MEPbI BKITIOHAIOT:

OCYLLIECTB/IEHME NMUTaHUa 00opyaoBaHus, ob6pabdaTbiBaOLLEr0 LEHHYIO
MHbdopmMaumnilo OT HE3ABUCUMOINO MCTOYHMKA MUTAHUA WUAU 4Yepes
cneuymnasnbHble CETEBbIE PUNBLTPLI;

YCTaAHOBKY Ha OBEPSAX MOMELLEHNI KOOOBbLIX 3aMKOB;

MCcnonb30BaHMe ansg oTobpaxeHus nHdopmaLum npu BBOOE-BbIBOOE
XUOKOKPUCTANNTMYECKMX WUAW MNAa3MEHHbIX OUCMeeB, a Ajs nojayvyeHus
TBEpAbIX KOMUIA — CTPYWHbIX MPUHTEPOB N TEPMOMPUHTEPOB, MOCKOJbKY
OMCnnen gaeT Takoe BbICOKOYACTOTHOE 3/1IEKTPOMArHUTHOE U3NyYeHNE, YTO
n3obpaxeHne ¢ ero aKkpaHa MOXHO NPUHNUMATb HA PACCTOSAHUM HECKOJbKUX
COTEH KWUIOMETPOB;

YHUYTOXEHME nHPopmaummn, xpaHauwerca B NM3Y n Ha HXMA, npu
cnucaHmm nnn otnpaeske N3OBM B peMOHT;

YCTaAHOBKY KJlaBMaTypbl WU MPUHTEPOB Ha MArkmMe Mpokniagkm C LUesbio
CHUXEHUS BO3MOXHOCTU CHATUSA MHGOPMaLUM aKyCTUYECKUM CroCcOOO0M;

OrpaHMYEHNE INEKTPOMArHUTHOIO MU3YyYEHUA NMYTEM 3KPaAHUPOBAHUSA
nomeLleHnin, rae npoxoamT obpaboTka nHdopmaumu, nMctTaMmn M3 Metanna
Wnn 13 cneuyanbHOW nnacTtMacchl.

TexHu4eckme cpeacTBa 3alunTbl — 3TO CUCTEMbI OXPaHbl TEPPUTOPUIN U
MOMELLEHNI C MOMOLLbIO 9KPAHMPOBAHUSA MALLUMHHBIX 3a710B 1 OpraHu3aumu
KOHTPOJIbHO-NPOMYCKHbIX CUCTEM.

3awmTta nHdopmMaumm B CETAX U BbIYHUCANTENbHbLIX CPEACTBAX C
MOMOLLbIO TEXHUYECKUX CPEnCTB peann3dyeTcd Ha OCHOBE opraHm3aunm
[ocTyna K namMsaTy ¢ NOMOLLbIO:

KOHTPONS O0CTyNa K PasfnyHbIM YPOBHSAM MaMATM KOMMbIOTEPOB;

ONIOKMPOBKWM OAHHbIX 1 BBOAA KITHOYEN;

BblAeNIeHNS KOHTPOJIbHBIX OUTOB A1 3aNNCel C LUenbto naeHTuduKaummn
v ap.
ApXnTeKTypa nporpamMmmHbIX CPEACTB 3aLUnTbl MHPOPMaLMKM BKOYAET:
KOHTpPONb 6e30MacHOCTU, B TOM YUC/ie KOHTPOJb perucrpaumm
BXOXOEHUA B cuctemy, Gukcauuto B CUCTEMHOM XypHane, KOHTPOJb
OEeNCTBUIA NONb30BaTeNs;

peakuunio (B TOM 4uC/ie 3BYKOBYIO) Ha HapylLUEHME CUCTEMbI 3aLUNTHI
KOHTPONS OOCTyrna K pecypcam CeTu;

KOHTPOSIb MaH4AaToOB AOCTYNa;

dopmManbHbI KOHTPONb 3aWWULLEHHOCTU ONEpPaLUOHHbLIX CUCTEM
(6a3oBoOV 00LLLECUCTEMHOM U CETEBO);

KOHTPOJIb aNrOPUTMOB 3aLLNThI;

NPOBEPKY W NOATBEPXOEHME MPABUABLHOCTU PYHKLNOHUPOBAHUS
TEXHWNYECKOrO U MporpamMmHOro obecneveHus.

Ana HagexXxHom 3awmnTtbl MHOOPMALMN N BbISBAEHUSA ClyyYaeB
HEeNpPaBOMOUYHbIX OEWNCTBUI MPOBOAUTCS peructpaums pabdoTbl CUCTEMBbI:
€c0o30at0Tcs crneynasnbHble OHEBHUKM U NPOTOKOJbI, B KOTOPbIX PUKCUPYIOTCS
BCE OENCTBUS, MMEKLMEe OTHOLUeHMe K 3awmTe nHdopmaumm B CUCTEME.
dukcupyloTca BpeMs NOoCTYreHnsa 3asaBku, ee TuM, UMS Nonb3oBaTens u
TepMmnHana, ¢ KOToporo nHMumanmaupyeTcs 3aseka. pu otéope cobbiTui,
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noanexatlmx peruncrpauum, HeobxoaumMo MMeTb B BUAOY, YTO C POCTOM
KONMYEeCTBa PErMCTPUPYEMbIX COObITUIA 3aTPYOHAETCS NPOCMOTP AHEBHMUKA
1 obBHapyXeHWe MonbITOK MPeonosieHns 3awmTel. B aToM cnyyae MOXHO
NPUMEHSATbL NPOrPaMMHbIN aHaNM3 N GUKCUPOBATb COMHUTESIbHBIE COOLITUS.

Mcnonb3yloTca Takxke crneuuvanbHble nporpamMmbl AfAs TECTUPOBAHUSA
CUCTEeMbI 3aWmThl. epnoamnyeckm mnu B Cly4aHO BbIOpPaAHHbIE MOMEHTbI
BPEMEHU OHM NPOBEPSIIOT PaBOTOCNOCOOHOCTL annapaTHbIX 1 NPOrPaMMHbIX
CpencTB 3alUnUThI.

K oToenbHon rpynne mep no o6ecneyeHmnto CoxpaHHOCTM nHdopmMaumm
M BbIFABNIEHUIO HECAHKLUMOHMUPOBAHHbLIX 3arpoCOB OTHOCATCHA MPOrpamMmbl
OBHapYXeHNS HapPYLIEHUI B peXMMe peanibHOro BpemMeHu. MNporpamMmbl
DaHHOW rpynnbl GOPMUPYIOT CNeuvanbHbli CUrHan npu perncTpaymnm
DEeNCTBUIN, KOTOPbIE MOrYT MNPUBECTU K HEMNPaBOMEPHLIM AENCTBUAM MO
OTHOWEHMIO K 3awmuwaemon nHdopmaumm. CurHan MOXeT comepxaTb
MHMOPMALMIO O XapakTepe HapyLleHnd, MecTe ero BO3HUKHOBEHUS U Apyrue
xapaktepuctukm. Kpome TOoro, nporpaMmmbl MOryT 3anpetutb AOCTYyN K
3amaemMon nHpopmalmm nnm cosnatb Takon pexmnm padoTsl (Hanpumep,
MOMeHTaNbHasa 3arpyska yCTpPOMCTB BBOOA-BbIBOAA), KOTOPbLIA MO3BOANUT
BbIIBUTb HAPYLUUTENS N 334epXaTb ero COOTBETCTBYIOLLLEN CIY>XOOM.

OanH 13 pacnpocTpaHeHHbIX crnocoboB 3aluThl — SIBHOE yKalaHue
CEKPETHOCTU BbIBOAMMON MHOpmMauun. B cncrtemax, nooaepXxmnsalomx
HECKOJIbKO YPOBHEN CEKPEeTHOCTW, BbIBOA Ha 3KpaH TepMuHana wunu
rneyaTatoLLero ycTporcTaa tobor eauHuLbl MHDopMauumn (Hanpumep, daina,
3anucu unu Tabnuubl) CONPoOBOXAAETCS CrneunanbHbiM rpudoM ¢ ykadaHMeEM
YPOBHS CekKpeTHOCTU. ITO TpeboBaHUEe peanu3yeTcs C MOMOLLbIO
COOTBETCTBYIOLLMX NPOrpaMMHbIX CPEACTB.

B oToenbHylo rpynny BblAeSIEHbl CPeacTBa 3almTbl OT HECAHKUVOHU-
POBaHHOI0 MCMNOJIb30BaHUS MpPorpamMMHoro obecneveHms. OHM nNpuobpe-
TalT ocoboe 3HayeHMe BCNELACTBUE LUMPOKOro pacnpoCTpaHeHUs
NMepCcoHaNbHbIX KOMMbIOTEPOB. ViccnenoBaHusl, NPOBEAEHHbIE 3apyOeXXHbIMN
aKkcneprtamMmu, CBMOETENbCTBYIOT, Y4TO Ha OAHY MPOOAHHYIO KOMNWIO
OPUrMHaNbLHOM MPOrpaMmmbl NPUXOANTCH MUHUMYM OHA HeneranbHasa Konus.
A nnsi 0cob0 NMonynsipHbIX NPOrpaMM 3TO COOTHOLLEHWE gocTuraet 1:7.

Ocoboe BHMMaHMe ypenseTcs 3akoHogaTeNlbHbIM CPEACTBaM,
pPerynmpyloLLLmMM NCNonb3oBaHWe NPorpamMmmMHbIX NPOAYKTOB. B cooTBeTCTBMN
¢ 3akoHom Poccuiickonn depepaumm 06 nHpopmaumm n nHbopmaTmsaumm
oT 25 aHBapsa 1995 r. npegycmaTpmBaloTCa CaHKUUU K DUUHECKUM U
lopnaMHecKUM nNuuam 3a HeneranbHoe npuobpeTeHne U UCMoNb30BaHMe
NnporpaMMHbIX CpPeacTs.

Bonbwylo onacHoOCTb NPEenCcTaBNAIOT KOMMbIOTEPHbLIE BUPYCHI.
MporpamMmma, BHYTPU KOTOPOM HAXOAMUTCS KOMMbIOTEPHbLIN BUPYC, Ha3biBaeTCs
3apaxeHHor. Korga takag nporpaMmma HaduHaeT paboTy, TO cHauvana
ynpaBieHne nosiy4aetT BUPYC, KOTOPbIA HaAXoOUT U 3apaxaeT apyrue
nporpamMmbl, a Takxe BbIMONHAET pan, BpedHblX OENCTBUN, B HACTHOCTHU,
«3acopsieT» akTUBHYIO NaMsTb, NOPTUT alinbl 1 T.4. (NnoapobHee 06 3TOM
HarnMcaHo BbILLE).
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Ecnu He npuHumaTh Mep no 3awute OT BMpyca, TO MOCNencTBUs
3apaxeHus BMPYCOM KOMIMbIOTEPOB MOrYT ObiTb Cepbe3HbiMU. B yncno
CpPeAcTB U METOAOB 3ALLUUTBI OT KOMMbIOTEPHbLIX BUPYCOB BXOOAT:

o0Lme cpeacTBa 3amThl HGOPMALMK, KOTOPbLIE MONE3HBI Tak Xe, Kak
MU cTpaxoBka OT PU3NYECKON MOPYM MAaLIMHHBLIX AWCKOB, HENpaBMibHO
paboTatowmx NporpamMm nan oWmnBOYHbIX AENCTBUM NONb30BaTENS;

npodunakTuieckne Mepbl, NO3BONAIOWME YMEHbLUNTL BEPOSATHOCTb
3apaxeHnss BUPYCOM;

cneumnann3npoBaHHbIe NPOrpaMmbl Aas 3almThbl OT BUPYCOB.

KomnnekcHoe pelieHne BonpocoB 6e3onacHocTn BC npuHaTo
MMEHOBaTb apXUTeKTypou 6e30rnacHOCTHU, TAe BbIAENATCS Yrpo3bl
6e3onacHocTU, cnyxObl 6e30MacHOCTM U MexaHU3Mbl obecnevyeHuns
6e3onacHocTu. MNop, yrpo3oii 6e30MacHOCTV NMOHMMAaeTcsa OeNCTBUE UK
cobbITMEe, KOTOPOE MOXET MPUBECTU K PaspyLUeHUID, UCKaXEHWUID UIn
HEeCaHKUMNOHMPOBAHHOMY MCMONIb30BAHUIO PECYPCOB CEeTU, BKlo4as
XpaHuUMylo 1 obpabaTbiBaeMylo MHGOPMaUMIO, a Takxke MporpaMMHble U
annapaTtHble CpeacTaa.

Yrpo3bl noapasaenaTcd Ha ciydyanHble (HenpeaHaMepeHHbIe) un
yMblLLIEHHbIE. ICTOYHNKOM NepBbIX MOryT ObiTh owmnbky B MO, HenpaBub-
Hble (OWMBOoYHbIE) AENCTBUSA MNOJIb30BaTENEN, BbIXO, N3 CTPOS annapaTHbIX
CcpencTs n ap.

YMbIWAEHHbIE YrpO3bl NMPecAenyloT uenb HaHeceHus yuwepba
nonb3oBatenam (aboHeHTam) BC n nogpas3nensioTcs Ha akTUBHblE U
naccueHble. NaccmnBHbIE Yrpo3bl HE pa3pyLlaT MHGOPMaALMOHHbLIE PECYPCHI
M He OKasblBalOT BAUSAHUSA Ha YyHKUMOHMpoBaHue BC. Ux 3apava -
HECaHKLUMOHUPOBAHHO MnoflydyaTb MHGOpPpMaunio. AKTUBHbIE YrpO3bl
npecneayioT Lefb Hapywatb HOPMasbHbIA Npouecc GpyHKLUMOHpoBaHmua BC
nyTem paspyLleHns Unu pagruoaeKTPOHHOro NoaaBneHns nuHmin cesasn BC,
BbIBOAa 13 cTpost IBM nnum ee OC, nckaxeHus 6a3 gaHHbIX U T.4. ICTOYHUKOM
aKTMBHbIX YIPO3 MOTyT ObITb HEMOCPEACTBEHHbIE AENCTBUS GU3NYECKUX AL,
3/10YMBbILLJIEHHUKOB, KOMMbIOTEPHbIE BUPYCbI U T.4,.

K ocHOBHbIM yrpo3am 06e30MaCcHOCTW OTHOCHATCSH: packpbiTue
KOHUOeHUMANbHOM NHPOPMaLMN, HECAHKLMOHNPOBAHHOE NCMNOJIb30BaHVE
pecypcoB BC, otka3 oT nHdopmaumu.

CospaBaemas cnyxba 6e30MacHOCTU BbIYUCINTENBHOW CETU NpMU3BaHa
obecne4ynBaThb:

NOATBEPXAEHWE NOASIMHHOCTU TOrO, YTO 0OBLEKT, KOTOPbLIN NpegnaraeT
cebs B KayecTBe OTNpaBuTeNs MHGOPMauUUM B CETU, OENCTBUTENIbHO UM
ABNSETCS;

LLeNIOCTHOCTb MHMOPMaLNK, BbIABASA NCKAXEHUS, BCTABKM, NOBTOPbI U
YHUYTOXEHME [aHHbIX, MepefaBaeMblX B CETHX, a Takxke nocneaylouee
BOCCTAHOBJ/IEHNE [OaHHbIX;

CEKPETHOCTb BCEX AaHHbIX, NepeaaBaeMblx no kaHanam BC;

HENTpanM3aumio NONbITOK HECAHKLMOHUPOBAHHOIO MCMNOJIb30BAHUS
pecypcoB 3BM. lNpu 3TOM KOHTPOJIb A0CTyrna MOXeT ObiTb nNnMbo
n3bmparesibHbIM, T.€. PaCNPOCTPaHATLCS TONIbKO HA HEKOTOpPLIE BUAbI AOCTyNa
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K pecypcam, Hanpumep, Ha o6HoBNeHNe HdopMaumn B 6a3e AaHHbIX, MO0
MOJIHbIM;

HenTpanuMaaumio yrpodbl 0Tkaza OT MHPOPMaLUnM CO CTOPOHbLI ee
OTnpaBuUTENS U/WUNn NoNy4aTend;

nonyyatens MHopmauum fokasaTenbCTBaMu, KOTOPbIE UCKI0YaloT
MoMbITKWM OTANPaBUTENS OTpuUATh GakTbl Nepeaaqyn ykadaHHoW MHpopMaumm
UIn ee coaepXxaHus.

K mexaHn3amam obecrnedyeHnss 6€30MacHOCTU OTHOCATCS: naeHTUdMKa-
LMA nonb3oBaTesnein (paccMOoTpeHa Bbllle), LNdPOBaHNE OAHHbIX, 3JIEKTPOH-
Has Moanuchb, yrnpaefieHWe MapLupyTtusaumen n ap.

PaccMoOTprM HekoTOpble U3 HUX.

UinppoBaHne gaHHbix. CEeKPeTHOCTb AaHHbIX obecnevynBaeTcs
MeTogamm kpuntorpaduu, T.e. MeTogamm npeobpa3oBaHUd OaHHbIX U3
obwenpuHAaTOn GopMbl B KOAWPOBaHHYIO (WndpoBaHMe) n obpaTHOro
npeobpazoBaHns (OewmndpoBaHMe) Ha OCHOBE MpaBusl, U3BECTHbLIX TOJIbKO
B3anMoaencTByoWwmMM aboHeHTam ceTn. Kpuntorpadus npumeHseTca ans
3alUMTbl NepefaBaemMbIX AAHHbIX, @ TaKKe MHpOopMaunm, XpaHUMon B basdax
OAHHbIX: B NakeTax OWUCKOB, Ha MMOKUX AMCKax U NeHTax.

LLndppoBaHme gaHHbIX NPON3BOAUTCA MO ajirOPUTMY, ONpeaensoemy
nopsaok npeobpaszoBaHUs UCXOAHOro TekcTa B WMGPOBAHHbLIA TEKCT,
noewndpoBaHMe — Mo anroputMmy, peanuaylowemy obpatHoe npeobpaso-
BaHue. K kpuntorpaduyeckmm cpeactsamMm nNpenbsaBnaTcsa TpeboBaHUs
XPaHEHUs CEKPETHOCTU, AaXe Koraa M3BeCTHa CYLLHOCTb ajirOpuTMOB
wundpoBaHug-gewmndpoBaHna. CekpeTHOCTb obecneymBaeTcss BBeAEHNEM
B alirOPUTMbl CreuvanbHbiX Kio4den (koaos). 3awmndpoBaHHbIN TEKCT
npespallaeTcs B UCXOLHbIM TOJSIbKO B TOM Clly4ae, KOorga m B npoLecce
wndpoBaHns 1 AelndpoBaHns NCNOJSb30BaSICA OAVH M TOT Xe Kitod. O6nacTtb
3HaYeHWUI KIoYa BbIOMPAETCS CTOJIb OOMBLUOW, YTO MPaKTUYECKN UCKITIOHAETCS
BO3MOXHOCTb €ro OnpeneneHnsa nyteM NpocToro nepebopa BO3MOXHbIX
3HaYEHUN.

Takum crnocoboM Bbl 3aWMTUTE Bally KOHUOeHUManbHyo nHdopma-
LMo, fgaxe ecnu B Bally CeTb NPOU3ONaeT NMPOHUKHOBEHME, UK Ball
CUCTEMHbIN aMUHNCTPATOP 3axo4dyeT NPUYMHUTL BaM Bpes. LudposaHue
TakXe BaXHO B TOM CJly4yae, eC/in Bbl UCMONb3yeTe KOMMbIOTEP COBMECTHO C
OpyrMMun nofb30oBaTensMu.

Ecnun Bbl perynsapHo genaete pe3epBHbIE KoMUY JaHHbIX 1 UCMNONb3yeTe
wundppoBaHue, Bbl MOXETE CMOKOMHO MNOJIb30BaTbCH KOMMbIOTEPOM
COBMECTHO C apyrumu. lNepepn tem, kak WwndposaTb BalLm Gaisbl, Bbl A0KHbI
NPOBEPUTb, MOXHO JIX 3TO AeNaTb COrnacHo NoNTMKe 6e30NacHOCTY Ballel
opraHmsaumun. HekoTtopele pabotogaTtenn M CTpaHbl BHO 3anpeLiatoT
XpaHeHue 3amndpoBaHHbIX Gpannos nnu nepeaady 3andpoBaHHbIX Gannos
no cetu.

HeobxoanMo ObiTb OCTOPOXHbLIM C MNAPOASMU UAK KJKOYaMu AOs
wudpoBaHnsa dannos. XpaHeHne nx B 6e30nMacHOM MeCTe He TOJbKO
NOMOXET yOepeyb 1X, HO TakXe MOMOXET BaM COXpaHUTb B 6e30MacHOCTU
BalUWM OaHHble; TaK KakK, eCnv Bbl MOTEPSETEe Naponv WUan Ko4n, Bbl HE
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CMOXeTe paclumndpoBaTth BalLM JaHHbIE. VIHOrga pasyMHO MMETb HECKOJIbKO
Konuni naponen nnm knwyen. 1o TpeboBaHMe MOXET okasaTbCH
ob6sa3aTeNibHbIM, €cny Balla opraHusauusl, HanpuMep, UMeeT MNOoNUTUKY
pacLLenneHHbIX KoYen. B aTom cnyyae obecneymBaeTcs 3awmra oT Toro,
YTO KTO-TO M3 COTPYOHUKOB MO TEM WM WHBIM NPUYMHAM MOXET YUTU U3
KOMMaHMN N YHECTU C cOBOM Naposb.

XOTs cenyac MOXHO BOCMOJS1b30BaTbCs GONbLUMM YMCIOM MNPOrpamMm
Oong wudpoBaHUS, Ka4eCTBO UX MOXET Pe3k0o oTnuyaTtbcsa. Hanpumep,
nporpamma PGO obecnedymBaeT XopoLine BO3MOXHOCTU LWNEPPOBAHUS.
BO3MOXHOCTM WndpOoBaHNA Takxe BKAOYEHbl B PS4 APYrMX ANpOrpamm
(Hanpumep, B nporpammbl Microsoft Office), HO B aToM cnyyae KayecTBO
wWndpoBaHUS O4EHb HU3KOE.

MHoruve ceteBble cny0bl TpebytoT pernctpauum (log in). NMonb3oBartento
Ha 3KpaH BblOaeTCd NpPeajioxXeHne BBECTU MM CBOErO akkayHTa (username
unun account ID) n napons. Ecnu ata nHdpopmaumsa nocbliaeTcs Yepes ceTb
B HELWWM(PPOBAHHOM BUAE, 3TO COOOLLEHME MOXET ObITb NEPEXBAYEHO KEM-
nmnbo. lMNpaBga, 3TOro He NPOUCXOAMT MPU NOAKIIOYEHUN K CETU 4Yepes
TenedoHHy CeTb, MNP KOTOPOM Bbl YCTaHaBMBaeTe COEOMHEHNE C CETbIO
M BXOA, B HEe MO KOMMYTMPYEMOMY KaHasny, Tak kak nepexBaTuTb AaHHbIE,
nepenasaemblie Mo TenedOHHON NMHUK ropa3ao TpyaoHee, YeM NepexBaTuTb
JaHHble, NepegaBaemMble MO CETU.

Bbl nogBepraetecb TakOMy PUCKy TOrga, KOraa Bbl UICNONb3YyeTe Kakne-
nmbo Nporpammel Aas MOAKOHYEHUS K YAANEHHbIM KOMMbOTEPAM B CETWU.
MHorve n3 pacnpocTpaHeHHbIX NporpaMmM Aas NoAKIYEHNS K KOMMblOTE-
pam nnu onsa nepegadv Gpannos Mexay KoMmnsotepamMmu (Hanpumep, telnet n
ftp) nocbINaloOT BaLLe NMS 1 NapoJSib, a TAKXKE BalLM AAHHbBIE MO CETU B OTKPbLITOM
BUAE.

OObI4HO Mepoli NPefoCTOPOXHOCTU, NPEANPUHMMAEMON B OpraHn3a-
UmMax 409 3aWmnThl OT nepexsara napons, BASETCH NCMO0b30BaHNE CUCTEM
C 04HOpa30BbIMM NaponsaMu. 1o HeJaBHEro BPEMEHU 3TU CUCTEMbI Obinn
C/INLIKOM CJIOXHbI M CIINLWIKOM [0POrn Oas NpOCTbiX NOSib3oBaTenen u
ManeHbkMX opraHusauuii. Ho Bce yBenmumBaiooLLeecs YnCcno nporpamMm 3Toro
TUNa yxe ceiiyac NO3BONSET peann3oBaTb TakMe CUCTEMbI He Ha 6ase
jopororo oO0pynoBaHMs, @ Ha OCHOBE KPUNTOrpaduyecknx TEXHONOTNIA.
MpumMepomM Takonm TexHonormn saesngeTca nporpamma Secure Shell (SSH)
pasHbix nnatdopm. MHorme npoaykTbl (B TOM yncne n SSH), Takoke No3BongtoT
wundpoBaTb BCe AaHHble, NepeaaBaeMble Mo CETU.

Cawmbili 6onbluon puck npu padbote B8 WWW — 970 3arpyska Ha Balll
komnbtoTep ¢annos. WWW-6paysepbl NO3BONAIOT 3arpy3nTb Ntobon daiin
13 iHtepHeT. WWW-6pay3epbl 3arpyxatoT daiinbl jaxe B TeX ciy4dasx, korga
9TO He COBCeM 04eBUAHO. [103TOMY PUCK, BO3HMKAIOLWMIA NPU 3arpyske
dannoB, MOXeT MMETb MECTO Aaxe Torga, korga Bbl CaMy HUYEro SIBHO He
3arpyxaete u3 NHtepHet. WWW-CTpaHu1LUpbl 4acTo BKAOYAOT HopMbl. Kak 1
B CJly4ae C 3/1eKTPOHHOM NOYTOMN, NOCbINKa AaHHbIX Bawmnm 6paysepom WWW-
cepBepy Hebe3onacHa. MimeeTcs HECKOJIbKO CNOCOOO0B AJ1s 3aLUThl OT 3TOrO,
CaMbIM BaXXHbIM 13 HUX aBnsieTcsa Secure Sockets Layer (SSL). 310 cpeacTso
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BCTpPOeHO BO MHorne WWW-6pay3epbl. C ero nomMmollbio BCe COOOLLEHUS,
nocoinaemsole mexay WWW-6pay3epom nonb3osatens n WWW-cepsepom
WndpyoTcs, 4ToObl HAKTO MO NYTM HE CMOT NpoYnTaTh UX.

MpOoTUBOCTOSIHME aTakaM — BakHOE CBOWCTBO 3aluuTbl. Kazanochk Obl,
€Cnin B CeTU yCTaHOBNEeH MexceTeBon akpaH (firewall), To 6e30nacHOCTb
rapaHTUpPOBaHa, HO 3TO PacnpPOCTPaHEHHOE 3abyXAeHNE MOXET NPUBECTU
K Cepbe3HbIM MOCneacTBmMaM. Hanpumep, MexceTeBOn 9kpaH He cnocobeH
3aMTUTL OT NMOSb30BaTENEN, Npowenwnx ayteHTudmkaumo. Kpome T0ro,
MEXCETEBOW 3KPaH HE TOMbKO He 3alumLLaeT OT NPOHUKHOBEHUS B CETb HEPE3
MOOEM W WHbIE yOasNieHHbIE TOYKM OOCTYMNA, HO U HE MOXET OOHAPYXUTb
Takoro 3/10yMblILLUIEHHMKA.

Mpn aToM cucTemMa 3aWuTbl, cCO3QaHHass Ha OCHOBE MOAENU
aganTMBHOro ynpaeneHus 6e3onacHocTbio cetu (Adaptive Network Security,
ANS), cnocob6Ha pelmnTb BCe UM MOYTU BCE MNepedyncsieHHble npobnemsbl.
OHa nosBonsieT obHapyxuBaTb aTakym WU pearMpoBaTb Ha HUX B pPexXunme
peanbHOro BPEMEHU, UCMOAb3YS NPaBUbHO CNPOEKTUPOBAHHbLIE, XOPOLLO
yrnpaBigeMble MPOLLECChbl U CPeACTBa 3allnTbI.

KomnaHus Yankee Group onybnukoBana B uioHe 1998 r. otyeT, coaep-
Xawui onncaHune npouecca obecnevyeHms aganTMBHOM 6€30NacHOCTUN CETU.
OTOT NpoLecc O0/KEeH BKJYaTb B cebs aHanm3 3allumLLeHHOCTU (security
assessment), T. e. nouck ya3sumocTten (vulnerabilities assessment),
obHapyxeHue aTak (intrusion detection), a Takke ncnonb3oBaTb a4anTUBHbLIN
(HacTpamBaeMmbin) KOMMNOHEHT, KOTOPbIA paclUMpaeT BO3MOXHOCTU ABYX
nepBbIX QYHKUNA, N yNpaBnaloWwmMn KOMIOHEHT.

AHanM3 3alWmLEHHOCTM OCYLLECTBNSETCS HA OCHOBE MOUCKA YSI3BUMbIX
MECT BO BCEWN CETU, COCTOALLEN N3 COeaAUHEHNI, Y3NOB (Hanpumep, KOMMy-
HUKaLMOHHOro 060pya0BaHUs), XOCTOB, Paboynx CTaHUMIA, MPUNOXEHUA ©
06a3 fgaHHbIX. ITW 3NEMEHTbI HYXAAITCS Kak B oueHke 3(PPEKTUBHOCTUN UX
3awWmThl, Tak U B MONCKE B HUX HEM3BECTHbIX yA3BMMOCTEN. [pouecc aHannaa
3alMLEHHOCTM npegnonaraeT UccneaoBaHne CeTU AN BbISBAEHUS B HeEl
«cnabbix MecT» 1 00600LEHME NONyYEHHbIX CBEOEHUIA, B TOM YMCIE B BUAE
oTtyeTa. Ecnu cuctema, peanusyoollas OaHHYO TEXHONOMMIO, COOEPXUT
afanTUBHbBIA KOMMOHEHT, TO YCTPaHEHWEe HalOeHHOW ya3BUMOCTU Oyaer
OCYLLLECTBNATLCA aBToMaTtmyecku. MNMpu aHannse 3awMLLEHHOCTU 0ObIYHO
noeHTndnUMpytoTCs:

«JIIOKN>» B cuctemax (back door) n nporpammsl Tvna «TPOAHCKUIA KOHb»;

cnabble naponu;

BOCMPUNMYMBOCTb K MPOHUKHOBEHMIO U3 BHELLUHUX CUCTEM U atakam
TMNa «0TKa3 B 0OCNYXNBaHUW»;

OTCYTCTBME Heobxoammbix 0OHOBNeHMA (patch, hotfix) onepaumoHHbIX
CUCTEM;

HenpaBW/ibHas HACTPOIKa MeXceTeBbIX akpaHoB, Web-cepBepoB 1 6a3
OaHHbIX.

K coxaneHuto, addekTUBHO peanm3oBaTb BCE OMUCAHHbIE TEXHONOMMKU
B OOHOWM CUCTEME MOKa He yAaeTCsl, NMO3TOMY MOSb30BATENSIM NPUXOANTCS
NMPUMEHSATbL COBOKYMHOCTb CUCTEM 3alUThl, 0ObEeANHEHHbIX €OUHOM’
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KoHuenuuen 6e3onacHocTu. lNpumMep TakMx CUCTEM — CEMENCTBO
npoayktoB SAFEsuite, pa3paboTaHHbIX amepukaHckoli komnaHuel Internet
Security Systems (ISS). CerogHa aT0 — €ANHCTBEHHbIN KOMIMIEKT CPEACTB,
KOTOpPbLIA BkJlo4aeT B ceb9 BCe KOMMOHEHTbl MOAENMN afanTUBHOIO
yrnpaBneHns 3amnTbl CETU.

CHavana B HeEro BXoAuau BCEro Tpu nNpoaykra: cucTemMa aHanmsa
3alMLLEHHOCTN Ha ypoBHe ceTu Internet Scanner, cpenctea aHanmsa
3alUMLLEHHOCTM Ha YpoBHe xocTa System Scanner 1 oOHapyXeHus aTtak Ha
ypoBHe ceTn RealSecure Network Engine. B pganbHenwem ISS nononHuna
KOMMAEKT CMCTEMOWN aHanusa 3alMLWEeHHOCTM Ha ypoBHE 6a3 AaHHbIX
Database Scanner n cpenctBamu oOHapyXeHUs aTtak Ha YPOBHE XocTa
RealSecure System Agent.

B HacTogwee Bpema kommnnekt MO SAFEsuite noctaBnseTcs B HOBOW
Bepcumn — SAFEsuite Enterprise, B koTopyto BxoauT Takxe NO SAFEsuite
Decisions, obecneynBalolee NpUHATUE peLWEHNn no npobnemam
6e3onacHocTu.
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3AOAHUS OJ19 CAMOCTOSATEJIbHON PABOThI

1. CoctaBbTe /IOrM4eckyro cxemy 6asbi 3HaHUM 10 TeMe IOHUTHI.
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TPEHUHI YMEHUIA

Mpumep BbINONHEHUS yripaXHeHusa Ha ymeHue Ne 1

3apaHue

Job6aBnTb B pepgakTupyembii NnpoekT MyProject.dpr cyLlecTBY0OLLNIA
Moaynb 2.pas.

PeweHue
Ne KoHkpeTHOE COOTBETCTBHE JAHHOU CUTya Il
Anropurm
/i NPEJIOKEHHOMY AJITOPUTMY
U3 ucxo0HvIx 0anHbIX clledyem, Ymo npoexKm
1. | OTKpBITH Ip OEKT .
My Project.dpr ysce omrpoim.
OTKpPBITh MEHEIKE .
P KD ITosiensemen oxno «Project Manager», 6 ko-
MpoeKTa (U3 MCHIO >
2. . MOPOM BUOEH CRUCOK 8CeX MOOYaell, X005~
«View» MyHKT X 8 NDOCKIN
«Project Manager») “ P )
B oxne «Project Hossnsemes oxno «KOTKPBITH» («Openy») co
3. | Manager»Haxarb CNUCKOM (ailios 8 onpeodeeHHOl OUpeKmo-
KHONKY «Add» puu.
4 Haiiti Ha nucke U3 cnucka gatinos 6 oupekmopuu 6v10pams
" | daiin 2.pas ¢aiin 2.pas.
5 Haxatp kHOTIKY B okne «Project Manager» 6 cnucok mooyneti
© | «OK» dobasisiemes gatin 2.pas.
3aKpbITh OKHO .
6. P! Okmno «Project Manager» 3axpuvigaemcs.
«Project Manager»

PeLunte camocTosiTe/IbHO crsiegywouine 3agaHus:

3ananne 1

LdobaBntb B npoekT MyProject.dpr HOBbIAi MOAYMb C UMEHEM
NewUnit.pas.
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3anaHue 2

Yoanntb n3a npoekta MyProject.dpr moayns ¢ umeHem MyUnit.pas.

3anaHne 3

Ypanntbe n3 npoekta MyProject.dpr mogynb ¢ numeHem MyUnit.pas un
0006aBnUTb HOBLIN Moayfb ¢ UMeHem NewUnit.pas.

Mpumep BbINONIHEHUS yNpaXXHEeHUs Ha ymeHue Ne 2
3apaHue

NmeeTcsa cnepylowas accembnepHas nporpaMmma, cAaBuralooLlas
copepxumoe aveek namatu TMP1, TMP2 n TMP3 Ha 2 6uTa BnpaBso:

ASR TMP1
ASR TMP1
ASR TMP2
ASR TMP2
ASR TMP3
ASR TMP3

TpebyeTcs HanucaTb MakpoKoMaHAy M BCTaBUTb B MporpamMmy ee
MakpOBbI30B.
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PeweHue

Ne A KonkperHoe cOOTBETCTBUE JAHHOW CUTyallUU
JTOPUTM
/1 TIPEITOKEHHOMY aJITOPUTMY
|, | Co3AaTh 3ar0NOBOK | GHIETIR W1 W2,W3
MAaKp OKOMaHbI
ASR W1
ASR W1
) Onucats Tero makpo- | ASR W2
" | KOMaHIbI ASR W2
ASR W3
ASR W3

3 OnpeneanTs KOHEI
" | MAKp OKOMaH/IpI

.ENDM

4 OnpenenuTs B 1Ip O-

SHIFT2R TMPI, TMP 2, TMP 3
rpaMMe MakKpoB bI30B

PeLinte caMoCToSTE/IbHO crsieagywouine 3agaHus.:
3anaHne 1

NmeeTca cnepytowas accembnepHas nporpamma, cogepxatias B cebe
MHOI0 OAMHaKOBbIX GPparMeHTOB kKoAda (KOnMpoBaHME COLEPXUMOro
peructpoB RO u R1 B coagepxnumoe auyeek namatn TMP1, TMP2):

MOV RO, TMP1
MOV R1, TMP2

TpebyeTcsa HanucaTb MakpokomaHAy C ABYMS dopmaibHbIMU
napameTpamMu 1 BCTaBUTb B NPOrpaMmMy ee MakpOBbI3OB.
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3anaHue 2

NmeeTcs cnenyowaa accembnepHasa nporpaMmma, Coaepxatlas B cebe
MHOTO OAMHAKOBbLIX GparMeHTOB koAa (KOMMpOBaHWE COLEPXMUMOro
peructpa RO B pernctp R1):

MOV RO, R1

TpebyeTca HanucaTb MakpokomaHoy 6e3 dhopmManbHbIX NapamMeTpoB U
BCTaBWTb B MPOrpamMMy ee MakpOBbI30B.

3anaHne 3

NmeeTca cnepyolwaa accembnepHas nporpamma, cogepxatias B cebe
MHOI0 OOMHAaKOBbIX (PpParMEHTOB KoAa (CAsuralolas CooepXumMoe syeek

namMaTn Ha 2 6uTa BNpaBo):
ASRTT
ASRT1
ASRT3
ASRT3

TpebyeTca HanucaTb MakpoKoOMaHAy C oAHUM dopmMaNbHbIM
napameTpoM 1 BCTaBUTb B MpOrpamMmMy ee MakpOBbI3OB.
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Mpumep BbINOJIHEHUS yNpaXXHeHUs Ha ymeHue Ne 3
3apaHue
BbiOpaTb MHTepdenchl ang MHoromalumHHon JIBC, pacnonoXeHHon B
npenenax HeckoNIbKMX CMEXHbIX KOMHAT (paccTosiHme mexay 9BM meHee

100 m). I3 nepudepuninHbix YCTPONCTB MCMONb3YIOTCA MPUHTEPDI.

PeweHue

KOHKpCTHOG COOTBETCTBHUE I[aHHOﬁ curyanuuunu
Anropurm
n/n MPEATIOKEHHOMY AJITOPUTMY
OnpeneauTs TUI
1. | BBIYUCIUTETbHOM

Co2enacno ucxo0HbIX OAHHbIX BbIYUCTUMETbHAS
cucmema Aasemest MHO20OMAUUHHOL.

CUCTEMBbI
OmnpenennThb
Coenacho ucxooHsIX OAHHBIX PACCMOSHUE MEHC-
2. | paccTosiHHUE M e-
0y OBM ne npesviaem 100 m.
xay 9BM

OnpeneanTs TH-
3. | me1 nepudepu ii-
HBIX YCTPOMCTB

U3 ucxoonvix danmvix ciedyem, umo nepuge-
PULIHBIMU YCMPOTICINEAMU S16TISLIOMCSL NPUHMEDDL.

U3 ucxoonvix 0anmvix u obecneveHus MaKcu-
MARBHOTL CKOPOCMU nepedad OanHblX 071 00uje-
Hus medrcdy DBM neobxooumo evibpams napai-
JIeJlb bl uHmepeiic, a 0Jis nepugeputinbx ycni-
DPOLCIE — NOCACO08AMENbHDILL.

Bri6op Buga nH-
Tepdetica

Pewunte camocTosiTesibHO creayroLme 3a4aHus:
3anaHue 1
BbibpaTtb vHTEpdEenchl ans MHoromMmalumHHowr JIBC, pacnonoXeHHo! B

HECKONbKNX COCeOHUX 3haHngax (pacctosHue mexay 9BM meHee
10-1000 m). NMepudepniiHble yCTPOMNCTBA HE NCMOMb3YIOTCS.
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3anaHue 2

BbibpaTb MHTepdenchl ana pacnpegeneHHon JIBC, y3nbl KOTOpPOW
PacnonoXeHbl B HECKOJIbKUX COCEOHUX 3AaHUsX (paccTosiHne mexay 9BM
meHee 10-1000 m), a paccTtosiHne mexay y3namu donee 5 km. Mepudepuii-
Hbl€ YCTPONCTBA HE UCMONb3YIOTCH.

Mpumep BbINOMHEHUS yrIpaXHeHus Ha ymeHune Ne 4

3apaHune

BbibpaTb kaHan cBA3u, obecneynBaloLWmMii MakCuManbHO BObICTPYIO
nocTtaBky coobuweHuin. KaHan cBga3u npeanonaraeTtcss MCNONb30BaTb
nepuoanyeckn, pexmnm nepegadn rnpepbiBUCTbIN.

PeweHune

Anropurm

KoHkpeTHOE COOTBETCTBUE JAHHOW CUTya NN
MPEUTI0KEHHOMY aJITOPUTMY

1 OnpenenuTh PexuM
" | paboTHI KaHaNA

CoenacHo ucxo0HbIx OAHHBIX KAHAT CBA3U
SAB/AECMCA KOMMYMUp)yemobim.

) OnpenenuTs pexuM
" | mepemaun

Co2enacto ucxoOHbIX OAHHBIX KAHA C853U
NpepuIBUCIbLL

OmnpeneauTs noTpe 0-
3. | Hy10 OBICTPOTY Tiep e-
Jladqy COOOIIEHU S

U3 ucxo0Hvix dauHbIX Clledyem, 4mo cKo-
pocmb nepedadu 00JICHA ObINb MAKCU-
MAnvHOU — 8b10UPaAeM KAHATL C8S3U € KOM-
Mmymayueli NaKkenoa.
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PeLunte camoCcTosITe/IbHO CAEAYILNE 384aHNS:
3ananne 1
Bbl6paTb KaHan CB43WU, O6eCI'Ie‘-IVIBalOLLI,I/II7I MakKCnMalibHO 6bICprIO

nocTtaBky coobueHuin 6onblnx 00beMOB. 3arpyska kaHana CBaA3u
npegnonaraeTtcss MakCUMMasbHOMN.

3anaHue 2

BbibpaTb KaHan cBA3M, 00ecrneynBaloLLni HernpepbIBHYI A0CTaBKY
coobleHunii. KaHan cBa3u npeanonaraeTca MCnosib3oBaTb Nepuoanyecku.

3anaxne 3

BbiOpaTb kaHan cBaA3u, ob6ecneyrBaloLLniA OOCTaBKy COOOLLEeHNi (He
00653aTenbHO ObICTPYI0) C MakCUMaNbHON 3DPEKTUBHOCTbLIO MCMOIb30BAHNS
KaHana. 3arpyaka kaHana CBS3M — N0 HEOOXOOMMOCTMU.
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Mpumep BbINOMHEHUS YyrIpaXHeHUs Ha ymeHue Ne 5

3apaHue

BbiOpaTbh dpuamyecknin Hocutenb curHanos B JIBC, obecneumBatoLmii

BbICOKYIO CKOPOCTb nepepayn nHdopmauum n obnagatouimin BbICOKOM
CTENeHbio 3aWmTbl MHGOPMaL M.

PeweHue
Ne A KOHerTHOG COOTBETCTBUEC HaHHOﬁ CUTyalluu
JTOPUTM
/11 NIPEAJI0KEHHOMY AJITOPUTMY
Brei6pats pusnyeckuit Co2nacho ucxo0HblX OAHHBIX CKOPOCb
| | HOCHTENh CUTHATIOB B nepedauu evicoxas. Coanacno nynkma
* | JIBC ucxonst u3 ckopo- | 1.2 aneopumma eb1dupaem KoaxcuaibHolii
CTHU Ilepeaavu Ja HHBIX Kaoveb.
Buibpars  ¢usnueckuii | Co2nacHo ucxXo00HbLX OAHHBIX CHIeneHd
5 | HOCHTENb CUTHATIOB B | 3auumbl OAHHBIX Q0INCHA ObINb BbICO-
" | JIBC ucxons U3 CTENEHH | KO, 3HAUUM 6blOUpaem onmogoai0KoH-
3aIUTHl JAHHBIX Hblil Kabe.
3 Crenatb OKOHYATEN b- Coznacno nynkmog 1 u 2 — oxonuamerno-
" | HBII BBIOOD HbILL 86100 - ONIOBOJIOKO HHBIL KADelb.

Pelunte caMOCTOSITE/IbHO CAeayloLme 3anaHus:

3ananne 1

BbiObpaTb dpusmyecknin Hocutenb curHanos B JIBC, obecnevmBaomii
BbICOKYIO CKOPOCTb nepepayn mHpopmaumm, obnagaowmn cpegHen
CTeneHbio 3alWuTbl MHpOPMaLVM N MUHUMaANbHOM CTOMMOCTLIO.
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3anaHue 2

Beibpatb ¢pusunyeckmin Hocutenb curHanos B JIBC, obnapatowmi
MVHUMabHOM CTOMMOCTLIO MPW CPEefHEN CTeneHn 3awmTtbl nHdopMaumn.

3anaxne 3

BbibpaTtb ¢pusnyeckmii Hocutenb curHanos B JIBC, ob6napaoLwimi
MUHUMasIbHON CTOMMOCTbIO.

CUCTEMHOE NMPOrPAMMHOE OBECINEYEHUE
IOHNTA 2

CUCTEMHOE NPOrPAMMHOE OBECMNEYEHUE NPOLIECCOB
PA3SPABOTKU N COMPOBOXXAEHUA NPOTPAMMHbIX KOMIMJIEKCOB

Pepaktop J1.C. Jlebepera
OnepaTop koMnbtoTepHol BepcTkn [.B. denotos

M3a. g, JIP Ne 071765 ot 07.12.1998 CpaHo B nevatb
HOY “CoBpemeHHbI l'ymaHutTapHbin MHCTUTYT”
Tupax 3akas
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